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• What is this talk about

• Some epidemiological facts
• 3 ways of bounding R0

• Testing, tracking and tracing

• The main track-and-trace approaches and apps

• Privacy challenges

• Policy challenges
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3 ways of bounding R0

• Vaccine

• Herd immunity

• Test, track and trace
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Test, track and trace

• Key for exiting from confinement

• The very idea 
• Testing as many people as possible 

• For the positives, identifying iteratively their contacts

• The broader the testing, the better (100%!)

• Tracing cannot be done manually at scale

• Mobile phone as a tracing device
• South Korean example
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Mobile phone info for Track-and-
trace
• Proximity – BlueTooth (contact distance, duration are 

parameters)

• Spatial information (clusters, super-spreaders,…)

IPI PAN 11/5/20
5



Track and trace apps

• Tracktogether – Singapore

• Google-Apple proposal

• European proposal
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Terminology:
BT= Bluetooth

Positive= infected person

HA= Health authority (gov’t)



TrackTogether

• Singapore, implemented and used at scale since Mar. 
20 [ Choo et al.2020]

• Proximity tracing via BT: nearby phones exchange 
tokens, also sent to HA

• Positives release their contacts to the HA (legal 
obligation)

• HA has the mapping of tokens to  ID, CAN TAKE ACTION
• notify Positive’s contacts
• Isolate the Positive (provably via phone tracing)

• Tokens have limited lifespan (in minutes)
• Opting in?
• Participation rate?
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Google-Apple [Wired 20]

• Proposed design

• Proximity tracing via BT

• Tokens: user A’s phone stores PA(14) = anonymous tokens of all A’s contacts (14 
days)

• A’s contact B tests Positive 

• B uploads all their tokens to a server (HA?)

• User A check server periodically, downloads all positives P(14)

• Since B  PA(14), A is notified, told about further action

• No HA actionability, but can be added

• Baked into the OS
• battery life
• interoperability

• Opt-in
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Potential actionablility

• A tests

• Test result is entered into the app
• If negative, no action

• If positive, A needs to at least self-isolate, which can be 
enforced by the app easily and privately. 

• A violation of the self-isolation would be reported by the 
app to HA
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European idea ([Nanni et al. 20]; 40/14

• Privacy-safe, spatially-oblivious proximity tracing: BT + 
spatio-temporal:

• [DP3T] (Decentralized Privacy-preserving Proximity 
Tracing) model

• Opt-in

• Based on Personal Data Store framework: user controls 
release

• What
• To whom
• Trust!

• Potentially privacy sensitive 

• Insistence on
• Use Limitation Principle
• Data auto-destruction
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Privacy dimensions [Choo 20] 

• Inadequacy of existing data privacy frameworks, eg
Differential Privacy

• Need for a new approach

• [Choo et al 20] propose:
• Privacy from hackers: 

• Thought experiment – data sent in the open: even anonymizing 
the user with a unique ID  IS INADEQUATE: linking attack (eg
via social networks, spatio-temp info)

• sending random, time-varying tokens instead

• Privacy from  contacts: TT does not reveal Positive’s info 

• Privacy from HA
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Apps - comparison

TraceTogether Googe/Apple EU PDS

opt in/opt out Y Y1 Y

distributed N Y Y

actionable Y N N

privacy contacts Y Y ?

Privacy HA N Y1, 2 Y3

Spatio-temporal N N Y
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1 ) what when it’s embedded in the OS?

2 ) unclear whether has access to the IP address of the user?

3)  the user may give HA access. 



Discussion 

• Requirements for T&T to work epidemiologically
• ACTIONABILITY

• Coverage – 60%?

• People without smartphones (Canada – 16%; Poland 
30%)

• Policy challenges
• Volunteer or compulsory (opt in-out)
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Other crucial requirements

• Data autodestruction

• Sunset clause

• Use Limitation Principle
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Data autodestruction

• Clearly normal OS “delete” functions inadequate

• Cryptograhic techniques exist that will effectively 
make data inaccessible on a trigger (could be date)
• Data is encrypted and key is deleted on trigger

• Computationally heavy

• Can we guarantee key deletion?

• New solutions are needed
• eg memories erasable by physical process – eg power 

off?
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Sunset clause

Guarantee that the data collection will stop at a 
given time

• Defining that time  
• epidemiologically?

• Periodically?

Guaranteeing that data is NOT collected
• Code inspection – by whom?

• Automatic code verification?
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ULP guarantee

• Use Limitation Principle [OECD 2013]:  
• purpose form which the data is collected is declared upfront
• data is ONLY used for the purpose

• How can we guarantee  how the data is used?

• App code
• Code inspection
• Code property verification using program proving 

tools/techniques (e.g. [Matwin, Felty 03]
• Computationally not scalable at present
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Other tech T&T and similar
proposals

• Quarantine enforcement

• Temperature monitoring

• Mask use and separation monitoring
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Policy challenges

• Putting trace-and-track systems/apps in place – by 
whom? 
• Parliamentary decision, time limited

• Monitoring compliance with privacy requirements
• A trusted, mixed body: gov’t, industry, academia (modeled on 

security…)
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