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DESCRIPTION:

Automatic text classifiers have shown their usefulness in many tasks related to
assessing content credibility [1]. This is especially true for user-generated text in online
platforms, such as social media, where automatic classifiers help to perform content
moderation at scale [2]. Unfortunately, models implemented using large neural
networks have been shown to be vulnerable to adversarial examples, i.e. malicious
modification of the input data that preserve the original meaning, but elicit an erroneous
decision from the filtering model [3].

Recent research has clearly demonstrated that this danger exists and, indeed,
detectors of content such as fake news, rumours or propaganda can be confused
through small modifications [4]. Further efforts have shown additional attack
techniques, such as using reinforcement learning [5] or LLM generations [6]. However,
the dynamic nature of the phenomenon and its social importance motivate expanding
the research in at least three directions:

1. Multilinguality

Virtually all of the previous research in the area was performed for text in English.
However, other languages are also carriers of misleading information - in fact, the
weaknesses of automatic moderation for them has been associated with negative



consequences [7]. Extending the previous experiments into further languages would
require solving many problems, such as obtaining good-quality classification
benchmarks (e.g. for credibility assessment), finding or building basic elements of the
workflow that support the language (esp. LLMs) or adjusting existing attack methods
to the properties of the target languages (e.g. homoglyphs for richer scriptures).

2. Al sources of low-credibility text

Previous work involves human-written content, both of the credible and non-credible
category. However, modern information ecosystem includes a wealth of machine-
generated text [8], especially in low-credibility genres. Including this source of text in
the robustness analysis would require (1) detecting machine-generated text, a valid
task in itself [9] with uncertain robustness, and (2) checking victims’ vulnerability to
machine-rewritten text.

3. Semantic evaluation

Finally, the evaluation of adversarial attacks plays a crucial role. In particular, if input
text is modified so heavily that its meaning is not preserved, the attack loses its
purpose, even if the classifier’'s decision is changed. Therefore, performing precise
evaluation of the meaning change is a crucial step. Previous automatic metrics have

been shown to have low alignment with human judgement. Therefore, new techniques
need to be explored, of which LLM-as- a-judge [11] can be a promising direction.
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