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Abstract

The formal verification of strategic abilities in multi-agent systems (MAS)
is a critical yet notoriously challenging endeavor, particularly under condi-
tions of imperfect information and imperfect recall. The inherent compu-
tational complexity, often characterized by state-space explosion and high
decision-theoretic complexity, renders the exact model checking of such sys-
tems intractable for many real-world applications. This thesis addresses
these fundamental challenges by developing, implementing, and empirically
evaluating a suite of novel methods for the scalable verification of strategic

properties in complex, informationally restricted environments.

Our primary contribution is a comprehensive framework for approximate
verification of strategic ability, formalized using Alternating-time Temporal
Logic with imperfect information and memoryless strategies (ATLj,). We
introduce a novel fixpoint approximation scheme that provides sound lower
and upper bounds for the truth value of ATL;, formulae. This is achieved
by translating ATL;, specifications into an alternating epistemic u-calculus
variant, enhanced with a steadfast next-step operator that captures agents’
commitment to strategies within their common knowledge neighborhoods.
To manage the combinatorial complexity of epistemic relations, we devise
optimized data structures based on disjoint-set forests and propose dynamic
state-space reduction techniques, including model abstraction and partial-
order reduction, which can be synergistically combined with our fixpoint
methods. For systems exhibiting asynchronous interaction, we introduce
a local model approximation technique. By constructing agent-centric ab-
stractions of the global system, this method enables verification of strategic
abilities with a substantial reduction in the state space, while preserving

formal soundness guarantees.

Furthermore, we present a forward-chaining strategy synthesis algorithm

based on depth-first search, enhanced with a novel dominance relation for



partial strategies. This relation enables the systematic pruning of subopti-
mal choices, significantly improving the search for winning strategies. We
extend this approach to multi-criteria strategy optimization, allowing for
the synthesis of strategies that are simultaneously effective with respect to

multiple objectives, such as outcome containment and action uniformity.

To validate the practical efficacy of our theoretical contributions, we de-
veloped the StraTegic Verifier (STV), a state-of-the-art model checker that
implements the proposed algorithms. We applied STV and our methods to
a diverse range of challenging real-world models, including the bridge card
game, autonomous drone teams, smart production factories, social explain-
able AT (SAI) ecosystems, and sophisticated e-voting protocols like Selene.
Our experimental results demonstrate that the proposed approximation and
synthesis methods yield dramatic performance improvements, often by sev-
eral orders of magnitude, over existing state-of-the-art tools. In numerous
instances, our approach successfully verified models with millions of states,
a feat unattainable by exact methods, while maintaining a high degree of

accuracy and providing conclusive results.

In conclusion, this thesis establishes a robust and scalable methodology for
the verification of strategic abilities under imperfect information. By bridg-
ing the gap between theoretical logic and practical implementation, our work
enables the formal analysis of complex multi-agent systems that were pre-
viously beyond the reach of automated verification, thereby advancing both
the theory and practice of ensuring correctness and security in increasingly

autonomous and interactive computing environments.



Streszczenie

Formalna weryfikacja zdolnodci strategicznych w systemach wieloagentowych
(MAS) jest zadaniem krytycznym, ale niezwykle trudnym, szczegélnie w
warunkach niedoskonatych informacji i niedoskonatej pamieci. Nieodtaczna
ztozonoéé obliczeniowa, czesto charakteryzujaca sie eksplozja przestrzeni
stan6w i wysoka ztozonoscia teoretyczna decyzji, sprawia, ze doktadne sprawdzanie
modeli takich systeméw jest niemozliwe w wielu rzeczywistych zastosowa-
niach. W niniejszej pracy podjeto te fundamentalne wyzwania poprzez
opracowanie, wdrozenie i empiryczna ocene zestawu nowatorskich metod
skalowalnej weryfikacji wlasciwosci strategicznych w ztozonych srodowiskach

o ograniczonej dostepnodci informacji.

Naszym gléwnym wktadem jest kompleksowa struktura stuzgca do przy-
blizonej weryfikacji zdolnosci strategicznych, sformalizowana przy uzyciu
logiki temporalnej czasu alternujacego z niepelng informacja i strategiami
bez pamieci (ATLy). Wprowadzamy nowatorski schemat aproksymacji
stalopunktowej, ktéry zapewnia solidne dolne i goérne granice wartosci log-
icznej formut ATL;,. Osiaga sie to poprzez przettumaczenie specyfikacji
ATL; na zmienng wersje epistemicznego p-rachunku, wzbogacona o oper-
ator stalego nastepnego kroku, ktory rejestruje zaangazowanie agentéow w
strategie w ramach ich wspolnej wiedzy. Aby zarzadza¢ kombinatoryczng
zlozonodcia relacji epistemicznych, opracowujemy zoptymalizowane struk-
tury danych oparte na lasach rozltacznych zbioréw i proponujemy dynam-
iczne techniki redukcji przestrzeni stanéw, w tym abstrakcje modelu i re-
dukcje czesciowo-porzadkowe, ktére mozna synergicznie poltaczyé z naszymi
metodami punktéw statych. W przypadku systeméw wykazujacych inter-
akcje asynchroniczne wprowadzamy technike lokalnego przyblizenia mod-
elu. Dzieki skonstruowaniu abstrakeji globalnego systemu skoncentrowanych

na agentach metoda ta umozliwia weryfikacje zdolnosci strategicznych przy



znacznej redukcji przestrzeni stanéow, zachowujac jednoczegnie formalne gwarancje

poprawnogsci.

Ponadto przedstawiamy algorytm syntezy strategii oparty na wyszukiwa-
niu w glab, wzbogacony o nowatorska relacje dominacji dla strategii czes-
ciowych. Relacja ta umozliwia systematyczne eliminowanie suboptymalnych
wyboréw, znacznie usprawniajac wyszukiwanie strategii prowadzacych do
zwyciestwa. Rozszerzamy to podejscie na wielokryterialng optymalizacje
strategii, umozliwiajac synteze strategii, ktoére sa jednoczesnie skuteczne w
odniesieniu do wielu celow, takich jak ograniczenie wynikéw i jednolito$é

dzialan.

Aby zweryfikowa¢ praktyczng skutecznosé naszych teoretycznych osiagniec,
opracowalismy StraTegic Verifier (STV), najnowoczes$niejszy weryfikator mod-
elowy, ktéry implementuje proponowane algorytmy. Zastosowalidmy STV
i nasze metody do szerokiej gamy trudnych modeli rzeczywistych, w tym
gry karcianej brydz, autonomicznych zespotéw dronow, inteligentnych fab-
ryk produkcyjnych, ekosysteméw spotecznie wyjasnialnych sztucznych in-
teligencji (SAI) oraz zaawansowanych protokolow glosowania elektronicznego,
takich jak Selene. Wyniki naszych eksperymentéw pokazuja, ze proponowane
metody aproksymacji i syntezy zapewniaja znaczna poprawe wydajnosci,
czesto o kilka rzedow wielkosci, w por6wnaniu z istniejacymi najnowoczesniejszymi
narzedziami. W wielu przypadkach nasze podejécie pozwolito z powodze-
niem zweryfikowa¢ modele zawierajace miliony stanéw, co jest niemozliwe
do osiggniecia przy uzyciu metod doktadnych, przy zachowaniu wysokiego

stopnia doktadno$ci i zapewnieniu jednoznacznych wynikdw.

Podsumowujac, niniejsza praca ustanawia solidna i skalowalna metodologie
weryfikacji zdolnosci strategicznych w warunkach niedoskonatej informa-
cji. Wypelniajac luke miedzy logika teoretyczng a praktyczng implemen-
tacja, nasza praca umozliwia formalna analize ztozonych systeméw wieloa-
gentowych, ktore wezedniej byty poza zasiegiem automatycznej weryfikacji,
przyczyniajac sie tym samym do rozwoju zaréwno teorii, jak i praktyki za-
pewniania poprawnosci 1 bezpieczenstwa w coraz bardziej autonomicznych i

interaktywnych srodowiskach komputerowych.
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Introduction

More than ever, our daily lives are intertwined with smart systems seamlessly integrated
into our environments. Regular interactions with our smartphones have become a staple
of our daily activities. Modern automobiles are outfitted with 30-100 microprocessors,
running up to 100 million lines of software code. Smart production facilities are poised
to boost goods production by up to 25 percent, potentially generating up to 1.8 trillion
in new value annually across global factories. Given the profound societal impact of
these embedded systems, their verification has emerged as a critical task.

Traditionally, this verification is conducted using model checking techniques: both
the system and its environment are modeled as state machines, and these models are
then scrutinized to determine whether they satisfy specific safety or liveness properties
within a given environment. This approach is not only applicable to physical systems
but also extends to the realm of digital security and integrity, particularly in verifying
e-voting protocols.

E-voting systems, integral to modern democracies, necessitate rigorous verification
to ensure their reliability and trustworthiness. These systems are complex amalgama-
tions of software, hardware, and human interaction, making their verification challeng-
ing yet imperative. The verification process must encompass various crucial procedures,

including but not limited to:

1. Security Protocols Verification: Ensuring that the e-voting system is immune

to unauthorized access, manipulation, and ensures voter anonymity.
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2. Accuracy and Integrity Checks: Verifying that every vote is accurately recorded

and tallied without alteration or loss.

3. Auditability: Ensuring that the system maintains robust logs and audit trails

for verification and recount purposes, if needed.

4. Accessibility and Usability Verification: Confirming that the system is ac-

cessible to all voters, including those with disabilities, and is user-friendly.

5. Resilience to Attacks: Testing the system’s ability to withstand various forms

of cyber attacks and faults, maintaining its functionality and integrity.

The complexity of these systems, especially considering the various layers of inter-
action (human, network, software, and hardware), makes the application of traditional
model checking a sophisticated task. It demands not only a deep understanding of the
theoretical underpinnings of model checking but also an appreciation of the practical
aspects and specific challenges inherent in the verification of e-voting protocols.

In summary, the verification of such important systems and protocols represents a
vital component in ensuring the safety, security, and efficacy of technologies that are

increasingly central to our daily lives and democratic processes.

1.1 Practical Aspects of Model Checking

Model checking has emerged as a pivotal tool in the verification of computer systems,
offering a systematic methodology to ascertain whether a system’s model satisfies speci-
fied requirements. The verification of sociotechnical systems—integrating both technical
components and human agents—introduces additional layers of complexity. These sys-
tems, marked by their dynamic behavior, multiple interactive agents, and imperfect
information, demand nuanced verification approaches. Beyond theoretical interest, en-
suring specific behaviors or outcomes in these systems carries substantial real-world
consequences, especially in domains concerning human safety, infrastructure, or signifi-
cant financial interests.

The need for practical application in these fields transcends theoretical assurances.

Stakeholders require confirmation that systems will perform as anticipated in real-world
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situations. Moreover, the sheer scale and intricacy of sociotechnical systems often pre-
clude exhaustive manual analysis, underscoring the necessity for practicality in model

checking, which hinges on:

1. Scalability: Verification efficiency and adaptability are paramount as system size

and complexity expand.

2. Usability: Tools and methods should be accessible to users without extensive
formal methods training, featuring intuitive interfaces and seamless integration

into existing processes.

3. Relevance: Model checking should yield practical insights for enhancing so-

ciotechnical system design and operation.

1.1.1 Challenges in Practical Model Checking

Practical model checking is challenging for a number of reasons.

Creating the Models Accurately representing a sociotechnical system involves:

1. Complex Interactions: Detailed modeling of agent interactions under imperfect

information is challenging.

2. Evolution Over Time: Systems change, necessitating adaptable or easily up-

dated models.

3. Granularity: Balancing detail and abstraction is crucial to maintain computa-

tional feasibility while capturing essential system aspects.

Specification of the Right Requirements (Formulas) The value of model checking

is tied to the precision and relevance of the specifications, involving:

1. Expressiveness: Formulas must accurately reflect desired properties.

2. Ambiguity: Natural language requirements often lack clarity. Their translation

into precise specifications is both challenging and vital.

3. Completeness: Comprehensive coverage of relevant behaviors and scenarios is

crucial to identify potential system vulnerabilities.
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In summary, while the logics used in this thesis provide a robust theoretical basis for
formal verification of sociotechnical systems, their practical application are fraught with
challenges. Effectively addressing these challenges is key to enhancing the reliability and

trustworthiness of sociotechnical systems in real-world settings.

1.2 Thesis Statement

In the realm of formal verification, the challenge of accurately modeling and analyz-
ing systems with multiple agents, especially under conditions of imperfect information,
remains a significant task. Our research specifically addresses this challenge by study-
ing verification algorithms for Alternating-Time Temporal Logic (ATL) with imperfect
information and memoryless strategies. We extend our investigation to the practical
application of these algorithms by defining models of real-life scenarios. A key focus
is the domain of electronic voting (e-voting) systems, where we model these as both
synchronous and asynchronous game structures. This approach not only allows for a
more comprehensive understanding of strategic behaviors in multi-agent systems but
also paves the way for more effective verification of their properties under varying in-
formational constraints.

This thesis is dedicated to advancing the field of model checking by developing
and refining verification algorithms for ATL with imperfect information. We focus
on modeling real-life scenarios, particularly in the context of e-voting systems, using
both synchronous and asynchronous game structures. Our work aims to enhance the
application of ATL in multi-agent systems, thereby providing more robust and efficient
methods for verifying strategic properties in scenarios where information is incomplete

or imperfect.

1.3 Published Materials

The material in this thesis is based on the following papers, to which the author has

contributed:

e (Kurpiewski et al. (2025)) DAMIAN KURPIEWSKI, WOJCIECH JAMROGA, AND
YAN KiM. |Approximate Verification of Strategic Abilities under Imper-

fect Information Using Local Models. In Proceedings of the Thirty-Fourth
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International Joint Conference on Artificial Intelligence, IJCAI 2025, Montreal,
Canada, August 16-22, 2025, pages 143-151. ijcai.org, 2025.

In this work, my main contribution was to the theory behind the proposed ap-
proach. I defined the concept of approximated local models and, importantly, I
constructed and presented the proof that these models can effectively approximate
the verification of specified properties. This theoretical foundation shows that our
method is sound and offers the formal guarantees needed for its practical use in

solving complex verification problems with imperfect information.

(Jamroga and Kurpiewski (2023)) WOJCIECH JAMROGA AND DAMIAN KURPIEWSKI.
Pretty Good Strategies and Where to Find Them!. In VADIM MALVONE
AND ANIELLO MURANO, editors, Multi-Agent Systems - 20th European Confer-
ence, FUMAS 2023, Naples, Italy, September 14-15, 2028, Proceedings, 14282
of Lecture Notes in Computer Science, pages 363—-380. Springer, 2023.

My research was dedicated to the development of innovative algorithms aimed
at enhancing outcomes through domination-based strategy optimization. In pur-
suit of validating these algorithms, I designed a novel procedure for generating
randomized models. These models served as a critical testing ground, enabling a

comprehensive evaluation of the algorithms’ effectiveness in various scenarios.

(Kurpiewski et al.| (2023)) DAMIAN KURPIEWSKI, WOJCIECH JAMROGA, AND
TroFIL SIDORUK. [ Towards Modelling and Verification of Social Explain-
able ATl In ANA PAuLA RoCHA, LUC STEELS, AND H. JAAP VAN DEN HERIK,
editors, Proceedings of the 15th International Conference on Agents and Artificial
Intelligence, ICAART 2023, Volume 1, Lisbon, Portugal, February 22-24, 2023,
pages 396-403. SCITEPRESS, 2023.

In this work, I have designed various models for Social Explainable Artificial In-
telligence (SAI), encompassing both honest agents and potential attacks. These
models were implemented in the STV tool. Additionally, I identified and designed
significant security properties for verification purposes and expressed them using
ATL;, formulas. I've also prepared experiments to demonstrate the efficacy and

robustness of these models and properties.

(Jamroga et al.|(2022b))) WOJTEK JAMROGA, LUKASZ MASKO, LUKASZ MIKUL-

SKI1, WITOLD PAZDERSKI, WOJCIECH PENCZEK, TEOFIL SIDORUK, AND DAMIAN
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KurpiEwsSKI. Verification of Multi-Agent Properties in Electronic Vot-
ing: A Case Study. In DaAvVID FERNANDEZ-DUQUE, ALESSANDRA PALMI-
GIANO, AND SOPHIE PINCHINAT, editors, Advances in Modal Logic, AiML 2022,
Rennes, France, August 22-25, 2022, pages 531-556. College Publications, 2022.
In the scope of this research, my contributions were centered on overseeing the
development of a parallelized verification algorithm, which included establishing
the foundational framework necessary for the algorithm’s implementation. Addi-
tionally, I was responsible for the design and implementation of enhanced versions
of the case study models, aiming to refine their utility and applicability. A sig-
nificant aspect of my work also involved optimizing the implementation of the
model reduction method, ensuring efficiency and effectiveness in the verification
process. To validate the advancements made through these efforts, I orchestrated
and conducted a comprehensive set of experiments, designed to rigorously assess
the performance and scalability of the developed algorithm and the improved

models.

e (Jamroga et al| (2022a)) WOJCIECH JAMROGA, DAMIAN KURPIEWSKI, AND
VaDIM MAIVONE. How to measure usable security: Natural strategies
in voting protocols. J. Comput. Secur., 30(3):381-409, 2022.

My research focused on the formal analysis of a selected electronic voting protocol,
which involved the careful design of sophisticated models to represent potential
interactions—both correct and incorrect—between voters and the system. These
models were subsequently implemented in the UPPAAL tool. Furthermore, I devel-
oped several natural strategies for voters and verified their effectiveness by directly
implementing these strategies within the models and utilizing the UPPAAL tool

for verification.

e (Kurpiewski et al.| (2021)) DAMIAN KURPIEWSKI, WITOLD PAZDERSKI, WOJ-
CIECH JAMROGA, AND YAN KiM. STV+Reductions: Towards Practical
Verification of Strategic Ability Using Model Reductions. In Proceedings
of AAMAS, pages 1770-1772. ACM, 2021.

For this paper, I enhanced the graphical interface of the STV tool by introducing
new functionalities to demonstrate the implemented reduction methods: partial

order reductions and automated bisimulation checking. Additionally, I developed
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a novel model specification language and implemented a corresponding parser
within the tool, facilitating the loading of model specifications from text files.
Lastly, I compiled experimental results to validate the efficiency of the partial

order reduction method, illustrating its effectiveness in practical scenarios.

(Jamroga et al.[(2020b)) WousciEcH JAMROGA, YAN KiM, DAMIAN KURPIEWSKI,
AND PETER Y. A. RvyaN. Towards Model Checking of Voting Protocols
in Uppaal. In Proceedings of E-Vote-ID, 12455 of Lecture Notes in Computer
Science, pages 129-146. Springer, 2020.

I contributed to the design and implementation of an electronic voting model using
the UPPAAL verification tool. Additionally, I was involved in employing UPPAAL

to verify selected properties of the protocol, ensuring its reliability and security.

(Jamroga et al. (2019a))) WOJCIECH JAMROGA, MICHAL KNAPIK, DAMIAN KURPIEWSKI,
AND LUKASZ MIKULSKI. Approximate Verification of Strategic Abilities

under Imperfect Information. Artificial Intelligence, 277, 2019.

I have developed the STV model-checker, a sophisticated tool designed for the
verification of ATL;, formulas. This development was underpinned by theoretical
research, from which I designed and implemented a fixpoint approximation algo-

rithm. To demonstrate the algorithm’s effectiveness, I designed and implemented

various models within the tool, including the castles model and the bridge game

endplay model.

Additionally, I have significantly contributed to the enhancement of the tool’s
model-checking capabilities. This included the development of model abstrac-
tions, the optimization of algorithms using a disjoint-union data structure, and
the optimization of model generation through the exclusion of irrelevant parts
of the model already generated. My responsibilities also extended to preparing
and conducting experiments to test these newly implemented methods, thereby

proving their effectiveness and efficiency.

(Kurpiewski et al.| (2019b)) DAMIAN KURPIEWSKI, MICHAL KNAPIK, AND WO-
JCIECH JAMROGA. On Domination and Control in Strategic Ability. In
Proceedings of the 18th International Conference on Autonomous Agents and Mul-

tiagent Systems AAMAS 2019, pages 197-205. IFAAMAS, 2019.
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I have made significant contributions to the design of a novel strategy synthe-
sis algorithm, which is based on the Depth-First Search (DFS) algorithm. This
involved the development of multiple heuristics for the algorithm, which were sub-
sequently implemented along with the new method in the STV tool. Furthermore,
I have developed and implemented new models simulating scenarios where flying
drones search for pollution. These models were utilized to evaluate the effective-
ness of the newly developed method, demonstrating its applicability and efficiency

in real-world scenarios.

o (Kurpiewski et al|(2019a)) DAMIAN KURPIEWSKI, WOJCIECH JAMROGA, AND
MicHAEL KNAPIK. STV: Model Checking for Strategies under Imper-
fect Information. In Proceedings of the 18th International Conference on Au-
tonomous Agents and Multiagent Systems AAMAS 2019, pages 2372-2374. TFAA-
MAS, 2019.

I developed a graphical interface for the STV model-checker, enhancing its us-
ability and functionality. This interface enables users to generate one of the pre-
implemented models by specifying parameters. It visually represents the generated
model as a transition graph, offering insights into various aspects of the model,
including state properties and actions associated with transitions. Furthermore,
the interface facilitates the verification of selected formulas, displaying the out-
comes directly to the user. This development significantly improves the tool’s
accessibility and effectiveness, allowing for a more interactive and informative

user experience.

e (Kurpiewski and Marmsoler| (2019)) DAMIAN KURPIEWSKI AND DIEGO MARM-
SOLER. Strategic logics for collaborative embedded systems. SICS Softw.-
Intensive Cyber Phys. Syst., 34(4):201-212, 2019.

In this research, I developed a comprehensive model to simulate collaborative
interactions between robots and machines within a factory environment. This
model was crafted in various iterations to encompass a range of scenarios, in-
cluding variations in battery capacity and storage area capacities, to accurately
reflect the diverse operational conditions that might be encountered. Furthermore,
I identified and formulated several key properties that capture the essence of these

interactions, representing them through ATL;, formulas for rigorous analysis.
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Subsequently, these models were integrated into the STV tool to facilitate detailed
examination and verification. Through this integration, I conducted a series of
experiments aimed at evaluating the model’s performance and the feasibility of the
proposed collaborative strategies. These experiments provided valuable insights
into the operational dynamics and potential efficiency improvements within robot-

machine collaboration in a factory setting.

1.4 Other Publications by the Candidate

Aside from the papers mentioned above, there are other papers to which the author of

the thesis has also contributed:

e (Kaminski et al. (2025)) MATEUSZ KAMINSKI, DAMIAN KURPIEWSKI, AND WO-
JCIECH JAMROGA. NatSTV: Towards Verification of Natural Strategic
Ability. In Proceedings of the Thirty-Fourth International Joint Conference on
Artificial Intelligence, IJCAI 2025, Montreal, Canada, August 16-22, 2025, pages
11072-11076. ijcai.org, 2025.

e (Kaminski et al. (2024)) MATEUSZ KAMINSKI, DAMIAN KURPIEWSKI, AND WO-
JciecH JAMROGA. STV {KH: Towards Practical Verification of Strate-
gic Ability for Knowledge and Information Flow. In MEHDI DASTANI,
JAIME SIMAO SICHMAN, NATASHA ALECHINA, AND VIRGINIA DIGNUM, editors,
Proceedings of the 23rd International Conference on Autonomous Agents and Mul-
tiagent Systems, AAMAS 2024, Auckland, New Zealand, May 6-10, 2024, pages
2812-2814. International Foundation for Autonomous Agents and Multiagent
Systems / ACM, 2024.

e (Kurpiewski et al. (2024)) DAMIAN KURPIEWSKI, MATEUSZ KAMINSKI, AND
WouiciecH JAMROCA. STV+FLY: On-the-Fly Model Checking of Strate-
gic Ability in Multi-Agent Systems. In ULLE ENDRISS, FRANCISCO S.
MELO, KERSTIN BACH, ALBERTO JOSE BUGARIN Diz, JOSE MARIA ALONSO-
MORAL, SENEN BARRO, AND FREDRIK HEINTZ, editors, FCAI 2024 - 27th
European Conference on Artificial Intelligence, 19-24 October 2024, Santiago de
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Compostela, Spain - Including 15th Conference on Prestigious Applications of In-
telligent Systems (PAIS 2024), 392 of Frontiers in Artificial Intelligence and
Applications, pages 4483-4486. 10S Press, 2024.

e (Jamroga et al. (2024)) WoucIECH JAMROGA, YAN KiM, AND DAMIAN KURPIEWSKI.
Scalable Verification of Social Explainable AI by Variable Abstraction.
In ANA PAaULA ROCHA, Luc STEELS, AND H. JAAP VAN DEN HERIK, edi-
tors, Proceedings of the 16th International Conference on Agents and Artificial
Intelligence, ICAART 2024, Volume 1, Rome, Italy, February 24-26, 2024, pages
149-158. SCITEPRESS, 2024.

o (Mikulski et al.| (2022a)) LukAsz MIKULSKI, WOJCIECH JAMROGA, AND DAMIAN

KurpiEwskIl. Towards Assume-Guarantee Verification of Strategic Abil-
ity. In Proc. of AAMAS’22, pages 1702-1704. IFAAMAS, 2022.

o (Mikulski et al.| (2022c])) LukAsz MIKULSKI, WOJCIECH JAMROGA, AND DAMIAN
KurpiEwskI. [Towards Assume-Guarantee Verification of Strategic Abil-
ity. In PIOTR FALISZEWSKI, VIVIANA MASCARDI, CATHERINE PELACHAUD,
AND MATTHEW E. TAYLOR, editors, 21st International Conference on Autonomous
Agents and Multiagent Systems, AAMAS 2022, Auckland, New Zealand, May 9-
18, 2022, pages 1702-1704. International Foundation for Autonomous Agents and
Multiagent Systems (IFAAMAS), 2022.

o (Mikulski et al.| (2022b))) LukAsz MIKULSKI, WOJCIECH JAMROGA, AND DAMIAN
KurpriEWSKI. |Assume-Guarantee Verification of Strategic Ability. In
REYHAN AYDOGAN, NATALIA CRIADO, JEROME LANG, VICTOR SANCHEZ-
ANGUIX, AND MARC SERRAMIA, editors, PRIMA 2022: Principles and Practice
of Multi-Agent Systems - 24th International Conference, Valencia, Spain, Novem-
ber 16-18, 2022, Proceedings, 13753 of Lecture Notes in Computer Science, pages
173-191. Springer, 2022.

e (Kurpiewski et al. (2022)) DAMIAN KURPIEWSKI, LUKASZ MIKULSKI, AND WO-
JCIECH JAMROGA. STV+4+AGR: Towards Verification of Strategic Ability
Using Assume-Guarantee Reasoning. In REYHAN AYDOGAN, NATALIA
Cr1ADO, JEROME LANG, VICTOR SANCHEZ-ANGUIX, AND MARC SERRAMIA,
editors, PRIMA 2022: Principles and Practice of Multi-Agent Systems - 24th
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International Conference, Valencia, Spain, November 16-18, 2022, Proceedings,

13753 of Lecture Notes in Computer Science, pages 691-696. Springer, 2022.

(Jamroga et al. (2020d)) WOJCIECH JAMROGA, DAMIAN KURPIEWSKI, AND
VabpiM MAarvoNe. Natural Strategic Abilities in Voting Protocols. In
THOMAS GROSS AND LUCA VIGANO, editors, Socio-Technical Aspects in Security
and Trust - 10th International Workshop, STAST 2020, Virtual Event, September
14, 2020, Revised Selected Papers, 12812 of Lecture Notes in Computer Science,
pages 45-62. Springer, 2020.

(Jamroga et al| (2020c)) Wousciecn JAMROGA, BEATA KONIKOWSKA, WOJ-
CIECH PENCZEK, AND DAMIAN KURPIEWSKI. Multi-valued Verification of
Strategic Ability. Fundamenta Informaticae, 175(1-4):207-251, 2020.

(Belardinelli et al.| (2019)) FRANCESCO BELARDINELLI, WOJCIECH JAMROGA,
DAMIAN KURPIEWSKI, VADIM MAILVONE, AND ANIELLO MURANO. Strategy
Logic with Simple Goals: Tractable Reasoning about Strategies. In
Proceedings of the Twenty-Fighth International Joint Conference on Artificial In-
telligence 1JCAI pages 88-94, 2019.

(Kurpiewski et al.| (2019c)) DAMIAN KURPIEWSKI, MICHAL KNAPIK, AND WO-
JCIECH JAMROCGA. On Domination and Control in Strategic Ability (Ex-
tended Abstract). In Proceedings of the 31st Benelux Conference on Artificial
Intelligence (BNAIC), 2019.

(Jamroga et al. (2018a)) W. JAMROGA, M. KNAPIK, AND D. KURPIEWSKI.
Model Checking the SELENE E-Voting Protocol in Multi-Agent Logics.
In Proceedings of the Srd International Joint Conference on Electronic Voting
(E-VOTE-ID), 11143 of Lecture Notes in Computer Science, pages 100-116.
Springer, 2018.

(Jamroga et al. (2017a)) W. JAMROGA, M. KNAPIK, AND D. KURPIEWSKI.
Fixpoint Approximation of Strategic Abilities under Imperfect Infor-
mation. In Proceedings of the 16th International Conference on Autonomous

Agents and Multiagent Systems (AAMAS), pages 1241-1249. IFAAMAS, 2017.
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My scholarly contributions to date encompass a total of 21 conference papers, with
10 of these papers being accepted and published in A*-rated conferences, and an addi-
tional 3 published in B-rated conferences. Additionally, my research has been further
disseminated through 4 journal papers, showcasing the breadth and depth of my work
in the field.
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Towards Practical Model Checking

of Sociotechnical Systems

This chapter provides a comprehensive introduction to the theoretical foundations of
our study, establishing a rigorous framework for the subsequent discussion. We begin
by presenting a formal definition of the model-checking problem, which serves as the
basis for our investigation. Within this framework, we clearly delineate the specific task

at hand, providing a concise overview of the research objectives.

Following the formal definition, we provide an in-depth examination of potential
solutions to the model-checking problem, highlighting relevant tools and methodologies
that underpin our approach. This exposition is complemented by a practical dimension,
where we present illustrative examples of tools that facilitate the definition and analysis
of models. These examples are designed to engage the reader, providing a tangible

understanding of the tools and techniques discussed.

By integrating theoretical foundations with practical applications, this chapter aims
to provide a thorough yet accessible introduction to the fundamental concepts that
underpin our research. The content of this chapter is informed by the following pa-

pers: |[Jamroga et al. (2019aj, 2020b}, 2022a)).
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2. TOWARDS PRACTICAL MODEL CHECKING OF
SOCIOTECHNICAL SYSTEMS

2.1 Model-Checking Strategic Ability Under Imperfect In-

formation

In this section we provide an overview of the relevant variants of ATL, and the corre-
sponding complexity results for model checking.

The central operator of ATL, denoted as ((A))7, captures the notion that coalition
A possesses a strategy to guarantee the satisfaction of the temporal property . Over
the past 15 years, numerous semantic variants of ATL have emerged, exhibiting sig-
nificant diversity in their underlying assumptions regarding the agents’ memory and
observational capabilities, as well as their interpretation of the concept of ability. This
dichotomy is reflective of the rich and ongoing discourse in modern philosophy and Al,
as exemplified by prominent works such as Belnap and Perloff| (1988)); McCarthy and
Hayes (1969); Moore| (1977, [1985)); Ryle (1949), among others. In this context, we con-
centrate on Schobbens’ ATL;, as the definitive logic of strategic ability under imperfect
information, wherein the existence of memoryless conditional plans is of primary con-
cern. Furthermore, a plan is deemed successful if it achieves its objectives from all
states that the coalition considers possible in the current state, thereby embodying the

concept of subjective ability.

2.1.1 DModels, Strategies, Outcomes

Models. We define the semantics of ATL specifications over a variant of transition
systems, where transitions are labeled by combinations of actions, one per agent. Ad-
ditionally, epistemic relations are employed to indicate states that are indistinguishable
to a given agent. Formally, an tmperfect information concurrent game structure or
iCGS |Alur et al| (2002)); Schobbens| (2004)); van der Hoek and Wooldridge (2002) is
represented as M = (Agt, St, Props,V, Act,d, 0,{~4| a € Agt}), comprising:

e a nonempty finite set of agents Agt = {1,...,k},
e a nonempty set of states St,
e a set of atomic propositions Props and their valuation V': Props — 25,

e a nonempty finite set of (atomic) actions Act,

14
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Figure 2.1: A simple model of voting and coercion

e a repertoire function d: Agt x St — 24¢\ {}}, defining nonempty sets of actions
available to agents at each state; we denote d,(q) instead of d(a,q), and define

da(q) = [I4ea da(q) for each A C Agt,q € St,

e a (deterministic) transition function o that assigns the outcome state ¢ = o(q, a1, . . .

to each state ¢ and tuple of actions (ai,...,ax) such that «; € d(i,q) for i =

.,k that can be executed by Agt in q.

Furthermore, every ~,C St x St is an epistemic equivalence relation, implying that
states ¢ and ¢’ are indistinguishable to agent a whenever ¢ ~, ¢’. We assume the iCGS
to be uniform, meaning that ¢ ~, ¢’ implies d,(q) = du(q'), i.e., the same choices are
available in indistinguishable states. Notably, perfect information can be modeled by

assuming each ~, to be the identity relation.

Example 2.1.1 Consider a simple voting scenario involving two agents: the voter v
and the coercer c. The voter casts a vote for a selected candidate i € {1,...,n} by
performing the action vote;. Upon exiting the polling station, the voter has the option

to hand in a proof of their vote to the coercer (action give) or refuse to provide the
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proof (action ng). The proof can take various forms, such as a certified receipt from the
election authorities or a picture of the ballot taken with a smartphone, which the coercer
will consider believable. Following this, the coercer can either punish the voter (action

pun) or refrain from punishment (action np).
The iCGS Myote modeling this scenario for n = 2 is depicted in Figure [2.1l In this

model, we employ two propositional variables:
e vote; labels states where the voter has already cast their vote for candidate 1,
e pun indicates states where the voter has been punished.

Notably, the coercer remains unaware of the voter’s choice unless the voter decides
to provide the proof. This lack of knowledge defines the indistinguishability relation for

the coercer, which is represented by dotted lines in the model.

Strategies. A strategy of agent a € Agt is a conditional plan that specifies the actions
to be taken by a in every possible situation. Formally, a perfect information memoryless
strategy for a can be represented by a function s,: St — Act that satisfies s4(q) € da(q)
for each ¢ € St. In contrast, an imperfect information memoryless strategy also satisfies
the condition s,(q) = s4(¢’) whenever ¢ ~, ¢’, indicating that the strategy is invariant
under indistinguishable states. Following the terminology of |[Schobbens (2004)), we refer
to the former as Ir-strategies and to the latter as ir-strategies.

A collective x-strategy sa for coalition A C Agt and strategy type z € {Ir,ir} is a
tuple of individual x-strategies, one per agent in A. The set of all such strategies is
denoted by ¥%. By s4l., we denote the strategy of agent a € A selected from s4.

To facilitate the discussion of partial strategies, we introduce the notion of function
extension. Given two partial functions f, f': X — Y, we say that [’ extends f (denoted
f C f')if, whenever f(x) is defined, we have f(z) = f'(z). A partial function s/: St —
Act is called a partial x-strategy for a if s/, is extended by some strategy s, € ¥Z. A

collective partial x-strategy s4 is a tuple of partial x-strategies, one per agent in A.

Outcome paths. A path A = qoq1gs . .. is an infinite sequence of states such that there
is a transition between each g;,gi+1. We use A[i] to denote the ith position on path A
(starting from ¢ = 0) and A[Z, j] to denote the part of A between positions ¢ and j. The
function out(q,s4) returns the set of all paths that can result from the execution of a
(complete) strategy s4, beginning at state ¢. For agents not in A, path transitions can

involve any action allowed by the protocol function.

16



2.1 Model-Checking Strategic Ability Under Imperfect Information

Formally, the function out(q, s4) is defined as:

out(q,s4) = {A=qo,q1,¢2- .. | g0 = gand for each i = 0, 1,... there exists (o, ,..., 0 )
such that ol € dy(q;) for every a € Agt, and o’ = s4|q(q;) for every a € A, and

di+1 = O(qia O‘le’ B Oé;k)}

We will sometimes write out'™(q, s4) instead of out(q,sa). Furthermore, we define
the function out'™(q,s4) = Uyca Ugmnq 0ut(d's s4), which collects all the outcome paths
that start from states that are indistinguishable from ¢ to at least one agent in A. This
allows us to account for the imperfect information that agents may have about the

initial state of the interaction.

2.1.2 Alternating-Time Temporal Logic

Syntax. We employ a variant of ATL that explicitly distinguishes between perfect and
imperfect information abilities. The syntax of this variant is defined by the following

grammar Alur et al.| (1997):

o = plow|lene]| (A
v o= Xe| G| eUep,

where x € {Ir,ir}, p € Props and A C Agt. Formulae 7 are sometimes referred to as
path subformulae of ATL. The formula ((A)). 7 is read as “A can identify and erecute
a strategy that enforces v,” while X is interpreted as “in the next state,” G as “now and
always in the future,” and U as “until.”

In contrast, the perfect information modality ((A)), v can be understood as “A might
be able to bring about v if allowed to make lucky guesses whenever uncertain.” Our
primary focus is on the type of ability expressed by ((A)). , which represents the ability of

a coalition to achieve a goal under imperfect information. The other strategic modality

(i.e., {{(A)),) will prove useful in approximating ((A)). .

Semantics. The semantics of ATL can be defined as follows:

e M,qF=piff g€ V(p),

o M,q= —piff M,q £ ¢,
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e Mg oAy ifft M,q = ¢ and M,q = 4,

e M,q = ((A), Xy iff there exists s4 € X% such that for all A € out®(q,sa) we
have M, A[1] = ¢,

o M,q = ((A),Gy iff there exists s4 € ¥% such that for all A € out®(q,s4) and
i € N we have M, \[i] = ¢,

o M,q = (A),v Uy iff there exists s4 € X% such that for all A € out®(q, sa) there
is ¢ € N for which M, \[i] = ¢ and M, \[j] | ¢ for all 0 < 5 < 4.

The standard boolean operators, including the logical constants T and L, disjunc-
tion V, and implication —, are defined in the usual manner. For convenience, we will
often write (A)p instead of ((A)). X¢ to express one-step abilities under imperfect in-
formation. Furthermore, we define the operator “now or sometime in the future” as
Fpo=TUe.

It is straightforward to observe that M, q |= ((A)), Fe holds if and only if there exists
a collective strategy s4 € X% such that, on each path A € out®(gq, sa), there is a state
satisfying . In this case, we can also say that ¢ is x-reachable from q for A, indicating
that the coalition A has the ability to reach a state satisfying ¢ from the current state

q under the specified information type x.

Example 2.1.2 Consider the model Myote from Ezample |2.1.1. The formula @9 =
<<c>>irF(—|vote; — pu n) expresses that the coercer can ensure that the voter will eventually
either have voted for candidate i (presumably chosen by the coercer for the voter to vote
for) or be punished. Notably, this formula holds in Myete, qo for any i =1,2.

A strategy for the coercer c that witnesses this property is defined as follows: s.(q3) =
np, sc(qa) = sc(qs) = sc(qs) = pun for i =1, and symmetrically for i = 2. This strategy
enables the coercer to enforce the desired outcome, regardless of the voter’s actions.

As a consequence, the formula @1 = <<v>>irG(—|pun A —|votei), which states that the
voter can avoid voting for candidate © and being punished, is false in Myote, qo for all
1 =1,2. This indicates that the voter does not have a strategy to guarantee the avoidance

of punishment and voting for the unwanted candidate.

Complexity. We distinguish between two syntactic fragments of the logic: ATLj,

which contains only ((4)), modalities, and ATLy,, which contains only ((4)); modalities.

1
The complexity of model checking for these fragments is established by the following

proposition:
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Proposition 2.1.3 (Alur et al.| (2002); Jamroga and Dix (2006)); Schobbens (2004)))
Model checking ATLy, is P-complete and can be done in time O(|M| - |p|) where | M|

is the number of transitions in the model and || is the length of the formula. Model
checking ATLy, is AP -complete with respect to |M| and |¢|.

This proposition highlights the difference in complexity between model checking
for ATLy, and ATL;, with the former being tractable in polynomial time and the
latter being more computationally demanding due to its AY-completeness. AY is a
class within the polynomial hierarchy that consists of decision problems solvable in
polynomial time by a deterministic Turing machine equipped with an oracle for an
N P-complete problem. Formally, AE = PNP meaning it captures the complexity of
problems that can be solved with a polynomial-time algorithm that can make a bounded

number of calls to a subroutine that solves any problem in NP.

2.1.3 Reasoning about Knowledge

Given the indistinguishability relations in the models, we can interpret knowledge
modalities K, in a standard manner:

M,q = Kup ifft M,q' = ¢ for all ¢ such that ¢ ~, ¢

Intuitively, the meaning of ¢ = K, is that the observational capabilities of agent
a allow the agent to conclude that ¢ holds in each state that is indistinguishable from
q according to a.

We also define the semantics of “everybody knows” (E4) and common knowledge
(C4) in a similar manner. To aggregate individual uncertainty in A, we assume the
relation ~%= Uaea ~a- For common knowledge, we take ~% to be the transitive closure
of NE. By convention, we take N(DE and NQC to be the identity relations.

Furthermore, we use the notation [glx = {¢' | ¢R¢'} to denote the image of ¢ with
respect to relation R. This notation provides a concise way to express the set of states

that are related to ¢ via the relation R.

Example 2.1.4 The following formulae hold in Myote,qo for any i = 1,2 due to the
strategy s. presented in Example [2.1.2;

e 03 = ((¢), F((-Kcvotej) — pun): This formula states that the coercer has a
strategy to ensure that, eventually, the voter is punished unless the coercer has

learned that the voter voted as instructed.
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o 03 = ((¢), G((Kcvote;) — —pun): Furthermore, the coercer can guarantee that if

he learns that the voter obeyed, then the voter will not be punished.

It is worth noting that the property expressed by the first formula imposes a rather
strict requirement on the coercer’s expectations. Specifically, in a system where the for-
mula holds, the coercer enforces a strategy that punishes the voter at every reached state
where he is not certain that the voter voted for the i-th candidate. Since q |= —K.vote; —
pun implies q |= —vote; — pun, we observe that po implies @y of Example , This
indicates that the coercer’s strategy to punish the voter unless he is certain of the voter’s
obedience is a more stringent requirement than simply punishing the voter unless he

votes as instructed.

Remark 2.1.5 It is worth noting that Kap can be defined in ATLy as (a)), L Up.
Furthermore, the notion of "everybody knows" can be entirely defined in ATLi by
Eap = (A),, LUwp. This highlights the connection between knowledge and strategic
abilities in the context of ATL;;..

Remark 2.1.6 The semantics of (A)). v, as presented in Section encodes the
notion of "subjective" ability |Jamroga and van der Hoek (2004); |Schobbens (2004).
This means that the agents must possess a successful strateqy from all the states that they
consider possible when the system is in state q. Consequently, they know that the strategy
indeed obtains . In contrast, the alternative notion of "objective” ability [Bulling and
Jamroga (2014)) requires the existence of a winning strategy from state q alone.

We focus on the subjective interpretation, as it is more standard in game theory and
ATL. This is primarily because it formalizes the notion of "knowing how to play” in a
more relevant manner for game solving. To illustrate this, consider a card game such as
poker or bridge, where the challenge is to find a strategy that wins for all possible hands
of the opponents.

An aolternative perspective involves considering objective ability, which focuses solely
on the outcome paths originating from the current global state of the system. Interest-
ingly, the frameworks of subjective and objective ability share a similar structure, al-
lowing for conversions between the two by modifying the underlying model. Specifically,
transitioning from objective ability to subjective ability can be accomplished by introduc-
ing a new initial state with a single outgoing transition that leads to the "real” initial
state. Conversely, converting from subjective ability to objective ability entails adding a
new initial state with multiple outgoing transitions, controlled by the Environment, each

of which directs to a distinct state within the initial epistemic class. This highlights the
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Figure 2.2: ASV?: agents Voter; (left) and Coercer (right)
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versatility of these approaches and facilitates a deeper understanding of the relationship
between subjective and objective ability.

It is worth noting that if [q]NE = {q} and v contains no nested strategic modalities,
then the subjective and objective semantics of ((A). v at q coincide. Therefore, the
subjective and objective interpretation of the formula in Erample 1S actually the
same.

Moreover, if @, p1,p contain no nested strategic modalities, then model checking
(A), p1 Uz and (A). Gy in M,q according to the objective semantics can be easily
reduced to the subjective case by adding a spurious initial state ¢', with transitions to
all states in [Q]Ng; controlled by a "dummy" agent outside A. For the details of this

construction, we refer the interested reader to|Pilecki et al. (2017).

2.1.4 Models of Asynchronous Interaction

Definition 2.1.7 (Asynchronous MAS) An asynchronous multi-agent system (AMAS)

S consists of n agents A = {1,...,n}, each associated with a tuple A; = (L;, 1;, Evt;, R;, T;, PV, V;)
L2

including a set of local states L; = {I;,l7,..

UMY, a designated initial state ¢; € L;,

a nonempty finite set of events Evt; = {al,a?,...

,a;"}, and a repertoire of choices
Ri: Li — 22" For eachl; € L, Ri(l;) ={E1,...,En} is a nonempty list of nonempty
choices available to i at ;. If the agent chooses B; = {a1,az,...}, then only an event
in B; can be executed at l; within the agent’s module. Moreover, T; C L; X Evt; X L;
is a local transition relation, where (I;, o, l}) € T; represents that event o € |J R;(l;)
changes the local state from l; to l}. Agents are endowed with mutually disjoint, finite

and possibly empty sets of local propositions PV, and their valuations V; : L; — 284,

Note that each agent “owns” the events affecting its state, but some of the events
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may be shared with other agents. Those can only be executed synchronously by all the
involved parties.

This way, the agent can influence how the states of the other agents evolve.

Moreover, the agent’s strategic choices are restricted by its repertoire function. As-
signing sets rather than single events in R; is a deliberate decision, allowing to avoid
certain semantic issues that fall outside the scope of this thesis. We refer the reader
to [Jamroga et al|(2021) for the details.

The following example demonstrates a simple AMAS, while also introducing some
key concepts. In particular, there is a coercer agent, whose goal is to ensure that the
voter(s) select a particular candidate. To that end, the coercer may threaten them with
punishment, e.g. if they refuse to cooperate by not sharing the ballot, or openly defy

by voting for another candidate.

Example 2.1.8 (Asynchronous Simple Voting) Consider a simple voting system
ASVE with n + 1 agenls (n voters and 1 coercer). Each Voter; agent can cast her vole
for a candidate {1, ..., k}, and decide whether to share her vote receipt with the Coercer
agent. The coercer can choose to punish the voter or refrain from it. A graphical rep-
resentation of the agents for n = 1,k = 2 is shown in Fig. [2.2 We assume that the
coercer only registers if the voter hands in a receipt for candidate 1 or not. The reper-
toire of the coercer is defined as R.(q5) = {{gv1,1,gv12,n91}} and R.(qy) = Re(qy,) =
{{puni},{npuni}}, i.e., the coercer first receives the voter’s decision regarding the re-

ceipt, and then controls whether the voter is punished or not. Analogously, the voter’s
repertoire is given by: Ri(q}) = {{votei 1}, {votei2}}, Rl(q]l) = {{gv1,;},{ng1}} for
j=1,2, and Ri(qi ) = Ri(qi,,) = Ri(as,) = Ri(gs,,) = {{pun, npuni}}.

Notice that the coercer cannot determine which of the events guvq 1, gvi2,ng1 will
occur; this is entirely under the voter’s control. This way we model the situation where
it is the decision of the voter to show her vote or not. Similarly, the voter cannot avoid
punishment by choosing the strategy allowing only npun;, because the choice {npun,}
is not in the voter’s repertoire. She can only execute {puni,npun;}, and await the
decision of the coercer.

The execution semantics is based on interleaving with synchronization on shared
events. Note that for a shared event to be executed, it must be done jointly by all

agents who have it in their repertoires.
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Definition 2.1.9 (Interleaved interpreted system) Let S be an AMAS with n agents.
The interleaved interpreted system I1S(S) extends S with: (i) the initial states . =
(t1,.--,tn); (1) the set of global states St C Ly x ... X L, that collects all the con-
figurations of local states, reachable from ¢ by T (see below); (iii) the (partial) global
transition function T : St x Evt — St, defined by T(q1,a) = g2 iff T;(¢}, o) = b for
all i € Agent(a) and ¢¢ = qb for all i € A\ Agent(a) (iv) the global valuation of
propositions V : St — 2V defined as V(I1,...,1,) = U;en Vi(li)-

We will sometimes write qi — qo instead of T(q1,a) = q2. Also, we define relation
~a={(q,q") € St x St | Ji € A.q" = ¢"*} to connect states that are indistinguishable

for at least one agent i € A.

Definition 2.1.10 (Enabled events) Let A = {ai,...,ax} € A = {1,...,n} and
Fa = (Bays- - Bay,) for some k < n, such that B; € R;(q") for every i € A. Event
B € Eut is enabled by the vector of choices ?A at ¢ € St iff, for every i € Agent(B)NA,
we have B € E;, and for every i € Agent(B) \ A, it holds that B € \JR;(¢"). That is,
the “owners” of B in A have selected choices that admit 3, while all the other “own-

ers” of B might select choices that do the same. We denote the set of such events by
enabled(q, ?A).

Some combinations of choices enable no events. To account for this, the models of

AMAS are augmented with “silent” e-loops, added when no “real” event can occur.

Definition 2.1.11 (Undeadlocked IIS) Let S be an AMAS, and assume that no
agent in S has € in its alphabet of events. The model of S, denoted I1S€(S,I), ex-
tends the model 11S5(S,1) as follows:

o Evtjigeis) = Evtrrsis) U {e}, where Agent(e) = 0;

e For each q € St, we add the transition ¢ — q iff there is a selection of all agents’
choices ?Agt = (B1,...,Ey,), such that E; € R;(g") and enabledrrs(s,1)(4; ?Agt) =

(). Then, for every A C Agt, we also fix enabled;ge g) (g, ?A) = enablednse(s)(q, ?A)U

{e}.
In other words, an e-loop is enabled whenever E4 allows the grand coalition to

collectively block the execution of any “real” event.

Example 2.1.12 The model of ASV? is shown in Figure|2.5. Note that it contains no

e-transitions, since no choices of the voter and the coercer can cause a deadlock.

14" denotes agent i’s state in ¢ = (I1,...,1n), i.e., ¢' = l;.
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Figure 2.3: The model I1S€(ASV}?)

2.1.5 Reasoning About Strategies

Strategic ability of agents. Following Jamroga et al. (2021), a positional imperfect
information strategy (ir-strategy) for agent i is defined by a function o;: L; — 2%
such that 0;(l) € R;(l) for each | € L;. Note that o; is uniform by construction, as
it is based on local, and not global states. Moreover, every uniform strategy in the
(global) model can be represented by a function of type L; — 2%, Thus, we can also
denote the set of such strategies by Eir. Joint strategies Zf{l for A={ay,...,ar} C A
are defined as usual, i.e., as tuples of strategies o;, one for each agent ¢ € A. By
04(q) = (04,(q),...,04,(q)), we denote the joint choice of coalition A at global state
g. An infinite sequence of global states and events m = quapqia1qe - .. is called a path

if g; BN gj+1 for every j > 0. The set of all paths in model M starting at state ¢ is
denoted by I/ (q).

Definition 2.1.13 (Standard outcome) Let A C A. The standard outcome of strat-
egy o4 € X in state q¢ of model M is the set out3'(q,04) C Tlr(q) such that
T = qoaoqiar - € outpy(q,04) iff ¢ ~; qo, and for each m > 0 we have that

€ enabledy (Gm, o4(qm))-

Definition 2.1.14 (Reactive outcome)
The reactive outcome is the set outhe®(q,04) C outid(q,04) such that 7 =

Qoaoqiar - -+ € outhed (g, o 4) iff aum = € implies enabledn (gm, o a(gm)) = {€}-
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Intuitively, the standard outcome collects all the paths where agents in A follow o4,
while the others freely choose from their repertoires. The reactive outcome includes only
those outcome paths where the opponents cannot miscoordinate on shared events. Let
z € {Std,React}. We extend the above definitions to subsets of global states G C St
by outy;(G,o4) = U,eq outis(g;0a). Now, the ir-semantics of ATL in asynchronous
MAS Alur et al.| (2002); | Jamroga et al.| (2021); Schobbens| (2004]) is defined by:

M,q =" p iff ¢ € V(p), for p € Props;
M,q =" - iff M,q " o;
M,q =" o1 Apg iff M, q =" @1 and M, q =7 ¢o;

M,q E* (A)X¢ iff thereis a strategy s4 € X% such that, for each path A € out%,([q]~ ,,54),
we have M, A[1] E* .

M, q E* (A)Ge iff there is a strategy s4 € X7 such that, for each A € out%,([g]~ ,,54)
and ¢ > 0, we get M, A\[i] =" ¢.

M,q E* (A)p1 U @y iff there is a strategy sa € X% such that, for each path X €
outi;([ql~ 4, 54), we have M, A[i] =" o for some i > 0 and M, A[j] =¥ ¢ for all
0<j<i.

Example 2.1.15 Let M = IIS€(ASVF), i.e., the model of the AMAS in Ezam-
ple [2.1.8, Note that the Std and React semantics coincide on M, as it includes no
e-transitions. Clearly, M, (¢}, ..., q0.45) E Nuc candidates ( Voter) Fvoted;.

In this paper, we focus on formulas with no next step operators X and no nested
strategic modalities. The corresponding “simple” subset of ATL (resp. ATLK) is de-
noted by sATL (resp. sSATLK). The restriction is less prohibitive than it seems at
a glance. First, the X operator is of little value for asynchronous systems. Secondly,
nested strategic modalities would only allow us to express an agent’s ability to endow an-
other agent with ability (or deprive the other agent of ability). Such properties are some-
times relevant, e.g., one may want to require that (Voter;))G—{(Coercer))Fpunished;
(the voter can keep the coercer unable to punish the voter). Still, simpler properties like
{(Voter; ))G—punished; and (( Voter; )G /\j:17__.7k —K Coercervotedy j are usually of more

immediate interest.
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2.1.6 Alternating Epistemic Mu-Calculus

The modalities in ATLyp are known to have straightforward fixpoint characteriza-
tions [Alur et al.| (2002), enabling the embedding of ATLy, in a variant of p-calculus.
This variant utilizes ((A)), X as the basic modality and does not involve alternation of
fixpoint operators.

In contrast, the analogous variant of p-calculus for imperfect information exhibits
incomparable expressive power to ATL;, Bulling and Jamrogal (2011)). This dispar-
ity suggests that, under imperfect information, ATL and fixpoint specifications offer
distinct perspectives on strategic ability.

This section provides a concise overview of the syntax and semantics of this u-
calculus variant, as well as a recap of the pertinent results.

Formally, the alternating epistemic p-calculus (AEpC) is defined by augmenting
the next-time fragment of ATL;., possibly with epistemic modalities, with the least
fixpoint operator p. The greatest fixpoint operator v is introduced as the dual to p.

Let Vars denote a set of second-order variables ranging over 25¢. The language of

AE;C is defined by the following grammar:

pu=p|Z|~p|loNp|(A)e | nZ(e)| Kap,

where p € Props, Z € Vars, a € Agt, A C Agt, and the formulae are Z—positive. This
means that each free occurrence of Z is in the scope of an even number of negations.

We define the greatest fixpoint operator vZ(p(Z)) as the dual to uZ(p(2)), i.e.,
vZ(p(Z)) = ~uZ(—p(—Z)), where p(—=Z) denotes the result of substituting in ¢ all
free occurrences of Z with —Z.

A formula of AEuC is considered simple if, in its negation normal form, it contains
no occurrences of v (resp. p) on any syntactic path from an occurrence of uZ (resp. v2)
to a bound occurrence of Z. In other words, simple formulae do not exhibit alternation
of fixpoint operators.

We restrict our attention to the simple fragment of AEuC, denoted by sAEuC,
as it simplifies the semantics of p-calculus and typically reduces its model checking
complexity. This approach is consistent with Bulling and Jamroga (2011)), where the
authors also focus on the simple fragment of AEuC.

We evaluate the formulae of SAEuC with respect to valuations of Vars, which are

functions V: Vars — 25, The set of all valuations of Vars is denoted by Vals.
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Given a variable X € Vars, a set of states Z C St, and a valuation V € Vals, we

define a new valuation V[X := Z] as follows:

e For any variable Y # X, V[X = Z|(Y) = V(Y), i.e., the valuation of Y remains

unchanged.

e For the variable X, V[X := Z|(X) = Z, i.e., the valuation of X is updated to Z.

This notation allows us to concisely express the modification of a valuation by up-
dating the value of a specific variable.

The denotational semantics of sSAEuC assigns to each formula ¢ the set of states
[¢]3F where ¢ is true under the valuation V € Vals. The semantics is defined recursively

as follows:

e For atomic propositions, [p]3f = V(p), where V is the valuation function of the

model.
e For variables, [Z]} = V(Z), where V is the valuation of the variables.
e Tor negation, [~p]3 = St \ [¢]4f, where St is the set of all states.
e For conjunction, [ A 93 = [o]3 N [w]¥.

e For the next-time operator, [(A)p]3 = {q € St | Is4 € T4 VA € outll;(q,s4) A[1] €
[¢]4f}, where outll;(q,s4) is the set of all paths starting from ¢ and conforming

to strategy sa4.

e Tor the least fixpoint operator, [uZ(p)]3 = N{Q C St | [[cp]]{%z::@] C @}, where
V[Z := Q)] is the valuation obtained by updating the value of Z to Q.

e For the epistemic operator, [K,@]3 = {q € St | V(g ~a ¢ implies ¢’ € [¢]3)},

where ~, is the epistemic relation of agent a.

If ¢ is a sentence, i.e., it contains no free variables, then its validity does not depend
on the valuation V, and we write M, q = ¢ instead of g € [[QO]H\;[ This notation indicates

that ¢ is true at state ¢ in model M.

Example 2.1.16 Consider the AEuC formula MZ.((ﬁpun — votej) V <c>Z), which can

be viewed as a "naive” fizpoint translation of the formula ((c))irF(—'pun — votej) from

Example[2.1.9
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Upon computing the fixpoint, we find that the entire set of states St is produced.
Consequently, we have Myote,qo = pZ.((—pun — vote) V (¢)Z), indicating that the

formula is satisfied at state qy in model Myote.

Proposition 2.1.17 (Bulling and Jamroga (2011)) The complexity of model check-
ing SAEuC with strategic modalities ((A)) for |A| < 2 is P-complete and can be per-
formed in time O(|~| - |p|), where |~| is the size of the largest equivalence class among
~ly ey ~k, and || is the length of the formula. For |A| > 3, the problem is between
NP and AY with respect to |~| and |¢|.

This result indicates that simple alternating epistemic p-calculus can be an attrac-
tive alternative to ATL;, from a complexity perspective. However, formulae of ATL;,

do not admit universal translations to sAEuC.

Proposition 2.1.18 (Bulling and Jamrogal (2011)) ATL;, and sAEuC have in-

comparable expressive power and incomparable distinguishing power.

The proof that sSAEuC does not cover the expressive power of ATL; relies on
formulae of the form ((a))Fp, but a similar argument can be constructed for {(a))Gp.
Consequently, long-term strategic modalities of ATL;, do not have simple fixpoint char-
acterizations in terms of the next-step strategic modalities (A).

A similar result was established in (Dima et al., 2014, Theorem 11) for ATL;g, the
variant of ATL with imperfect information and perfect recall strategies. Specifically, it
was shown that ((a))Fp cannot be expressed as a formula of epistemic u-calculus under
these assumptions. Further results Dima et al. (2014, 2015) confirm that even richer

variants of p-calculus do not cover the full expressive power of ATL;R.

2.1.7 Natural Strategies

To reason about natural strategic ability, the logic Nat ATL was introduced in [Jamroga

et al| (2017b, [2019b)) with the following syntax:

pu=p| el one] (AYFXe | (A)=FFe | (A)=FGe | (A)=FeUep.

Here, A is a group of agents and k& € N is a complexity bound. Intuitively, the
formula ((A)=*v can be read as "coalition A has a collective strategy of size less than
or equal to k to enforce the property ~."

The formulas of Nat ATL utilize classical temporal operators, including:
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X (in the next state)

G (always from now on)
e F (now or sometime in the future)

e U (strong until)

For instance, the formula {{ cust))<!°Fticket expresses that the customer can obtain a
ticket by a strategy of complexity at most 10. This seems more suitable as a functionality
requirement than requiring the existence of any function from states to actions.

It is worth noting that the path quantifier "for all paths" from temporal logic can
be defined as Ay = (#)<~.

2.1.8 Variants and Complexities of ATL

There are several variants of ATL, each extending the basic logic in different ways. The
complexity of model-checking under these logics can vary significantly. In this section,

we examine the most notable extensions and their respective complexities.

ATL* allows for arbitrary nesting of path quantifiers and temporal operators, simi-
lar to the extension from CTL to CTL*. The model-checking problem for ATL* is
2EXPTIME-complete Alur et al| (1998). This increased complexity arises from the

need to evaluate deeply nested strategic and temporal properties.

ATLK extends ATL by adding knowledge operators, enabling reasoning about the
knowledge of agents. This extension is particularly useful in multi-agent systems where
understanding the knowledge and beliefs of agents is crucial. The complexity stems
from the interplay between strategic reasoning and epistemic considerations and can

vary significantly:

e Perfect Information and Perfect Recall: Under these conditions, the problem
is P-complete |van der Hoek and Wooldridge (2003), meaning it can be solved
efficiently.

e Imperfect Information and Imperfect Recall: In scenarios where agents
have imperfect information and do not recall past events perfectly, the problem

becomes more complex and is A -complete Jamroga and Agotnes (2007). This
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higher complexity reflects the challenges of reasoning under uncertainty and lim-

ited memory.

ATLC introduces communication operators into ATL, allowing the expression of sce-
narios where agents can communicate with each other. This extension is particularly
relevant in distributed systems and communication networks. The model-checking com-
plexity for ATLC is highly dependent on the specifics of the communication model and

the assumptions about message passing and synchronization.

ATLR is another notable variant that incorporates reward operators, enabling rea-
soning about quantitative aspects such as costs, rewards, or utilities associated with
strategies. This extension is useful in economic and resource management applica-
tions. The complexity of model-checking ATLR can range from PSPACE-complete
to EXPSPACE-complete, depending on the expressiveness of the reward structure
and the interaction with strategic reasoning.

These variants demonstrate the richness and versatility of ATL in modeling complex
systems with various dimensions of reasoning. Understanding the complexity associated
with each variant is crucial for selecting the appropriate logic for a given application

and for developing efficient model-checking algorithms.

2.2 Available Tools and Approaches

The problem of verification of ATLy, and ATL; formulas has been a long-standing
research topic. As a result, multiple model-checking tools have been developed over
the years. Each tool implements a different approach to solving the problem, employs
distinct data structures, has its own input specification language, and even represents
the model in various ways. In this section, we will introduce a selected and well-known
subset of the available tools, starting with command-line software and then moving to
more user-friendly graphical interfaces. This overview will provide a glimpse into the

diverse range of tools available for model checking ATL}, and ATL;, formulas.

2.2.1 Command-Line Verifiers

Command-line tools have several advantages over graphical software. Firstly, the tex-

tual interface is relatively easy to implement, depending on the chosen programming
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language. Additionally, it is typically straightforward to automate tests and measure
the efficiency of the implementation using command-line tools.

However, there are also some drawbacks to using command-line tools. The textual
form of the model specification can make it challenging to ensure that the model being
designed is accurately represented in the input. Without a visual representation of the
created states and tramnsitions, it can be difficult to verify that the model matches the
intended design.

Similarly, interpreting the verification results can also be more complicated without
a graphical representation. It is harder to confirm the correctness of the results, as the
lack of visualization makes it more difficult to understand the relationships between
different components of the model.

Overall, while command-line tools offer some advantages, they also present some
challenges, particularly when it comes to ensuring the accuracy of the model and inter-

preting the verification results.

MCMAS

One of the most well-known and state-of-the-art tools for verifying multi-agent sys-
tems is MCMAS |Lomuscio et al.| (2017). This tool is equipped with verification al-
gorithms for ATLK, CTLK, and CTL. While it can handle imperfect information
semantics for ATL, it does it in a very inefficient way, as its primary focus is on model
checking under perfect information.

MCMAS is a symbolic model checker, which means that the model is internally
represented using an Ordered Binary Decision Diagram (OBDD) structure. This rep-
resentation can significantly impact the performance of the verification procedures. Al-
though it is possible to generate larger models and store them in memory, the OBDD
representation can strongly affect computation times. Both generating the symbolic
model and verifying the formula heavily depend on the underlying structure, which in
turn depends on the state coding.

To illustrate this, consider the Simple Voting Model shown in Figure [2.1] The
ISPL specifications for the Voter and Coercer agents are presented in Figures and
2.5 respectively. These specifications demonstrate how the agents’ behavior can be
formalized using the ISPL language, which is used as input for the MCMAS tool.

MCMAS-SLK
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Agent Voterl
Lobsvars = {voterlVoted, voterlPun, voterlDecided };

Vars:
vote: 0..2;
decision: {give, ng, None};
end Vars
Actions = {Votel, Vote2, Give, Ng, Wait };
Protocol:

vote=0: {Votel, Vote2, Wait};
vote>0 and decision=None: {Give, Ng, Wait};
Other: {Wait };
end Protocol
Evolution :
vote=1 if Action=Votel;
vote=2 if Action=Vote2;
decision=give if Action=Give;
decision=ng if Action=Ng;
end Evolution

end Agent

Figure 2.4: ISPL specification of the Voter in Simple voting model.

A significant enhancement to the MCMAS tool is the development of MCMAS-
SLK, a model-checker designed to facilitate the verification of systems against specifica-
tions articulated in a specialized variant of Strategy Logic that incorporates epistemic
modalities. Building upon the foundation established by MCMAS, MCMAS-SLK
adopts a similar symbolic model-checking approach, leveraging the established algo-
rithms from its predecessor for the verification of epistemic specifications.

However, MCMAS-SLK distinguishes itself by implementing innovative labeling al-
gorithms specifically tailored for Strategy Logic. This represents a notable advancement
in the tool’s capabilities, as it enables the verification of strategic properties in multi-
agent systems. By incorporating these specialized algorithms, MCMAS-SLK provides
a powerful tool for verifying complex systems against a wide range of specifications,

including those that involve strategic and epistemic reasoning.
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Agent Coercer
Lobsvars = {voterlVoted, voterlDecided, voterlPun, voter2Voted, voter2Decided, voter2Pun };
Vars:
x: boolean;
end Vars
Actions = {Punl, Npl, Pun2, Np2, Wait};
Protocol:
Environment . voterlVoted=true and Environment.voterlPun=None
and Environment.voterlDecided=true: {Punl, Npl, Wait};
Environment.voter2Voted=true and Environment.voter2Pun—=None
and Environment.voter2Decided=true: {Pun2, Np2, Wait};
Other: {Wait };
end Protocol
Evolution:
x=false if Action=Wait;
end Evolution

end Agent

Figure 2.5: ISPL specification of the Coercer in Simple voting model.

PRISM

PRISM is a probabilistic model checker Kwiatkowska et al. (2002) that enables
the construction and analysis of probabilistic models, including discrete-time Markov
chains, probabilistic automata, Markov decision processes, and many others. Notably,
one of the extensions of PRISM can also be used for the verification of rPATL, which is
an extension of PATL, a probabilistic version of ATL, but only for perfect information
strategies.

This extension allows users to reason about probabilistic systems with multiple
agents, where the agents’ actions are subject to probabilistic uncertainty. By leveraging
PRISM’s capabilities, users can model and analyze complex systems that involve prob-
abilistic and strategic reasoning, making it a powerful tool for verifying the behavior of

probabilistic multi-agent systems.

VERICS

VERICS is a SAT-based model checker for Timed Automata Dembinski et al. (2003)
that incorporates state-of-the-art methods for bounded and parametric model checking.
The tool is composed of multiple modules and implements bounded algorithms for

various temporal logics, including:

e CTL (Computation Tree Logic)

e Real-time CTL (an extension of CTL for timed systems)
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e An existential fragment of CTL and CTL* (which allows for reasoning about the

existence of paths in a system)

By leveraging SAT-based techniques, VERICS provides an efficient and scalable so-
lution for model checking timed systems, enabling users to verify complex properties

and behaviors in a wide range of applications.

SMC

SMC is a model checker for a subset of ATL;, [Pilecki et al| (2017), specifically
designed to facilitate a uniform strategy synthesis algorithm. This tool enables the
verification of multi-agent systems with imperfect information and imperfect recall, and
provides a novel approach to synthesizing strategies for achieving specific goals in these
systems.

By focusing on a subset of ATL;,, SMC offers a specialized solution for model
checking and strategy synthesis in complex multi-agent systems, where agents have
limited knowledge and memory. This tool is particularly useful for applications where
agents need to make decisions based on incomplete or uncertain information, and where

the system’s behavior depends on the interactions between multiple agents.

MCK

MCK is a model checker for the logic of knowledge |Gammie and Meyden| (2004},
specifically designed to verify temporal-epistemic specifications. It was the first sym-
bolic model checker based on Ordered Binary Decision Diagrams (OBDDs) to support
this type of specification. The underlying temporal logic used by MCK is CTL* (Com-
putation Tree Logic with Star), which provides a powerful framework for expressing
complex temporal properties.

One of the key features of MCK is its support for various semantics, including:

e Clock semantics
e Observational semantics

e Perfect recall semantics

However, due to the high computational cost, some of these semantics are only
supported in a limited form. This is a common challenge in model checking, as the

complexity of the semantics can impact the performance of the model checker.
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By providing a symbolic model checking approach based on OBDDs, MCK offers an
efficient and scalable solution for verifying temporal-epistemic specifications in complex
systems. This makes it a valuable tool for researchers and practitioners working in the
field of formal verification and artificial intelligence.

MCTK

MCTK is a model checker for temporal logic of knowledge that builds upon the

NuUSMYV model checker |Cimatti et al| (2002)). To verify epistemic formulas, MCTK

employs a novel encoding approach that exploits two key properties:

e Locality of propositions: This refers to the fact that propositions are typically

local to specific agents or components in the system.

e Labelling of transitions: This involves annotating the transitions in the system

with relevant information, such as the agents involved or the actions taken.

By leveraging these properties, MCTK is able to efficiently encode epistemic for-
mulas and verify them using the underlying NUSMYV model checker. This approach
enables MCTK to scale to larger systems and handle complex epistemic specifications,
making it a valuable tool for researchers and practitioners working in the field of formal
verification and artificial intelligence.

TAMARIN

Although TAMARIN is not formally a model checker, it is a security protocol verifica-
tion tool Meier et al.| (2013) that can be used to verify multi-agent systems, particularly
those that involve a large number of cryptographic operations. In TAMARIN, the model
is specified as a multiset rewriting system, which allows for the analysis of complex
systems with multiple interacting components.

The verification process in TAMARIN involves checking temporal first-order proper-
ties and a message theory, making it well-suited for verifying the cryptographic aspects
of e-voting protocols. However, as demonstrated in |[Bruni et al. (2017); ?, TAMARIN
can also be used to verify other properties, such as receipt-freeness and vote-privacy,
which are essential for ensuring the integrity and confidentiality of e-voting systems.

While TAMARIN’s primary focus is on security protocol verification, its capabilities
make it a valuable tool for researchers and practitioners working on the verification of
multi-agent systems, especially those that involve cryptographic operations and complex

interactions between agents.
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has_ballot verification

receipt.o = ballots[v_id].onion
receipt.i = ¢_index(X),
chosen = X

punished
record!

marked

coerced
show[v_id]! not_punished
shown=receipt

Figure 2.6: Voter template in UPPAAL

2.2.2 Model Checkers with GUI

While research on model checking often focuses on the theoretical aspects of logical
systems and verification algorithms, it is essential to remember that a model checking
framework is truly valuable when it is used to analyze real-world systems. The analysis
does not necessarily need to result in a "correctness certificate" for the system; even a
readable model of the system and an understandable formula capturing the requirements
can be of significant value.

In this context, two key features of a model checker are crucial. Firstly, it should
provide a flexible model specification language that enables modular and succinct spec-
ification of processes. This allows users to easily model complex systems and modify
their specifications as needed. Secondly, the model checker should offer a good graphical
user interface (GUI) that facilitates user interaction and visualization of the model.

Surprisingly, tools that satisfy both criteria are scarce. However, the state-of-the-
art CTL model checker UPPAAL can provide a suitable environment for modeling and
preliminary verification of multi-agent systems, such as voting protocols and their social
context, including (to some extent) human and social factors. In this section, we will
briefly introduce the modeling side of UPPAAL, highlighting its capabilities and features

that make it an attractive choice for modeling and analyzing complex systems.

Modelling in UpPPAAL
In UPPAAL, a model is composed of a set of concurrent processes, also referred to
as extended timed automata. The semantics of the model define a transition system as

a network of these concurrent processes.
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Fach process in the model is defined by a template, which can have a set of param-
eters. The use of parameterized templates allows for the definition of multiple almost
identical processes, making it easier to model complex systems with many similar com-
ponents. When a template has one or more parameters, it gives rise to a set of processes,
with one process created for each possible combination of parameter values.

A template in UPPAAL consists of three main components:

e Nodes: These represent the states of the process.
e Fdges: These represent the transitions between states.

e Optional local declarations: These can be used to define local variables and func-

tions that are specific to the process.

An example of a template is shown in Figure 2.6, which models the behavior of a
voter. This template defines the states and transitions that describe the actions of a
voter in a voting system, and can be used to create multiple voter processes with similar
behavior.

In UpPAAL, nodes are represented by circles and correspond to the local states of a

module. There are two special types of nodes:

e [nitial nodes: These are marked by a double circle and represent the starting state

of a process.

e Committed nodes: These are marked by a circled C and are used to create atomic

sequences or encode synchronization between more than two components.

When a process is in a committed node, the next transition must involve an edge
from one of the committed nodes. This means that the process is "committed" to
taking a specific action or sequence of actions, and cannot be interrupted or preempted
by other processes.

Committed nodes are a powerful feature in UPPAAL, as they allow modelers to
specify complex synchronization behaviors and ensure that certain actions are executed
atomically. By using committed nodes, modelers can create more realistic and accurate
models of concurrent systems, and verify their behavior using UPPAAL’s model checking

capabilities.
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In UppAAL, edges define the local transitions in a module, specifying the possible
next states that a process can move to. Edges are annotated with four types of labels,

each with a specific purpose:

e Selections (yellow): These specify the possible values that can be chosen for a

variable or expression.

e Guards (green): These are conditions that must be true for the transition to be

taken.

e Synchronizations (teal): These specify the synchronization actions that must be

performed with other processes.

e Updates (blue): These specify the updates to be made to variables or expressions

as a result of the transition.

The syntax of expressions in UPPAAL is similar to that of C/C++, with a few key

differences:

e Boolean values are evaluated as integers 0 or 1.

e Quantifiers ‘forall(id:type) expr;’ and ‘exists(id:type) expr;‘ evaluate to a Boolean

value, allowing for more expressive and concise specifications.

e Variable references (pointers) are used differently in UPPAAL, providing a way to

access and manipulate variables in a more flexible and efficient manner.

These features allow modelers to specify complex behaviors and interactions be-
tween processes in a concise and expressive way, making it easier to model and verify
concurrent systems using UPPAAL.

In UppPAAL, the four types of labels on edges have the following meanings:

o Selections: These bind an identifier to a value from a given range in a nondeter-

ministic way. This allows for modeling of uncertain or arbitrary choices.

o Guards: These enable the transition if and only if the guard condition evaluates
to true. This ensures that the transition is only taken when certain conditions are

met.
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e Synchronizations: These allow processes to synchronize over a common channel,
labeled ch? in the receiver process and ch! for the sender. A transition on the
sender side can only be fired if there exists an enabled transition on the receiving
side labeled with the same channel identifier, and vice versa. This ensures that

the sender and receiver are synchronized and can communicate with each other.

o Update expressions: These are evaluated when the transition is taken. For a
synchronizing transition, the update expressions on the sender side are executed
before the receiver ones. This allows for modeling of the effects of the synchro-

nization on the system state.

It is worth noting that straightforward value passing over a channel is not allowed
in UpPAAL. Instead, shared global variables must be used for transmission, and a
committed node is used to ensure that the update expressions are executed in the
correct order.

For convenience, in Figure 2.6] the selections and guards are placed at the top or
left of an edge, and the synchronizations and updates are placed at the bottom /right.
This notation helps to clarify the meaning of the edge labels and makes it easier to read

and understand the model.

2.2.3 Challenges and Tradeoffs

When approaching a model-checking problem, it’s crucial to carefully select the right
tool for the task. As discussed in this section, each tool has its own strengths and
weaknesses, and each one approaches the problem from a different perspective. However,
there are other important considerations to keep in mind before diving into the tool
documentation.

One key aspect is to ensure that the model being created accurately represents the
intended system or concept. Tools with good user experience and graphical interfaces,
such as UPPAAL, can be incredibly helpful in this regard. They allow users to visually
design and interact with their models, making it easier to identify potential issues or
inconsistencies.

On the other hand, tools with textual input may offer more advanced verification

methods, especially for ATL;.. However, designing the model specification can be a
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tedious and error-prone process. This is where combining multiple tools can be bene-
ficial. For example, UPPAAL can be used to design the model using its graphical user
interface, and then another tool can be used to run the verification process.

To achieve this, a conversion tool would be necessary to convert the UPPAAL model
specification into a format compatible with the other tool. While this may require
additional effort, it can be a worthwhile investment for solving more complex problems.

Ultimately, there is no perfect tool that meets all needs. Instead, the best approach
may be to combine multiple tools to leverage their respective strengths and overcome
their limitations. By doing so, users can create a more comprehensive and effective

model-checking workflow.
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Part 1

New Methods and Algorithms for
Verification of Strategic Ability
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Model Checking ATL;, by Fixpoint

Approximation

The problem of verifying strategic abilities under imperfect information is complex, and
one of the main reasons for this complexity is that fixpoint equivalences do not hold
in ATL;;, unlike in the perfect information case. This means that we need to explore
alternative approaches to reduce the complexity bounds, at least for certain scenarios.
In this chapter, we investigate one such approach.

The main idea is that, instead of performing exact model checking, it may be suf-
ficient to provide lower and upper bounds for the output. Specifically, given a formula
©, we aim to construct two translations, trz(¢) and try(p), such that trp(p) = ¢ =
try(v). If trp(ep) is verified as true, then the original formula ¢ must also hold in the
given model. Conversely, if try(¢) evaluates to false, then ¢ must also be false.

For this approach to be useful, the truth values for the translations should be easier
to compute than for the original formula. To achieve this, we will build our approxima-
tions of ((A)). on fixpoint-definable properties, mapping the formulae of ATL; to an
appropriate variant of alternating p-calculus.

Throughout this chapter, we use the following notation:

e 0, ¢ denote arbitrary formulae of ATL;,.
e 7 denotes arbitrary path subformulae of ATL;;.

e M is an iCGS (imperfect information concurrent game structure).

43



3. MODEL CHECKING ATL;, BY FIXPOINT APPROXIMATION

(A) (B)

Figure 3.1: Counterexamples for trp;: (A) My; (B) Mo

e ¢ is a state in M, unless explicitly stated otherwise.

The content of this chapter is based on the paper \Jamroga et al.|(2019al).

3.1 Lower and Upper Bound

The complexity of model checking for sAEuC is more attractive than that of ATL;, [Alur
et al.| (2002)). However, the expressivity results in Section indicate that it is not
possible to translate ATL; modalities exactly into simple fixpoint formulae based on
standard epistemic and short-term strategic operators.

Instead, we aim to find a translation ¢r; that provides a lower bound of the actual
strategic abilities. This means that if M, q [= trp({A))., 7), then we can conclude that
M,q = (A)), 7. In other words, the translation can only reduce, but never enhance the
abilities of the coalition.

We start by examining the "naive" fixpoint translation that mimics the one for
ATL;,, but show that it is not effective. We then propose an alternative approach that
modifies the semantics of the next-time modality to obtain a general lower bound.

Our initial focus is on reachability goals, expressed by formulae ((A)). Fp. We then
extend our approach to cover other modalities. By doing so, we aim to develop a
translation that provides a useful approximation of the strategic abilities of the coalition,

even if it is not exact.

3.1.1 Trying it Simple for Reachability Goals

We begin by considering the simplest translation, analogous to the one in |Alur et al.
(2002):
tros ((A), Fo) = nZ.(p Vv (A)Z).
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Figure 3.2: Mj: a counterexample for trpe

However, this translation does not provide a lower or upper bound for the original
formula.

To see why, consider model M in Figure[3.1]A. We have that M1, g = pZ.(pV(1)Z),
which follows from the fact that M,q | ¢ implies M,q = pZ.(¢ V (A)Z), for all
A C Agt. However, Mi, qo [~ (1)), Fp, since the only path starting from ¢; loops at the
source, never reaching p.

On the other hand, consider model Ms in Figure . We have that Ms,q0 =
(1), Fp via the only possible strategy (note that the sequence ¢jq5 is never visited
when starting from qp). However, Ms, qo = nZ.(pV (1)Z), as no strategy can enforce p
from [gi]~, ={a1, 41 }-

As a consequence, we obtain the following result:

Proposition 3.1.1 (Jamroga et al. (2019a)) M,q = uZ.(pV(A)Z) does not imply
M,q = (A), Fo. The converse implication does not hold either.

This proposition shows that the simple translation try; does not provide a lower or
upper bound for the original formula, and therefore is not suitable for approximating
the strategic abilities of the coalition.

Let us now consider a slightly stronger fixpoint specification:

tria((A), F) = pZ.(Eap V (A)2).
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(A) (B)

a

p p

Figure 3.3: Lower bounds are not tight: (A) My; (B) Ms

This new translation works for the empty coalition and for single agents, but not for
coalitions of multiple players.

We have the following result:

Proposition 3.1.2 (Jamroga et al. (2019a)) Let A C Agt and q € St. The follow-
wng holds:

1. M,q = pnZ(EgpV (0)2) iff M, q = (D), Fe;

2. If [A| = 1, then M,q = pZ.(Eap V (A)Z) implies M,q = (A)), Fo, but the

converse does not universally hold;

8. If [A| > 1, then M,q = pZ.(Eap V (A)Z) does not imply M, q = (A)), Fo. The

converse does not hold either.

The proof of this proposition can be summarized as follows. The first case follows
from known results on games with perfect information. The second case is more in-
volved: a strategy that witnesses M, q = (1)), F is built step-by-step while computing
the fixed point pZ.(EapV (1)Z). The full proof can be found in Jamroga et al. (2019a).

This proposition shows that the translation trps works for the empty coalition and
for single agents, but not for coalitions of multiple players. This suggests that the
translation is not strong enough to capture the strategic abilities of coalitions in general.

According to Propositions[3.1.1Jand [3.1.2] the translation ¢rgs provides lower bounds
for ATL;, verification only in a limited number of instances. Moreover, the bound is

rather loose, as demonstrated by the following example.
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Example 3.1.3 Consider the single-agent iCGS My presented in Figure [3.3A. The
only available strategy, in which agent 1 always selects action a, enforces eventually
reaching p, i.e., My,qo = (1)), Fp. However, My,qo ¥ pZ.(Kip V (1)Z). This is
because the next-step operator in ATLy requires reaching p simultaneously from all
states indistinguishable from qo, whereas p is reached from qo and q1 in one and two

steps, respectively.

This example illustrates that the translation trp2 can be too restrictive, requiring
simultaneous reachability from all indistinguishable states. In contrast, the original
ATL;, formula allows for more flexibility in achieving the goal. This highlights the
need for a more refined translation that better captures the strategic abilities of agents
in iCGS.

3.1.2 Steadfast Next Step Operator

To obtain a tighter lower bound that works universally, we introduce a new modality
(A)*®. This modality can be seen as a semantic variant of the next-step ability operator

(A), with two key differences:

e Agentsin A look for a short-term strategy that succeeds from the "common knowl-
edge" neighborhood of the current state, rather than from the "everybody knows"

neighborhood.

e They are allowed to "steadfastly" pursue their goal in a variable number of steps

within the indistinguishability class.

To formalize this, we define an auxiliary function Reach that collects all states ¢ € Q
such that all paths executing strategy s4 from ¢ eventually reach ¢ without leaving @,

except possibly for the last step. This is defined as:

Reachpr(sa,Q,0) = {q€Q|VA€out(q,sa)Ii. M,\[i] = ¢

and VO < j <i. A[j] € Q}.
In other words, every outcome path must stay in ) until it reaches ¢. This function
provides a way to capture the idea of agents "steadfastly" pursuing their goal within a

certain region of the state space.

We define the steadfast next-step operator (A)® as follows:

47
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M,q = (A)*p iff there is s4 € X% such that Reachps(sa, [q}Ng, ©) = [q]..

C.
A

In other words, ¢ must be reached from every state in [Q]Ng-

We then propose our final attempt at the lower bound for reachability goals:
tros((A), Fo) = nZ.(Eap V (A)*Z).
This leads to the following result:

Proposition 3.1.4 (Jamroga et al. (2019a)) If M,q = puZ.(Eap V (A)*Z), then
M,q = (A), Fe. The converse does not universally hold.

The proof of this proposition is similar to the proof of the second case of Proposi-
tion We synthesize a strategy witnessing M, q = ((A)), Fy during the iterative
computation of the fixpoint uZ.(Eqp V (A)*Z). The key observation is that the oper-
ator (A)*Z selects those states for which the entire common knowledge neighborhood
for group A is enforced into Z. The full proof can be found in Jamroga et al.| (2019a).

Thus, trrs provides a lower bound for reachability goals expressed in ATL;,. This
means that if M, q = pZ.(Eap V (A)*Z), then we can conclude that M, q = ((A)), Fe.
However, the converse does not universally hold, meaning that there may be cases where
M,q = (A),F but M,q ¥ uZ.(EapV (A)°2).

3.1.3 Lower Bounds for “Always” and “Until”

We now extend the translation and the result in Proposition to all the modalities

of ATL;.. We define the translation for the always and until operators as follows:

tris((A), Ge) = vZ.(Cap N (A4)*Z),
trog((A), v Uw) = pZ.(EapV (Cap A (A)*Z)).

We then obtain the following result:
Theorem 3.1.5 (Jamroga et al.| (2019a))
1. IfM,q = vZ.(Cap N(A)*Z), then M, q |= (A)), Ge;

2. If M,q = nZ.(Eap V (Catp A(A)*Z)), then M,q |= (A), ¢ Uep.
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The proof of this theorem uses techniques similar to the proofs of Propositions
and The main difference is in the first case, where a strategy witnessing M, q =
{(A), Gy is built decrementally while computing the fixpoint M, q = vZ.(CapN\(A)*Z).
The whole proof can be found in [Jamroga et al.| (2019a).

A closer inspection of the proof reveals that an even stronger result can be obtained:
Remark 3.1.6

o M,q = tris((A), Ge) implies M, q |= (A)), GCap;

o M,q = tris((A), ¢ Ue) implies M, q = (A)), (Cav) U (Eap).

This remark shows that the translation trps provides an even tighter lower bound

for the always and until operators.

3.1.4 Discussion & Properties

Theorem establishes that trps(p) provides a correct lower bound for the value of ¢
for all formulae of ATL;,. In this section, we examine the tightness of this approximation
from a theoretical perspective.

First, in Section we argue that the use of a non-standard next-step ability
operator is justified, as it enables us to obtain strictly tighter approximations than
the standard one. This suggests that the novel operator is a valuable addition to the
framework, allowing for more accurate approximations.

Next, in Section [3.1.4.2] we present a partial characterization of models for which the
lower bound is tight. Specifically, we provide a necessary condition (Proposition
that states that if the lower bound verification for {((A))v returns "true," then the agents
in A must have a recomputable strategy s4 to enforce . This means that the agents
will continue to know that s4 is winning for v at any point during the execution of s4.

In other words, the lower bound is tight only if the agents have a strategy that is
"recomputable" in the sense that they can continually reassess and confirm that the
strategy is winning. This provides insight into the nature of the approximation and

highlights the importance of recomputability in achieving tight bounds.
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3.1.4.1 Comparing tr;2 and trps for Reachability Goals

Translation trpg updates trpe by replacing the standard next-step ability operator (A)
with the "steadfast next-step ability" (A)®. The difference between the semantics of
(A)p and (A)®p is twofold.

First, (A)y looks for a winning short-term strategy in the "everybody knows" neigh-
borhood of a given state (i.e., [Q]Ng)7 whereas (A)®y looks at the "common knowledge"
neighborhood (i.e., [Q]Ng)~

Secondly, (A)® allows to "zig-zag" across [Q]Ng until a state satisfying ¢ is found.

Actually, the first change would suffice to provide a universally correct lower bound
for ATL;;. The second update makes it more useful in models where agents may not
see the occurrence of some action, such as My of Figure [3.3A.

To see this formally, we show that trps provides a strictly tighter approximation

than trpe on singleton coalitions:

Proposition 3.1.7 (Jamroga et al. (2019a)) If M,q = pZ.(KapV{a)Z), then M,q =
uZ.(KqpV{(a)*Z). The converse does not universally hold.

The proof can be found in Jamroga et al.|(2019al).

This proposition shows that trps provides a strictly tighter approximation than trys
for singleton coalitions, making it a more useful and accurate tool for model checking
ATL;,.

On the other hand, if agent a always sees whenever an action occurs, then trp, and
trpg coincide for a’s abilities. To formalize this, we introduce the concept of an iCGS
being "lockstep for a". An iCGS M is lockstep for a if, whenever there is a transition
from q to ¢’ in M, we have q %, ¢ .

The following proposition is straightforward:

Proposition 3.1.8 (Jamroga et al. (2019a)) If M is lockstep for a, then M,q =
()¢ iff M,q |= (). In consequence, M, q = tris((a)F) iff M,q = trys((a)Fep).

This proposition shows that if the iCGS is lockstep for agent a, then the two trans-
lations trpe and trpg are equivalent for a’s abilities. This means that in such cases,
using either translation will yield the same result, and trp;, may be sufficient for model

checking a’s abilities.
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3.1.4.2 When is the Lower Bound Tight?

An interesting question is: what is the subclass of iCGS’s for which trps is tight, i.e.,
the answer given by the approximation is exact? We address this question only partially
here. In fact, we characterize a subclass of iCGS’s for which ¢rps is certainly not tight,
by the necessary condition below.

Let v = G or v = 91 Ups for some ¥, 91,99 € ATL;,. We say that strategy
s4 € ¥ is winning for v from g if it obtains v for all paths in out"(g,s4). Moreover,
for such s4, let RR(q,s4,7) be the set of relevant reachable states of s4 in the context

of v, defined as follows:

e RR(q,s4,G) is the set of states that occur anywhere in out (g, s4).

e RR(q,s4,11 Uty) is the set of states that occur anywhere in out'"(q, s4) before

the first occurrence of 1s.

We have the following result:

Proposition 3.1.9 (Jamroga et al. (2019a)) Let M be an iCGS, q € Styr. Fur-
thermore, suppose that M, q |= trps({(A)), ), i-e., the lower bound translation of {(A)). ~

1r
returns true in M,q. Then, there is a strategy sa € Zi}‘ which is winning for v from

every ¢ € RR(q,$4,7)-

The proof is straightforward from the fact that trps(p) is a fixpoint formula, and
model checking of trp3(¢) produces a winning strategy for v from q.

Conversely, the approximation is not tight if there are winning strategies, but each
of them reaches an intermediate state ¢’ from which no winning follow-up strategy can
be computed. This can only happen if some states in the epistemic neighborhood [¢’ ]NE
are not reachable by s4. In consequence, the agents in A forget relevant information
that comes solely from the fact that they are executing s4.

In other words, the approximation is not tight if the agents in A lose information
about their strategy during its execution, which prevents them from computing a win-
ning follow-up strategy. This highlights the importance of considering the epistemic

neighborhoods of states in the model checking process.
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3.1.5 Upper Bound

In a given model, it is always the case that ¥ C Zg. This means that whatever
coalition A can achieve according to the ir-semantics, they can also achieve it according

to the Ir-semantics.

Conversely, if the agents have no perfect information strategy to achieve ~, they
cannot have an imperfect information strategy to obtain the same. This observation

allows us to define a simple upper bound for formulae of ATL;,:

Proposition 3.1.10 (Jamroga et al. (2019a)) Let M be an iCGS and ¢ € Sty a
state in M. Then, M,q = ((A)). v implies M, q = Ea{{A)), -

The proof of this proposition is straightforward from the semantics.

This proposition provides an upper bound for formulae of ATL;;, which can be used
to approximate the truth value of a given formula. Specifically, if M, q = FE A((A»Ir'y,
then we can conclude that M, q [%= ((A)), 7. This can be useful in practice, as it allows

us to quickly eliminate some possibilities and focus on the remaining ones.

3.1.6 Approximation Semantics for ATL;

Based on Theorem and Proposition [3.1.10] we propose the lower approximation

try, and the upper approximation try for all formulae of ATL;, as follows:
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3.1 Lower and Upper Bound

trr.(p) D,
trr (=) ~tru (),
tri(o A1) tri() A tro(v),
trr((A)e) (A)tre(e),
trp((A)y, Ge) vZ.(Catri(p) A (A)*Z),
tro((A), v Up) pZ.(Eatrr() V (Catrp(¥) A (A)*Z)).
tru(p) D,
try(—e) ~trr (),
tru (e AY) tru (@) Atru (),

tru((A)p) = EalA), Xitry(p),
try((A), Ge) = EallA), Gtru(y),
try((A), v U¢) = EalA),trv() Utry(p).

Note that in computing the upper approximation, every application of rules for
tr,(((A), Gyp) and tri({(A)), ¥ U ) selects a fresh variable to be bound by v and g,
respectively.

We then obtain the following result:

Theorem 3.1.11 (Jamroga et al.| (2019a)) For any iCGS M, state q in it, and
ATL;; formula p:

M,qEtri(p) = M,gEe = M,qEtry(p).

The proof of this theorem is a straightforward induction on the structure of ¢.
We also obtain the following result regarding the complexity of model checking the

approximations:

Theorem 3.1.12 (Jamroga et al.| (2019a)) If ¢ includes only coalitions of size at
most 1, then model checking tri(p) and try(p) can be done in time O(|M]-|p|). In the
general case, the problem of model checking trp(p) and try(p) is between NP and AE

wrt maxae,(|~G|) and |p|.
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Figure 3.4: Model Mg for & = C; A Cy,Cy = 1 V x2,Co = =21 V z2. Ounly transitions
leading to ¢, are labeled; the other combinations of actions lead to ¢r.

The idea of the proof of this theorem is as follows. Firstly, note that both translations
work in linear time and produce formulae of size linear in the size of the original. The
proof follows by induction on the structure of ¢. The interesting cases are try ((A)), 1)
and tr({(A)), %), where ¢ contains no strategic modalities. For the former, recall that
model checking of ((A)); ¢ is in P wrt to the size of the model and the formula |Alur
et al. (2002). For the latter, it suffices to determine the model checking complexity
for formulae (A)®y, where 1 contains no strategic modalities. The whole proof can be
found in Jamroga et al.| (2019al).

This theorem shows that model checking the approximations can be done efficiently
in certain cases, and provides a bound on the complexity of model checking in the
general case.

Our approximations offer a computational advantage over exact ATL;, model check-
ing in cases where the common knowledge neighborhoods for coalition A are significantly
smaller than the whole model. This occurs when the members of A have similar knowl-
edge, and especially when the coalition consists of a single agent.

It is worth noting that this result is analogous to several existing results for solving

multi-player games with imperfect information and perfect recall. Specifically:

e Verifying abilities of individual agents is decidable, even though the general prob-

lem is undecidable |Chatterjee et al. (2007).
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e Coalitions with exactly the same knowledge can be verified more efficiently [Guelev

et al. (2011)).

e Hierarchical knowledge structures can be exploited to improve verification effi-

ciency Berwanger and Kaiser (2010); [Berwanger et al.| (2015).

e Knowledge coming from publicly visible actions can also be used to improve ver-

ification efficiency Belardinelli et al.| (2017b)).

These results suggest that there are certain structural properties of the model that
can be exploited to improve the efficiency of verification, and our approximations for

ATL;, model checking are another example of this phenomenon.

3.1.7 Approximation of Abilities under Perfect Recall

Our current analysis primarily investigates strategic ability approximation under mem-
oryless strategies in ATL;.. While such approximations could theoretically extend to
ATLr (the variant employing uniform perfect recall strategies), the inherent computa-
tional intractability of ATL;r model checking Alur et al.| (2002)) indicates that significant
methodological modifications would be required to achieve comparable approximation
quality.

Notwithstanding these challenges, we establish two critical theoretical connections:

e Any coalition possessing a successful memoryless strategy necessarily admits a
winning perfect recall strategy. This implies that our lower-bound guarantees for

ATL;, remain valid under ATL;r semantics.

e Existing literature confirms the semantic equivalence between ATLir and ATLy, [Schobbens

(2004), ensuring that our upper-bound analyses also hold for ATL;R.

These dual observations enable practical application of our framework to perfect
recall scenarios. We observe that many benchmark models implement perfect recall
through state representations explicitly encoding agents’ observational history. In such
cases, the distinction between memoryless and perfect recall semantics collapses entirely.

Our experimental validation demonstrates that the proposed approximation techniques
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3. MODEL CHECKING ATL;, BY FIXPOINT APPROXIMATION

achieve significant performance improvements in these perfect recall models while pre-
serving semantic equivalence. This finding suggests that memoryless strategy approx-
imations can effectively support verification tasks traditionally requiring perfect recall

semantics, provided the state representation maintains complete observational history.

3.2 Optimization of Data Structures and Operations

The baseline fixpoint algorithms for computing strategic ability bounds admit multiple
optimization opportunities. We identify three orthogonal enhancement dimensions that

improve computational efficiency while maintaining semantic integrity.

1. Epistemic State Aggregation: The lower bound computation can be reformu-
lated to operate on epistemic equivalence classes rather than individual states. This
state space partitioning strategy enables transition relation compression by represent-
ing connections between observational equivalence classes instead of atomic states. The
resulting state aggregation reduces both memory footprint and computational complex-

ity by eliminating redundant calculations across indistinguishable states.

2. Disjoint-Set Data Structure Optimization: We introduce the Union-Find
(disjoint-set) data structure to accelerate set operations during bound computation. By
employing path compression and union-by-rank heuristics, this approach reduces time
complexity for union and membership operations from linear to near-constant order.
This optimization particularly benefits iterative fixpoint computations where dynamic

set management dominates execution time.

3. Tree-Structured iCGS Memory Compression: For verification tasks involving
the bridge model’s tree-like interpreted system structure, we exploit its stratified depen-
dencies. Since each stratum only depends on its immediate predecessor, we implement
a layer-wise computation scheme that discards obsolete state information after each
transition layer. This incremental processing strategy reduces memory consumption
asymptotically while preserving full observational history through structural encoding
in state representations.

The first two optimizations are model-independent, and applicable to arbitrary con-
current game structures. The third strategy, while model-specific, reveals broader rele-

vance: its stratification-based compression generalizes to any system exhibiting acyclic,
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hierarchical dependencies. Our experiments confirm these optimizations achieve orders-
of-magnitude improvements in both memory usage and execution speed, particularly
in large-scale perfect recall models where state space complexity would otherwise prove

prohibitive.

3.2.1 Reduction Based on Epistemic Equivalence Classes

Consider the fixpoint algorithm computing the lower bound of M, q = ((A)), . The cru-
cial part of the algorithm is the computation of the pre-image of the current set of “can-
didate” states Q. That is, the algorithm looks for the states ¢’ such that M, ¢ | (4)°Q.
We observe now that this property is invariant with respect to the common knowledge
relation Ng. In other words, either all the states in the common knowledge neighbor-
hood [¢/ ]Ng are in the pre-image, or none of them. In consequence, when searching for
one-step strategies, it suffices to consider outgoing transitions per equivalence class of
Ng, and not for each global state separately.

Our first optimization consists of an abstraction of the transition space to transitions
between equivalence classes of Ng, and an abstraction of the action space by available
one-step strategies of the coalition. This means that we keep the information about
individual states only to produce the epistemic classes and transitions between them.
After the model has been generated, all the relevant information is “moved” to the
representative of the class. In particular, the outgoing transitions from any state in
class [¢' ]Ng are moved to its representative.

The epistemic abstraction allows to obtain a significant speedup of the lower bound
computation, especially for singleton coalitions. This is because we “pre-compile” the
explicit model in a way that reduces the complexity of checking whether all the states
in [¢] are in the pre-image of Q. The complexity decreases from quadratic with respect

to the size of [¢/] in the naive implementation, to constant in the optimized one.

3.2.2 Optimization of Data Structures Based on Disjoint Sets

The fixpoint algorithms computing ATL;,’s lower /upper bounds exhibit critical depen-
dency on efficient set operations over epistemic equivalence classes. Given that these
sets emerge naturally as unions of indistinguishable states, we implement a disjoint-set
forest data structure Galler and Fisher| (1964) to optimize both memory footprint and

computational complexity.
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Figure 3.5: An example use of a merge-find structure while adding an epistemic class to

the set of epistemic classes with a guaranteed winning strategy. The two stages of executing
union(q1, ps) (finding the root of an epistemic class and joining two sets of classes) are
shown. Note that an update of the arc labelled by a (between the pair of structures that
contain ¢; and py4) is also shown.

Structural Abstraction: Each epistemic equivalence class is represented as a tree
within the disjoint-set forest (illustrated in Figure [3.5]), where the root node serves as

the canonical representative of its equivalence class and each node maintains:
e A parent pointer establishing the tree hierarchy
e An approximate rank (initially 1) for balancing operations
e A transition map encoding aggregated outgoing transitions at the class level

Core Operations: The optimization pipeline leverages three fundamental primi-

tives:
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3.2 Optimization of Data Structures and Operations

make_set (s) Initializes singleton sets during model construction, assigning initial rank

1 to node s and establishing self-referential parent pointers.

find(s) Implements path compression: when locating s’s representative, all nodes
along the search path are directly linked to the root r, accelerating future queries.
This operation returns r while implicitly updating stale transition endpoints through

pointer redirection.
union(sy,s2) Merges two equivalence classes using union-by-rank:

1. The root with higher rank becomes the parent of the other
2. Upon rank equality, an arbitrary root is selected and its rank incremented

3. Outgoing transitions from merged classes are immediately redirected to the

new representative

4. Incoming transitions employ lazy updates through subsequent find opera-

tions

Transition Management Strategy: The structure enables efficient transition

bookkeeping:

e QOutgoing Transition Optimization: When computing (A)*Q, transitions from
equivalence classes are precomputed and stored at the root, eliminating per-state

edge validation.

e Incoming Transition Compression: For pre-image operations, incoming transitions
are lazily updated via find’s path compression during their first use, ensuring
amortized O(a(n)) complexity for union and find operations, where o denotes the

inverse Ackermann function (Galler and Fisher (1964).
Complexity Analysis: This approach yields two key improvements:

1. Memory compression: Storage requirements reduce from O(|S|) for explicit state

sets to O(|€]), where & represents the number of epistemic equivalence classes.

2. Operation acceleration: Set union and membership checks improve from O(n)
to O(a(n)), while transition updates benefit from batched pointer redirections

during abstraction.
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Figure 3.6: Intermediate shape of the state space for a bridge game during the model

generation

Implementation Notes: The disjoint-set forest particularly benefits models with:

e Large observational symmetries (e.g., singleton coalitions with extensive indistin-

guishability neighborhoods)
e Dynamic coalition restructuring during verification

e High branching factors in transition systems where equivalence classes span mul-

tiple states

3.2.3 Dynamic Discarding of Irrelevant Submodels

While our proposed optimizations significantly enhance computational efficiency for
strategic ability verification, their applicability to large-scale models remains constrained
by memory bottlenecks inherent to explicit global state space generation. This limita-
tion arises because the concurrent game structure (iCGS) often exhibits exponential
state explosion relative to its parametric complexity, despite the subsequent epistemic

abstraction reducing the effective state space.

Problem Statement: Current model generation algorithms operate in a two-phase

paradigm:
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1. Global State Graph Construction: The iCGS is fully instantiated before epistemic

abstraction, requiring explicit storage of all states and transitions in memory.

2. Redundant State Tracking: To prevent duplicate state creation, the algorithm re-
tains complete historical state information during stepwise generation from initial

states, incurring O(|S|) memory complexity for state set S.

This approach becomes infeasible for models where |S| grows exponentially with domain

parameters.

Solution: Layered State Generation with Epistemic Compression For mod-
els with stratified structure—such as the bridge endplay benchmark—we demonstrate
that explicit state retention can be replaced by on-the-fly epistemic abstraction. These

models exhibit:

o Stratified Transition Dependency: States in layer [ + 1 depend only on states in

layer [, forming a directed acyclic graph with layer-wise transition locality.

e Fpistemic Layer Isolation: Observational indistinguishability relations remain

intra-layer, as shown in Figure [3.6] enabling per-layer epistemic partitioning.
Our layered optimization modifies the generation algorithm to:
1. Process states incrementally by layer [ = 0,1, ..., d, where d is the model depth.

2. Apply epistemic abstraction to layer [ immediately after its generation, collapsing

states into observational equivalence classes.

3. Discard atomic state representations from layer [ — 1 once layer I’s transitions are
resolved, retaining only their epistemic class descriptors for downstream compu-

tations.

This strategy reduces memory complexity from O(|S|) to O(d), where d represents
the maximal aggregate width of two consecutive layers. For the bridge endplay bench-
mark, this corresponds to retaining only the epistemic signatures of the current and

previous strata, rather than their full state expansions.

Generalization Potential: While the layered approach was developed for specific

models, its applicability extends to any system with acyclic, locally bounded memory
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requirements. Future work will investigate automated stratification detection and hy-
brid generation schemes that combine on-the-fly abstraction with traditional fixpoint

algorithms.

3.3 Approximate Verification of Strategic Abilities under

Imperfect Information Using Local Models

The formal verification of behavioral properties in multi-agent systems presents a sig-
nificant computational challenge due to the inherent combinatorial explosion arising
from interacting state spaces. Traditional model checking approaches require exhaus-
tive analysis of the global state space, which grows exponentially with the number
of agents, making verification intractable for complex systems. We introduce a novel
verification paradigm that leverages agent-local models through contextual abstraction
techniques. By constructing a bounded rationality approximation of the global system
from the perspective of strategically selected agents, we maintain formal guarantees
while substantially reducing computational complexity. Our approach preserves critical
inter-agent dependencies through targeted observational equivalence criteria, enabling
efficient verification of both safety and liveness properties with quantifiable accuracy
bounds.

In this approach we now consider verification of asynchronous multi-agent systems
given by modular representations, where agents operate without a global clock and
may act independently, unlike in Sections and where synchronous systems were

assumed.

3.3.1 Local Approximation Models of Ability

Definition 3.3.1 (Local Approximating Model) The local approzimating model for
an agent i captures the essential behavior of the agent within the context of the entire
system. This model is defined as a tuple M; = (L;, Evtapp;, R;, PV;, Tapp;), where L;
represents the set of local states, Evtapp; the set of agent i events, R; the repertoire
function, PV; the set of propositions, and Tapp; the transition relation. L;, R;, PV;
are defined as in standard AMAS per definition [2.1.7] The transition relation Tapp;

s particularly crucial as it defines how the agent transitions between local states based
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on events. We define Tapp; in definition [3.3.2 Additionally, to account for the poten-
tial livelock for i, we introduce an auzliary event symbol T, such that Agents(t) = 0.

Formally, Evtapp; = Evt; U (e, 7).

In this section, we formalize the new fixpoint approximation by defining the tran-
sition relation in the local approximating model and proving its properties. We also
introduce the concepts of enabled events, standard outcomes, and reactive outcomes
within this model. These definitions lay the groundwork for the execution semantics of
the approximated model and the subsequent model checking procedures.

By leveraging the local approximating model, we aim to provide a scalable and
efficient method for verifying multi-agent systems, ensuring that the verification process

remains feasible even as the complexity of the system increases.

Definition 3.3.2 (Transition Relation in Local Approximating Model)

The transition relation Tapp; is defined as follows:
e (I,¢,1) € Tapp; if there exist g € St such that g =1 and T(g,€) = g.

o (I,7,1) € Tapp; if there exist g1, 92, ..., gn+1 € St and a1, aa, ..., an € Evt \ Evt;
such that:

- v.] € {1727- . 7n}7(gj>l =1 and T(gjaa]) = 9j+1;
- 9n+1 = 4g1-

In other words, there exists a sequence of global states in the global model that
starts and ends in the global state containing the local state |, with all transitions

in-between labeled by events that are not in the agent i’s set of events.

e (l,a,l') € Tapp, for o € Euvt; if there exist g1, g2, ..., gn+1 € St and a1, g, ..., ap €
Evt such that:

- V] € {1’ 2,..., n}) (gj)i =1 and T(gja aj) = 9j+1;

- Vje{l,2,...,n—1},i ¢ Agent(a;),

— (gnr1)' =1 and o, = .
In other words, there exists a finite path fragment in the global model that runs
entirely within the local state | (except possibly the last transition) and ends in a

global state containing the local state ', with the last transition labeled by o and

no other event executed by 1.
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The transition relation Tapp,; captures the essential behavior of agent ¢ within the
global model. It defines how the agent transitions between local states based on events,
ensuring that the local approximating model accurately represents the agent’s interac-
tions with the system. Consistent with the standard AMAS S, the transition relation
is characterized as a partial transition function, defined for events within the agent’s

repertoire of choices.

Lemma 3.3.3 (Determinism in transition relation)

leLi,aeEvtappi (Ell’,l”ELi : (la Q, l/) € Tappi A (lv «, l//) € Tappi) ==

In order to talk about agent’s strategies, we need to define the enabled events in
the local approximating model. An event is enabled at a local state [ if there exists
a transition from [ to another local state I’ labeled with that event. This concept is
essential for defining the standard and reactive outcomes of a strategy in the local

approximating model.

Definition 3.3.4 (Enabled events in Local Approximating Model)

Event o € FEutapp; is enabled at state | € L; by choice f € R;(l) in the local
approrimating model M; iflinv[il’ for somel' € L;, i.e., Tapp;(l,a) =1". The set of
such events is denoted by enabledyy, (1, 0(1)).

The standard outcome captures the possible sequences of events that can be executed
by the agent according to its strategy, while the reactive outcome further refines this

by considering the enabled events at each local state.

Definition 3.3.5 (Standard outcome in Local Approximating Model)

Let i € A. The standard outcome of strategy o; € X in state | € L; of the local
approzimating model M; is the set out%?(l,ai) C Iy (1) such that m = lpaplio - -+ €
outﬁf[?(l, ai) iff o =1, and for each m > 0 we have that o, € enabledpy, (I, oi(lm)).

Definition 3.3.6 (Reactive outcome in Local Approximating Model)

Let i € A. The reactive outcome of strategy o; € X in state | € L; of the lo-
cal approzimating model M; is the set out%ff“(l,ai) - outﬁgf(l,oi) such that m =
lpaplicry --- € outﬁa“(l, i) iff am = le for each m > 0 implies enabled s, (L, 05 (1)) =

{€e}.
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3.3.2 Fixpoint Approximation on Local Models

Now we can finally define the model checking procedure for the local approximating
model. The model checking of a formula ¢ in the local approximating model M; is
performed by checking whether the formula holds for all sequences in the outcome of

the agent’s strategy in the initial state of the model.

Definition 3.3.7 (Model Checking Local Approximating Model)
Let x € {Std,React} and i € A. M;,l E° (i))p iff there is a strategy o; € X such
that for all m € outy, (I,0;) we have M;, m = .

To utilize the local approximating model for verifying the formula ¢ in the origi-
nal global model, we must impose certain restrictions on the set of possible formulas.
Specifically, all propositions that appear in ¢ must belong to the set PV; of agent .
This requirement arises because the approximated model retains only the local states
of the agent from the original model, omitting information about other agents. Con-
sequently, we focus exclusively on singleton coalitions in our formulas. Additionally,
similar to standard model checking for AMAS S, we restrict our attention to formulas
that exclude next step operators X and nested strategic modalities. These constraints
ensure the feasibility and accuracy of verification within the local approximating model
framework.

Under the above constraints, we use the following translations of simple formulas of

ATL;,, that provide the lower approximation.

Definition 3.3.8 (Lower Approximation for sATL ;)
1o trp((i)Fe) = nZ.(eV () 2);
2. tri((iNGp) =vZ.(e N (i) Z;

3. tri (MY Uy) = pz(pV (Y Ai)Z)).

Next, we prove that, if tr7(p) is satisfied in the corresponding local model, then ¢

must indeed hold in the global model of the system.
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3. MODEL CHECKING ATL;, BY FIXPOINT APPROXIMATION

3.3.3 Correctness of the Approximation

Here, we present the main theoretical results of the paper, showing that procedure
proposed in Section provides a lower approximation of the verification problem
for ATL;,. To this end, we introduce the additional concept of a partial ir-strategy,
which is simply a partial function o;: L; — 28 with the standard constraints. The
outcome of such o; is defined analogously (note that it can contain infinite as well as
finite paths!). Additionally, for [ € L; and L C L;, we will write “g € [” instead of
“g' =1 and “g € L” instead of “g € [ for some [ € L.”

Theorem 3.3.9 (Approximation of reachability) Let x € {Std,React}, ¢ € A,
and l € Styr,. If M, 1 =* uZ.(pV (i)Z) then, for every g € I, we have M, g =" (i))Fp.

We prove Theorem [3.3.9] as a direct consequence of the following lemma.

Lemma 3.3.10 Let Satl (M;,nZ.(¢ V (i)Z)) be the set of states in M;, computed by
the standard least fixpoint algorithm for pnZ.(¢ V (i)Z) with at most n fizpoint iterations
(equivalently: with at most n executions of the preimage operation for (i)).

We claim that, for every n € N, if L = SatE(M;,uZ.(p vV (i)Z)) then, for every
g € L, we have M, g =" {(i)Fo.

Proof. Proof by induction on n.

Base Case, n = 0: If n = 0, then L = Satf(M;,uZ.(¢ V (i)Z)) contains only the
states where ¢ is satisfied. Therefore, for every g € Sty such that ¢g* =1 € L, we have
M, g E* ¢. Hence, M, g =* {(i))Fep.

Inductive Step: Assume that the lemma holds for some n > 0. We need to show that
it also holds for n + 1.

Let L,y1 = Saty,  (M;,pZ.(¢ V (i)Z)). By the definition of the least fixpoint
algorithm, L,y is the set of states where either ¢ is satisfied or there exists a choice in
the repertoire of 4 such that every resulting transition leads to a state in L,. Formally,
L1 ={l | Mi,1 = ¢V 3per,)Vacenaviedy (1,8) Tapp;(l, ) € Ln}.

Consider any g € Sty such that ¢ =1 € L. We have two cases to consider:

1. M;,l = ¢: In this case, M, g =" ¢, and hence M, g =* (i))Fp.

2. 3ger,()Vacenabledy (1,3) Tapp;(l, ) € Lyp: By the inductive hypothesis, for every
g’ € Sty such that ¢/ =1I', we have M, g =* {(i))Fe.
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We proceed as follows:

(i) By the induction lemma, we obtain a partial strategy o, defined on L,, such
that for every global state g € L,, and path A € out®(g,0,), the path X is infinite and
there exists an index i € N such that M, A\[i] = ¢.

(ii) From the (n+1)-th iteration, we derive a partial strategy o/, defined on Ly, 41\ Ly,
such that for every global state g € Ly4+1 \ L, and path A € out®(g, o)), the path A is
finite and last(\) € Ly,.

(iii) Since o, and o/, are defined on disjoint subsets of locations, they can be combined

into a new strategy o/ = o, U o/,. Consequently, every path A" € out®(g, o)) is infinite
and consists of the concatenation of a finite prefix X € out(g, o},) with an infinite path
A € out®(g,0,) for some g € L,,. Therefore, there must exist some index j € N such

that M, \[j] = ¢, which completes the proof that M, g E=* (i))Fe.

Therefore, by induction, the claim holds for alln € N. O

Theorem 3.3.11 (Approximation of safety) Let z € {Std,React}, i € A, and [ €
Sta,. If Mi,l E° vZ (@ A (i)Z) then, for every g € I, we have M, g =" (i) Ge.

Theorem [3.3.11] is a direct consequence of Lemma, [3.3.12] that uses the “bounded

always” operator G with semantics given by:

M,q E* (A)G"p iff thereis a strategy s4 € X% such that, for each path A € out%,(g, s4),
we have M, A[i] =" ¢ for all 0 < i > n.

Lemma 3.3.12 Let Satl (M;,vZ.(pN\(i)Z)) be the set of states in M;, computed by the
standard greatest fizpoint algorithm for vZ.(o A (i)Z) with at most n fixpoint iterations.

We claim that, for every n € N, if L = Satl(M;,vZ.(p A (i)Z)) then, for every
g € L, we have M, g =" (i) G'p.

Proof. We prove this lemma by induction on n.
Base Case, n = 0: If n = 0, then L = Sat§(M;,vZ.(p A (i)Z)) contains only the
states where ¢ is satisfied. Therefore, for every g € Sty such that ¢* = € L, we have
M, g E=® ¢. Hence, M, g =* (i)GV.
Inductive Step: Assume the lemma holds for n, i.e., for every g € L,, M,g =,
((1))Grp. We need to show it holds for n + 1.
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Consider the set Lyq1 = Saty, (M, vZ.(¢ A (i)Z)). By construction:
Ln+1 g Ln

and

Ly ={l € L;| 30; € X!, s.t. V& € outy(l,0;),7[0] € Ly, }.
For any g € L,1, there exists a strategy o} for agent ¢ such that:
1. of(l) selects an event « € enabledyy, (I) transitioning to I’ € Ly,.
2. ¢ holds at «[0] for all paths m € out,(,0}).

We define the combined strategy o] recursively:

//(l) _ O';(l) if { € Ln+1 \ Ln,
~\ei(l) ifle Ly,

where o; is the strategy guaranteed by the inductive hypothesis for L,,.

Correctness of o/’

e First Step: From | € L,41, o/ transitions to I’ € L,, ensuring ¢ holds at the

next state.
e Inductive Step: From I’ € L,,, 0; ensures ¢ holds for n subsequent steps.

Thus, for any g € Lyi1:
M, g o ((i))Gny1p  via oj.

Therefore, by induction, the claim holds for all n € N. O

The characterization for “until” formulas only slightly extends that of reachability
(Theorem [3.3.9). We only mention the theorem and the main lemma here, as the rest

of the proof is completely analogous.

Theorem 3.3.13 (Approximation of until) Let z € {Std,React}, ¢ € A, and | €
Star,. If My, 1 =* uZ.(oV (YA (i)Z)) then, for every g € I, we have M, g =* (i) U .

68



3.3 Approximate Verification of Strategic Abilities under Imperfect
Information Using Local Models

Lemma 3.3.14 Let Sat®:(M;, uZ.(oV (YA (i)Z))) be the set of states in M;, computed
by the standard least fixpoint algorithm for uZ.(p V (¥ A (i)Z)) with at most n fixpoint
iterations (equivalently: with at most n executions of the preimage operation for (i)).

We claim that, for everyn € N, if L = Sat:(M;, uZ.(pV (Y A {(i)Z)) then, for every
g € L, we have M, g E=* (i) U .

Proof. Proof by induction on n.

Base Case, n = 0: If n =0, then L = Sat§(M;, pZ.(¢V (¢ A (i)Z))) contains only the
states where ¢ is satisfied. Therefore, for every g € Sty such that ¢' = € L, we have
M, g E* ¢. Hence, M, g =" (i) U .

Inductive Step: Assume that the lemma holds for some n > 0. We need to show that
it also holds for n + 1.

Let L1 = Saty, (M, uZ.(oV (¢ A (i) Z))). By the definition of the least fixpoint
algorithm, L, is the set of states where either ¢ is satisfied or ¢ is satisfied and
there exists a transition to a state in L,. Formally, L,41 = {l | M;,l = ¢V (M;,1] =
¥ A 3ser, (1) Vacenabedy (1,8) Tapp; (I, @) € Ln)}.

Consider any g € Stps such that ¢* =1 € L. We have two cases to consider:

1. M;,l = ¢: In this case, M, g =" ¢, and hence M, g =* {(i))y U .

2. Mi,l = ¥ A3ger,)Vacenabiedy (1,8) Tapp;(l, @) € Lyn: By the inductive hypothesis,
for every g’ € Sty such that ¢" = I', we have M, g’ =% (i) U .

We proceed as follows:

(i) By the induction lemma, we obtain a partial strategy o, defined on L,, such
that for every global state g € L,, and path A € out®(g,0,), the path X is infinite and
there exists an index ¢ € N such that M, A[i] |= ¢ and Vo<j<; M, A[j] = .

(ii) From the (n+1)-th iteration, we derive a partial strategy o/, defined on Ly, 11\ Ly,
such that for every global state g € Ly4+1 \ L, and path A € out®(g,0), the path A is
finite and last(\) € Ly,.

(iii) Since o, and o/, are defined on disjoint subsets of locations, they can be combined

into a new strategy o/l = o, U o/,. Consequently, every path A" € out®(g,ol) is infinite
and consists of the concatenation of a finite prefix X € out(g, o},) with an infinite path
A € out®(g,0,) for some g € L,,. Therefore, there must exist some index j € N such that

M, \[j] & ¢ and Vo<i<; M, A[k] |= 1), which completes the proof that M, g =* (i))y U ¢.

Therefore, by induction, the claim holds for alln € N. O
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3.4 Challenges and Lessons Learnt

The development and implementation of fixpoint-based approximations for ATL;, model
checking revealed several critical challenges and corresponding insights. These lessons
inform both theoretical advancements and practical applications of strategic ability
verification in multi-agent systems.

The experimental evaluation of the proposed approximation techniques across di-

verse benchmark models is presented in Chapter [9

Challenges

1. Semantic Mismatch in Multi-Agent Coalitions: The failure of fixpoint
equivalences in ATL;, compared to perfect information settings (Proposition
necessitated entirely new translation strategies for coalitions with imperfect infor-
mation. Naive translations like trL1 and trL2 (Section[3.1.1)) proved insufficient for

multi-agent scenarios, as they neither overapproximated nor underapproximated

abilities (Figures and [3.2).

2. Tightness vs. Computational Tractability: Achieving tight lower bounds
required balancing strict common knowledge constraints (trL3) with the need to
allow flexible step counts within epistemic neighborhoods (Remark . Propo-
sition demonstrated that non-tight approximations arise when agents lose
information during strategy execution, creating a disconnect between local rea-

soning and global outcomes.

3. Exponential State Space Complexity: Explicit global state generation for
iCGS led to infeasible memory usage for large models. Layered state structures
(Figure required novel compression techniques to avoid storing redundant

historical states.

4. Dynamic Epistemic Abstraction: Managing transitions between epistemic
equivalence classes while preserving observational history demanded careful inte-
gration of disjoint-set data structures (Figure [3.5)), where path compression and

lazy updates introduced implementation complexity.

Lessons Learnt

70



3.4 Challenges and Lessons Learnt

. Common Knowledge as a Semantic Anchor: Replacing “everybody knows”
neighborhoods with common knowledge neighborhoods (Section [3.1.4.1)) proved
essential for universal lower bounds. This highlighted the importance of epistemic

depth in strategic reasoning.

. Lockstep Models Simplify Verification: For agents who observe all actions
(Proposition [3.1.8)), standard and steadfast operators coincide. This suggests that
domain-specific knowledge about observability can reduce computational overhead

without sacrificing accuracy.

. Recomputable Strategies Enable Tighter Bounds: The necessity of recom-
putable strategies (Proposition for tight lower bounds revealed that agents
must retain sufficient information during execution to reassess their plans. This
aligns with practical limitations in real-world systems where memory constraints

affect strategic adaptability.

. Structural Exploitation Reduces Complexity: Stratified dependencies (e.g.,
bridge endplay models) allowed layer-wise processing and dynamic discarding of
obsolete states (Section , reducing memory complexity from exponential to
linear in model depth. Disjoint-set optimizations (Section demonstrated
that union-find heuristics (path compression, union-by-rank) can achieve near-
constant time complexity for set operations, even in large-scale imperfect infor-

mation settings.

. Approximation Semantics Trade Precision for Scalability: The proposed
trL and trU translations (Section enable efficient verification at the cost
of exactness, but their correctness guarantees (Theorem ensure no false
negatives (for trL) or false positives (for trU). For singleton coalitions, the lower
bound trL3 achieves optimal performance, as shown in Proposition where

(A)*® outperforms (A) in tightness.

. Perfect Recall Can Be Emulated via State Encoding: Many benchmark
models (e.g., bridge endplay) achieve perfect recall through explicit observational
history in state representations. This collapses the distinction between memo-

ryless and perfect recall semantics, making trL.3 applicable without modification

(Section [3.1.7)).
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3. MODEL CHECKING ATL;, BY FIXPOINT APPROXIMATION

7. Local Models Reduce State Explosion: The introduction of local approxi-
mation models (Section allows for modular verification that avoids the state
explosion associated with global models. This approach leverages asynchronous
system representations to improve scalability while maintaining soundness of the

approximations.

These challenges and lessons underscore the interplay between epistemic structure,
strategic flexibility, and computational efficiency. Future work will focus on automated
stratification detection and hybrid verification frameworks combining fixpoint approxi-

mations with exact methods for critical subsystems.
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Forward-Chaining Strategy
Synthesis

This chapter outlines the development of a forward-chaining strategy synthesis algo-
rithm that is anchored in the classical Depth First Search (DFS) methodology. The
conventional recursive DFS approach required significant adaptations to accommodate
the unique challenges presented by epistemic classes and the nondeterministic outcomes
characteristic of coalition actions. Specifically, the inherent nondeterminism, resulting
from multiple potential transitions, introduces a scenario where decisions in one branch
may necessitate adjustments in parallel branches. This is particularly pertinent when a
locally winning strategy, viable within a singular branch, demands reconsideration due
to its implications on choices within nodes of the same epistemic class, thereby affecting
transition outcomes across the model.

To navigate these complexities, the algorithm is designed to facilitate strategic back-
tracking, enabling the revision of locally winning strategies in the event that a com-
prehensive winning strategy remains elusive in another branch. Given the vast strat-
egy space associated with even modestly sized models—those comprising hundreds of
states—the exhaustive search becomes impractical. Consequently, this necessitates the
employment of the DFS algorithm as a foundational framework upon which more so-
phisticated techniques are implemented to efficiently manage and navigate the strategy
space.

The content of this chapter is based on the following papers: Jamroga et al. (2022b);
Kurpiewski et al. (2019b).
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4. FORWARD-CHAINING STRATEGY SYNTHESIS

4.1 Strategy Synthesis Based on the DFS-Algorithm

Within our formal framework, we focus on the property of enforceability. A proposition
p € Props is enforceable from state ¢ € St by coalition A C Agt via strategy o4 € Y4
if every infinite path \ € out(q,04) satisfies \; € V(p) for some i € N. This relation is
denoted ¢ = (04)Fp, while ¢ = ((A) F'p signifies existence of such a strategy.

Our approach diverges from traditional methods by constructing winning strategies
through composition of conflictless partial strategies. We formalize this process as

follows:

Definition 4.1.1 For conflictless partial strategies oa,0'y € Y4 (where dom(oa) N
dom(c'y) =0 and o4 U o'y forms a partial strategy), we define:

e Exit set: O(oa) = {¢ € St\ dom(ca) | 3¢ € dom(ca)IB € dagnalq) :
o(q,(ca(q),B)) = '}, representing states reachable from o4 but outside its do-

main.

e Shared control set: 8C(o4,0’) = {q € bord(ca) U bord(c’y) | Ya € A3q €
dom(ca) U dom(o'y) : q ~q ¢'}, capturing states where both strategies maintain

coalition control.

e Shared-control strategy:
A(oa,0'y) = {(q,0) € dalq) | ¢ € 8C€(oa,0y) and « is induced by o4 or o'y},

integrating control mechanisms from both strategies.

e Composition operators:

oaday =c4Udy UA(0a,0))

Aoa,d'y) =04 UA(0a,0y)
extending strategies with shared-control components.
e Input set: J(o4,0") = (0(c'y) N dom(A(ca,cy))) U ¢,,, where ¢S = {qinit} if

Qinit € dom(oa) and O otherwise. This characterizes states where 014 transitions

mnto o4’s operational domain.

Notably, enforceability requires strategies that both avoid infinite loops and guar-

antee proposition satisfaction. This yields:

74



4.1 Strategy Synthesis Based on the DFS-Algorithm

Proposition 4.1.2 (Kurpiewski et al. (2019b)) For any coalition A C Agt, ¢ =
{(A)F'p holds if and only if there exists a p-free partial strateqy o4 € XA such that:

1. g € dom(oa),
2. o4 1s q-loopless (contains no cycles in its execution paths),

3. O(ca) CV(p) (all exit states satisfy p).

4.1.1 Substituting Strategies

In the remainder of this section, we formalize the following conceptual framework. Con-
sider two conflictless partial strategies, 0§ (complementary) and o4 (primary), govern-
ing the system’s execution. The combined domain of these strategies is explicitly de-
fined, while the objectives to be enforced reside strictly outside their operational scope.
For simplicity, assume empty boundary conditions for both strategies.

We formalize the inputs of ag relative to o4 as the set of states reachable under ag’s
control that transition into o 4’s domain. Correspondingly, the outputs of o4 are char-
acterized as the terminal states encountered immediately upon exiting its domain after
trajectories initiated from a given input. This mapping constitutes the input/output
characteristic of o4 with respect to ag, denoted J/OUA|0§-

Crucially, the system’s objective is jointly enforced by O'g and o4 if all execution
paths originating from their domain union satisfy the goal specification. Under this
foundational assumption, we establish that a replacement partial strategy o', preserv-
ing the input set of o4 while providing enhanced output regulation can substitute o4

without compromising enforcement guarantees relative to ag.

Definition 4.1.3 (Input/Output Characteristic) Let 04,05 € $4 be conflictless.
The input/output characteristic of 04 w.r.t. 0§ is defined as a function JO(04,05): I(oa,09) —
20(M04:09)) such that for each q € I(oa,09) we have I0(4,09)(q) = O(A(ca,09)) N

(Strout(q,A(UAJS)) )

We formalize this framework through the following construction: assume disjoint
control between strategies o4 and o, formally A(o4,0G) = o4. Define O(c4) as
the set of terminal states reached under o4’s execution that lie outside its domain.
The support (strout(q,“)) captures all states along trajectories initiated at ¢ under

o4’s governance. Crucially, the input/output characteristic J0(c4,05)(g) specifies the
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4. FORWARD-CHAINING STRATEGY SYNTHESIS

Figure 4.1: Example iCGS

minimal set of exit states encountered immediately after departing from o 4’s domain
when executing its prescribed policy from input state q.

The following example illustrates the definition.

Example 4.1.4 Fig. tllustrates an 1CGS comprising siz states and two agents. Solid
edges represent temporal transitions, annotated with agent-specific action pairs. The x
symbol denotes agent-agnostic choices. Dotted equivalence classes indicate observational
indistinguishability for Agent 1.

In state qinie, Agent 1 may either transition to qo via B or relinquish control to the co-
agent for q1/q2 selection. Notably, q1 and g2 form an observational equivalence class for
Agent 1. Within this class, Agent 1 can prescribe uniform execution of C' or B across all
states in its strategy framework. When enforcing C, the co-agent determines transitions
to {q3,q4} (from q2) or {qs,q5} (from q1). Conversely, B enforcement deterministically
routes to qq trrespective of co-agent decisions. Proposition p holds in g3 and q4; the
labeling of q5 remains open for subsequent specification.

Consider the singleton coalition A = {1} with three partial strategies: Jg, oa, and
o'y satisfying dom(cQ) = {qinit} and dom(ca) = dom(o’y) = {q2}. Define oS (qimit) =
C, 0a(g2) = B, and o'y(q2) = C.

This yields O(c5) = {q1, g2} with control casts: A(oa,09)(q;) = B and A(o’y,09)(q;)
C fori € {1,2}. Consequently, both strategies share identical input sets: I(o'y,09) =
I(oa, Jg) = {q1,q2}. Their input/output characteristics diverge: JO(o 4, Jg)(ql) =
10(04,09)(a2) = {as}, while I0(0%y,05)(@1) = {as, g5} and IO(0%y,05)(q2) = {g3, 9}
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4.2 How to Exploit Strategic Dominance

In game theory, the iterative removal of dominated strategies serves as a fundamen-
tal technique for reducing the strategy profile space relevant to solution concepts such
as Nash equilibrium. Specifically, when a strategy yields strictly inferior payoffs com-
pared to an alternative strategy, the dominated strategy can be safely excluded from
further analysis. We begin by formalizing the notion of strategy comparison within our

framework.

4.2.1 Comparing Partial Strategies

We now provide a method for comparing partial strategies in the presence of a context,

based on their input/output characteristics.

Definition 4.2.1 (Partial Strategy Comparison Framework)

For strategies o 4,0y, ag € X4 where 04 and o'y are conflictless with respect to ag,

we define Ug as the context strategy. The refinement relation o’y jgg o4 holds iff:

1. dom(19(ca,09)) = dom(30(c'y,09)), meaning o4 and o'y maintain identical

put domains relative to ag; and

2. ¥q € dom(J0(c4,09)), I0(c4,0%)(q) C JO0(c"y,09)(q), indicating o4 ensures

output containment within the characteristic of o'y.

When O'g is fixed, jog establishes a preorder over conflictless partial strategies.
While antisymmetry generally fails, we note that o/, < oG OA and o4 < o€ o'y collectively
imply JO0(c4,09) = J0(o’, O'g), equating their input/output characteristics.

We now remove the need to specify the context.

Definition 4.2.2 (Context-Free Strategy Comparison) Define the set of strate-

gic coverings as:

'y = {{UA,UE} CXy

04,09 are conflictless, A(oa,09) is p-free, }
)

I(oa,0%)-loopless, and qiy € dom(o 1)U dom(cq

For strategic coverings ya = {oa,09} and vy = {0'y,0} in Ta, we define the
relation y4 =0 714 iff J’A jog o4. The extended relation =< is then established as the

reflexive and transitive closure of <.
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This comparison mechanism induces a preorder over the space of strategic coverings.
While we have explicitly defined < for pairs {O’A,Ug}, its generalization to arbitrary
strategy tuples follows naturally through analogous constraints and is therefore omitted
for notational brevity.

So far we have introduced notions that allow for comparing strategic coverings. We
can now show that the relation of comparison indeed preserves enforceability. Intu-
itively, a stronger strategy (w.r.t. <) can achieve at least what the weaker one can. For

brevity, we write [-Jya = ag Woa for each y4 = {O’A,O'g} ely4.

Theorem 4.2.3 (On Substituting Strategies Kurpiewski et al.| (2019b)) Letya,v/, €
T4 be such that 'y = va. If qinit = ((JV4)EF'p, then also ginit = (Jva)F'p.

The proof can be found in Kurpiewski et al.| (2019b).

Let us illustrate the theorem with an example.

Example 4.2.4 Building upon Ezample and Fig. we introduce strategy a'g €
YA with dom(a’g) = {qinit} and U’g(q,—mt) = B. The refinement relations emerge as

follows:

o {09,0)} = {0G,04} holds via o, =oC 04 (established in Example ;

o {Ug’gA} =< {a’i,m} follows from aﬁ N U/g;

o Transitive closure yields {05, 0"y} < {o'S, o).
The strategic configuration {05, 04} (always evecuting C) refines {0'S, 04} (always
executing B) under <. Notably, B-dominated strategies guarantee p-enforcement from

Qinit even when qs remains unlabeled, demonstrating the robustness of context-free strat-

eqy dominance in achieving objective specifications.

4.2.2 Complexity

Definition 4.2.5 (Strict Contextual Dominance) For strategies o1 and o2, we de-

fine o1 <Ug o2 if o1 jog o9 holds while o9 jog o1 does not.

Definition 4.2.6 (Optimality) A strategy oy is optimal relative to context o€ if no

alternative strategy oo exists satisfying o1 <0§ o9.
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Theorem 4.2.7 (Optimality Complexity Kurpiewski et al.| (2019b)) The deci-
ston problem of determining whether a partial strategy is optimal for a given context
and 1CGS is co-NP-complete.

The proof establishes polynomial-time verifiability of counterexamples and reduces

from the complement of the 3-SAT problem [Kurpiewski et al.| (2019D).

4.2.3 On Independence of Components

This subsection establishes theoretical foundations for parallel strategy synthesis through
strategic covering decomposition. We formalize conditions enabling distributed compu-

tation of maximal strategies:

Definition 4.2.8 (Strategic Covering Decomposition) A strategic covering v4 =

{O‘%,O‘}L‘} admits parallel processing if two independent processes satisfy:

1. Each process i € {0,1} computes a mazimal strategy UZL’i such that af4 i;g JZM

. i+1 d2
relative to context affr ) mo

. . 1 2 . . . .o
2. The resulting covering v’y = {o'y"",0'y""} maintains dominance over the original

YA

In preorders, maximality requires that no strictly dominating element exists:

Definition 4.2.9 (Maximal Element) Element e in preorder T is mazimal iff Ve' €
E:ecéd=¢érCe

Strategic independence emerges when agent knowledge doesn’t overlap:

Definition 4.2.10 (Contextual Independence) Strategyoq € X4 is Ug—independent
iff Bq € dom(A(UA,ag)),q’ € dom(ag),a CA:qr~yq

The following lemma reveals critical properties of context transformations:

Lemma 4.2.11 (Contextual Independence Preservation Kurpiewski et al.| (2019b))
Let o4,0'y € Y4 be 0G- and oG™-independent strategies. If O(a§™) C O(c%) and
0';‘ jag oA, then 0'14 jagm o4 holds.

The proof demonstrates preorder invariance under context contraction Kurpiewski

et al. (2019b)). This result enables domain partitioning through common knowledge
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equivalence classes: when [dom(aA)]Ng and [dom(ag)]wg are disjoint, mutual inde-

pendence naturally follows. This decomposition pattern mirrors bisimulation-based

approximations in strategic logics |[Belardinelli et al.| (2017a)); Jamroga et al. (2017a).
The next theorem points to some sources of conflict between two strategies, leading

to a natural observation that a strategy can be safely replaced with a stronger one, if

the observed change is not visible outside of its domain.

Theorem 4.2.12 (Component-wise Comparison Kurpiewski et al.[| (2019b)) Let
4,7 € T4 be s.t. ya4 = {04,065} and v = {0}, 05™}. If both the conditions hold:

Cl 04 Z,c oy and {07, 0G} €T 4 and O(a}) C O(04),

C2 og =04 agm and {O’A,Ugm} €4 and Ug,dgm

are o 4,0’y -independent,

then v4 X7}

The proof constructs dominance preservation through domain-restricted strategy
strengthening and epistemic separation, leveraging Lemma to show preorder in-
variance under contextual modifications. See |Kurpiewski et al.| (2019b]) for full details.

This result formalizes conditions for strategy replacement in distributed synthesis:
component-wise strengthening preserves dominance when output containment and epis-
temic independence constraints are satisfied. The theorem enables decomposition-based
optimization analogous to bisimulation quotients in strategic reasoning frameworks Be-

lardinelli et al. (2017al).

4.2.4 Dominance-Based Depth-First Strategy Search: DominoDFS

The formal procedure for dominance-driven strategy synthesis is detailed in Algo-
rithm This recursive algorithm seeks to construct a strategy that satisfies p while
extending o4 from the initial state g;,;:. The algorithm operates under the invariant
that o4 remains p-free and initial state-loopless throughout execution.

Lines[IH§|implement a base case verification: when o4 is empty, the synthesis process
begins from g;,;:; otherwise, it identifies candidate states x where o4 fails to enforce
p (e, x € V(p)). If no such states exist, the current strategy is returned as a valid

solution.
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4.2 How to Exploit Strategic Dominance

Algorithm 1 Dominance-Based Strategy Synthesis (DominoDFS(c4, p, <4))

Input: o4 - a p-free and initial state-loopless partial strategy for agent A

p - target proposition to enforce

<4q¢ - heuristic preorder for action prioritization

Output: Extension of o4 enforcing p from initial state gz or ) if none exists

if 04 = 0 then
nxtstate < ginit {Initialization}

: else if there exists x € O(c4) such that x ¢ V(p) then

nxtstate < x {Strategy not yet winning, extension required}

else

return o4 {Strategy already enforces p}

end if

. candactions < da(naztstate)

: candactions.removeLoops(baseStrategy = o 4)
. if candactions = () then

return () {No valid extensions available}
: end if

. candactions.heuristicOrdering(=q¢)
: for each actn € candactions do

. candactions.removeDominatedStrategies(context = o 4)

solution < DominoDFS (o4 U {(nztstate, actn)}, p, <g¢)

if solution # 0 then

return solution
end if

: end for

: return @ {No winning extension exists}

The algorithm then collects candidate actions candactions from d a(natstate) (Line[d)),

followed by two critical pruning operations: removeDominatedStrategies eliminates

dominated actions relative to o4’s context (Line [L0), while removeLoops removes ac-

tions creating cycles (Line . Empty candactions after pruning indicates synthesis

failure (Lines [L12H14)).

Remaining actions are ordered by the heuristic preorder <g¢ (Line , with the

algorithm recursively evaluating extensions (Lines [17H22). The search proceeds in <g-

priority order, terminating upon finding the first valid extension or exhausting all candi-

dates. The implicit model structure follows the conventions established in prior sections

for notational brevity.
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4.3 Heuristics

While comparisons of input/output characteristics provide a sufficient condition for
maintaining goal-enforceability, simpler strategies are often more practical in imple-
mentation. We formalize simplicity through domain-specific heuristic preorders ZcompC
34 X X4, which may be naturally extended to partial strategies I'y. Three primary

approaches emerge:

1. Simple Reduction: Relies solely on the preorder =<, prioritizing strategies with

fewer actions and reduced branching factors.

2. Epistemic Heuristic: Compares cardinalities of exit state sets across partial
strategies (considering indistinguishable states), preferring strategies with smaller

exit sets (Jout(ca)| < |out(d’y)]).

3. Control Heuristic: Evaluates the number of non-controlled states within exits,

favoring strategies where exits contain fewer states not fully controlled by coalition
A.

A state ¢ is formally defined as controlled by coalition A if dygz 4(q) constitutes a

singleton set, indicating deterministic transition control by A.

4.4 Challenges and Lessons Learnt

The development of the forward-chaining strategy synthesis algorithm revealed crit-
ical challenges in handling epistemic classes and nondeterministic coalition dynam-
ics. Strategic backtracking emerged as indispensable for reconciling locally winning
strategies with global enforceability constraints, particularly when epistemic equiva-
lence across nodes necessitated synchronized adjustments in parallel branches. This
highlighted the inherent tension between local optimality and holistic strategy coher-
ence, requiring explicit mechanisms to propagate constraints across epistemically indis-
tinguishable states.

The vastness of the strategy space, even for models with hundreds of states, under-
scored the impracticality of exhaustive DFS. DominoDFS demonstrated that heuristic-

driven prioritization (e.g., minimizing branching factors or exit states) could mitigate
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combinatorial explosion, though trade-offs between computational efficiency and com-
pleteness remained. The co-NP-completeness of optimality verification (Theorem
further emphasized the need for approximations in real-world implementations.

The experimental evaluation of the proposed techniques across diverse benchmark
models is presented in Chapter [9]

Key lessons included:

1. Contextual independence (Definition 4.2.10) enables decomposition of strategy
synthesis into parallelizable components, mirroring bisimulation-based reductions

in strategic logics.

2. Input/output characteristics (Definition 4.2.1)) provide a robust framework for sub-
stituting partial strategies without compromising enforceability, as formalized in
Theorem 60.

3. Heuristics prioritizing output containment (e.g., control heuristics favoring deter-
ministic transitions) proved critical in balancing exploration depth and pruning

efficacy.

These insights align with prior work in strategic dominance and epistemic model
optimization Kurpiewski et al|(2019b), validating the theoretical underpinnings while

exposing practical limitations in scaling nondeterministic coalition reasoning.
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Strategy Optimization

Strategic optimization in multi-agent systems presents a critical challenge: balancing
the complexity of decision-making frameworks with the preservation of functional guar-
antees. This chapter explores methodologies to simplify winning strategies while ensur-
ing adherence to quality constraints, focusing on iterative refinement techniques that
reconcile computational efficiency with strategic coherence. The discussion spans two
primary paradigms: domination-based simplification and multi-criterial optimization,
each addressing distinct yet interconnected facets of strategic design.

Section generalizes the ideas presented in the previous chapters, and introduces
a foundational optimization procedure rooted in domination principles, where strate-
gies are restructured through ordered permutations of their components. This approach
prioritizes maximal strategic configurations under heuristic preorders, enabling paral-
lelizable simplification pathways. The theoretical underpinnings of this method empha-
size scalability, with structural properties that suggest natural extensions to distributed
implementations.

Section expands the framework to dual-objective optimization, addressing com-
peting goals such as outcome containment and action uniformity. The interplay between
these criteria—often arising from perfect information strategies—demands a prioritized
refinement hierarchy to resolve conflicts without compromising quality. The section
formalizes this tension and proposes mechanisms to navigate trade-offs systematically.

Finally, Section examines limitations in coalitional strategy synthesis, particu-
larly the breakdown of epistemic closure properties when transitioning from individual

to collective decision-making. Practical solutions are outlined to mitigate these chal-
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Algorithm 2 Strategic Covering Optimization Procedure

Require:Initial strategy v4 € I' 4, heuristic preorder =4, quality predicate p
Ensure:Optimized strategy 7\’ € I'4 satisfying y4(=2 N 25¢)7} and p(v'7)

1. for each m € Sym(v4) do
2: foreach1<i<|n| do

3 o’y ;+=SingleMax (m;, U, ; 7, 20
4 Update 7; := oXi

5:  end for

6: if p(m) then

7 return 7

8: end if

9:

end for

lenges, balancing theoretical rigor with computational feasibility. The chapter concludes
by highlighting opportunities for future work, including dynamic criterion weighting and
coalition-aware refinements.

Throughout, the focus remains on anytime guarantees and pragmatic adaptability,
ensuring utility even for models exceeding standard verification thresholds. The fol-
lowing sections elaborate on these paradigms, emphasizing modularity and theoretical
consistency in strategic design.

The content of this chapter is based on the following papers:|[Jamroga and Kurpiewski

(2023); Kurpiewski et al.[(2019b).

5.1 Domination-Based Optimization

We evaluate our strategic optimization framework through iterative simplification of
winning strategies while maintaining quality constraints. The procedure formalized in
Algorithm |2 operates under quality predicate p, where p(+'f') characterizes acceptable
strategic configurations.

For any strategy y4 € I'a, let Sym(v4) represent the set of all ordered rearrange-
ments of its components. Strategic coverings 7'y’ may contain variable numbers of ele-
ments, with 7; denoting the i-th component in permutation 7. Strategic permutations

are treated as mutable vectors for computational purposes.
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The optimization mechanism employs an auxiliary function SingleMax (o), Jg, =5
), which computes a maximal strategy o'} satisfying {0”4,0G} <N =g {o7},05}. This
function’s nondeterministic nature allows alternative optimization paths, while exhaus-

tive implementations could explore complete maximal strategy spaces.

Proposition 5.1.1 (Parallelization Potential) The outer loop iterations[IH9 are mu-
tually independent and thus amenable to parallel exzecution. Under the conditions estab-
lished in Theoreml[{.2.17, the inner loop[3{J] supports concurrent processing of component-

wise optimizations.

These structural properties suggest promising avenues for distributed implementa-

tion optimizations, which we intend to investigate in subsequent work.

5.2 Multi-Criterial Domination

Unlike the single-criterion optimization in Section focusing exclusively on outcome
set tightness, our current approach introduces two orthogonal optimization dimensions:
action uniformity and strategic tightness. This dual-objective formulation originates
from the distinct nature of our initial strategic configurations, which derive from per-
fect information strategies rather than partial strategies. Consequently, our algorithm
operates on strategic coverings that may exhibit multiple conflicts, necessitating si-
multaneous optimization across both dimensions to ensure effective simplification while

preserving quality constraints.

5.2.1 Abstract Template

Given agent a’s partial strategies o1, 09 defined over a shared epistemic class [¢], (i.e.,
dom(o1),dom(c2) C [q]s for some g € St), we formalize a dual-criteria domination

framework. The strategic space under consideration is denoted X, containing all relevant

partial strategies.

Definition 5.2.1 ((Cy, C2)-Domination Relation) For criteria Ci,Co with associ-
ated total orders <¢, on X, define strict orders <e,==e, \(=Z¢,) L. Strategy oo (C1, Ca)-
dominates o1 iff:

01 <, 02 and o1 jGQ 09
This requires strict improvement on primary criterion C1 while maintaining non-inferiority

on secondary criterion Cs.
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Definition 5.2.2 (Domination Hierarchy) For 09,0} € ¥ both (Cy, C2)-dominating
o1, we say oy better dominates o1 iff o <e, o2. Notably, this does not imply oo
dominates oy, as oo might exhibit ol <e, 0.

A strategy oo best dominates o1 under (C1,Ca) iff it dominates o1 and no other
strategy in X better dominates o1. The set of best dominating strategies is denoted

Besteheg (01) .

5.2.2 Outcome- and Uniformity-Dominance

We formalize domination criteria over partial strategies o1, 09 sharing a common in-
put domain In C dom(o1),dom(o2). Let Reach(In,o;) denote reachable states from
In under oy, and define RDom(In,o;) = dom(o;) N Reach(In,o;) as the domain of

relevance—excluding unreachable states irrelevant for conflict analysis.

Definition 5.2.3 (Outcome Criterion O(In)) The outcome-based ordering o1 <o (m)
o9 holds iff Reach(In,o9) C Reach(In,o1), i.e., oo exhibits tighter outcome containment

than o1.

Definition 5.2.4 (Uniformity Criterion U(In)) For strategy oy, let Conflicts(In,o;) =
{(q,q') € Q% | 04(q) # 0i(q")} denote its conflict set over reachable states Q = RDom(In,o;).
Then o1 Zy(m) o2 iff Conflicts(In,o9) C Conflicts(In,o1), requiring oo to resolve at

least as many conflicts as o1 within their relevant domains.
Definition 5.2.5 (Bi-Criteria Domination) A strategy oa:
1. outcome-dominates oy iff (O(In), U(In))-domination holds
2. uniform-dominates oy iff (U(In), O(In))-domination holds
The concepts of better/best outcome-domination and uniform-domination follow directly
from Definition [5.2.9
5.2.3 Algorithm Overview

In this section, we propose an algorithm for strategy synthesis, as described below.

Proposition 5.2.6 (Prioritized Optimization Framework) Our synthesis algorithm

follows a two-phase approach:

1. First, construct a winning perfect information strategy o (if exists) through stan-

dard model checking procedures
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Algorithm 3 Strategic Synthesis Framework
Generate the model M

Construct a winning perfect information strategy o

if & does not exist then
return false
end if
Extract ordered information sets 8 = {(¢,Q;)}!"_; from M { o
fort=1tondo
Derive partial strategy o; = |q,
In; := Q; N Reach(Reach(Qo,7) \ Qi, 7\ 03)
RDom; := Q; N Reach(In;,o;)
Out; := Reach(In;,0;) \ Q;
Conflicts; := Conflicts(RDom;, o;)
end for
Initialize partial strategy list PStr < {0},
return PStr

2. Then, iteratively refine o using the dominance hierarchy from Section pri-

oritizing uniformity-dominance over outcome-dominance

The process terminates at fizpoint (no further improvement) or upon timeout. The

resulting strategy is validated for uniformity compliance before finalization.

This dual-phase execution ensures strategic simplification while maintaining quality
constraints through its prioritized optimization sequence. The anytime property guar-
antees termination with a valid strategy PStr within finite computation bounds, even
for models exceeding standard verification thresholds.

We will now define our procedure in more detail.

Definition 5.2.7 (Input Specification) The algorithm accepts a triple (M, q, {(a)Fo)

as input:
o Model M with state space St
e [Initial state g € St
e Temporal formula (a)Fp requiring verification

The initial epistemic class is defined as Qy = [q]~,, representing all states indistinguish-

able to agent a at system initialization.
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Algorithm 4 [terative Bi-Criteria Optimization

repeat
OldPStr < PStr
fori=1tondo
repeat
OldPStr; < PStr(i)
if Jo that uniform-best dominates PStr(i) in In; then
Update o; < ¢ and recompute RDom;, Out;, Conflicts;
end if
if Jo that outcome-best dominates PStr(i) in In; then
Update o; < ¢ and recompute RDom;, Out;, Conflicts;
end if
until PStr(i) = OldPStr;
end for
Reconstruct ¢ from updated PStr
for each j # i do
Update Inj; < Q;j N Reach(Reach(Q0,7) \ Q;, 7 \ o)
end for
until timeout or PStr = OIldPStr
return PStr

Definition 5.2.8 (Data Structures) The implementation utilizes three core data struc-

tures:

1. Model representation M with transition dynamics

2. Information set hierarchy B8 = {(i, Q;)}ieny where each Q; forms an equivalence

class under ~y

3. Partial strategy containers (i, o;, In;, RDom;, Conflicts;, Out;) with:

e i: info set identifier

e 0, action mapping restricted to QQ;

e In;: input states from Reach(Qp,o) \ Q;

e RDom;: domain of relevance Q; N Reach(In;, o;)
Conflicts;: conflict set {(¢q,q') € RDom? | 0;(q) # 0:(¢')}
Out;: output states Reach(In;, o0;) \ Q;
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5.3 Coalitional Strategies

The procedural core comprises Algorithms [3| (strategy synthesis) and W (iterative
optimization). Algorithm 3| first attempts to construct a winning perfect information
strategy ¢ via model checking. If successful, it performs depth-first traversal of the
pruned model M & to extract ordered information sets 8 = {(i, Q;)}!_;, where each
Q; corresponds to an epistemic equivalence class under ~,. Subsequently, the algorithm
decomposes @ into partial strategies o; = 7|g,, preserving the information set ordering.

Algorithm [4] executes cyclic optimization over partial strategies PStr:
1. Tterates through & in established order

2. Applies uniformity-dominance before outcome-dominance to each o;
3. Recomputes In;, RDom;, Out;, Conflicts; after each update

The process terminates at convergence (PStr = OIldPStr) or timeout. Strategic up-
dates follow the prioritized dominance hierarchy from Section ensuring quality

preservation.

Proposition 5.2.9 (Anytime Strategic Refinement) The procedure guarantees gen-
eration of a wvalid strategy PStr within bounded computational resources. This out-
performs conventional methods |Busard (2017); |Busard et al| (2015]); |Jamroga et al.
(2019a); |Kurpiewski et al| (2019b); |Lomuscio and Raimondi (2006); |Lomuscio et al.
(2017); |Pilecki et al. (2017), which often fail to produce results for non-trivial models

despite exhaustive resource allocation.

5.3 Coalitional Strategies

Our current focus on individual strategies stems from fundamental limitations in
coalition-based synthesis. The methodology naturally extends only to singleton coali-
tions due to the epistemic closure requirement: while information sets for single agents
maintain indistinguishability closure, coalitional unions typically violate this property.

Two approaches were considered:

Proposition 5.3.1 (Common Knowledge Closure) Extending to coalitions via com-
mon knowledge neighborhoods K a(q) would ensure epistemic closure, but practically

leads to computational intractability as Ka(q) often equals the complete state space.
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Algorithm 5 Agent-Wise Strategic Refinement
OldPStr < PStr
for i =1 to |B| do
repeat
OldPStr; < PStr(i)
if Jo that uniform-best dominates PStr(i) in In; then
Update o; < ¢ and recompute RDom;, Out;, Conflicts;
end if
if Jo that outcome-best dominates PStr(i) in In; then
Update o; < o and recompute RDom;, Out;, Conflicts,
end if
until PStr(i) = OldPStr;

end for

Reconstruct ¢ from updated PStr
for each j # i do
Update Inj < Q; N Reach(Reach(Qy,5)\ Qj, 7 \ 0})
end for
return PStr

Proposition 5.3.2 (Alternating Optimization) Algorithm[6instead implements agent-
wise opltimization through alternating strategic refinement (Algorithm@). This preserves
the prioritized dominance hierarchy while enabling coalition analysis through iterative

agent-specific improvements.

The presented framework generalizes our synthesis methodology to arbitrary coali-
tions A, balancing epistemic requirements with computational feagibility through its

alternating optimization structure.

5.4 Challenges and Lessons Learnt

The exploration of strategic optimization frameworks revealed critical limitations in
extending our methodology to coalitional settings. A direct generalization of single-
agent epistemic closure properties to multi-agent coalitions A proved infeasible due
to the breakdown of indistinguishability guarantees. Specifically, unions of individual

information sets @Q; U Q; (for agents a;,a; € A) often fail to maintain the epistemic
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Algorithm 6 Coalitional Optimization Framework

repeat
OldPStr « PStr
for each a € A do
PStr < optimize _once(PStr)
end for
until timeout or PStr = OIldPStr

return PStr

closure required for conflict resolution, rendering traditional coalition-based synthesis
approaches ineffective.

Two key challenges emerged during this investigation:

1. Computational Intractability in Common Knowledge Closure: Proposi-
tion demonstrates that enforcing epistemic closure through common knowl-
edge neighborhoods K 4(q) typically collapses to the full state space St, eliminating
the practical benefits of partial information strategies. This aligns with findings
in distributed verification literature where global knowledge assumptions lead to

exponential complexity blowups.

2. Conflict Between Dominance Criteria: The dual-objective optimization frame-
work (Definition introduces tension between outcome tightness and action
uniformity. While prioritizing uniformity-dominance (Proposition resolves
this hierarchy, it requires careful balancing to avoid sacrificing strategic effective-

ness for simplification gains.
Our resolution to these challenges yielded three significant lessons:

e Alternating Optimization Enables Coalition Scalability: Algorithm’s [f]
agent-wise refinement loop (Algorithm [5)) circumvents epistemic closure violations
by treating coalitions as iterative consensus builders rather than unified decision-
makers. This approach maintains computational feasibility while approximating

coalitional behavior.

e Anytime Properties as Practical Guarantees: The framework’s anytime

nature (Proposition [5.2.9)) ensures usability even for models exceeding verification
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thresholds. This contrasts sharply with conventional methods that fail entirely

when resource bounds are exceeded.

e Strategic Trade-offs Are Inevitable: The dominance hierarchy formalized
in Definition forces explicit prioritization of optimization criteria. In prac-
tice, this revealed that outcome-dominance often requires reintroducing complex-
ity that uniform-dominance had previously eliminated, highlighting the need for

domain-specific weighting of C; and Cj.

This chapter underscores the necessity of pragmatic approximations in strategic
synthesis, particularly when reconciling theoretical epistemic requirements with real-
world computational constraints. Future work will explore dynamic criterion weighting

and hybrid symbolic-explicit model representations to further bridge this gap.
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Reducing the State-Space

Model checking multi-agent systems often confronts the computational burden of state-
space explosion, where the exponential growth of possible system states renders ex-
haustive verification infeasible. This chapter explores methodologies to mitigate such
complexity through abstractions and reductions that balance scalability with logical
fidelity. By simplifying the representation of states, actions, and transitions, these
techniques aim to preserve critical strategic and temporal properties while discarding
redundant or non-essential details.

The chapter is structured into three core parts. First, we examine abstraction
frameworks that cluster concrete states and actions into equivalence classes, enabling
the derivation of abstract models that approximate strategic capabilities of agents or
coalitions. Second, we investigate partial-order reduction (POR) strategies, which ex-
ploit independence and invisibility of transitions to dynamically prune the state space
without compromising verification outcomes. Finally, we conclude by pointing out en-
countered challenges and lessons learnt.

A central theme is the trade-off between precision and computational tractability.
While abstractions usually introduce approximation, their formal guarantees ensure that
verification results remain sound within bounded contexts. Similarly, POR techniques
leverage structural properties of systems to avoid redundant exploration of equivalent
execution paths. Through theoretical analysis and domain-specific applications, this
chapter illustrates how these methods address complexity while maintaining rigorous

alignment with the original system’s behavior.
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The content of this chapter is based on the following papers: Jamroga et al.| (2019a,
2022D)).

6.1 Combining Fixpoint Approximation and Abstraction

Abstraction (Clarke et al.| (1994)); Cousot and Cousot| (1977) constitutes a pivotal tech-
nique for mitigating computational complexity in model checking by reducing the state
space through state and action clustering. This methodology partitions the concrete
model’s states into equivalence classes that define the abstract model’s state space,
while concurrently aggregating analogous concrete actions into abstract counterparts.
Within temporal logic verification, may/must abstractions Bruns and Godefroid (1999);
Godefroid and Jagadeesan (2002) employing three-valued semantics demonstrate par-
ticular efficacy: may abstractions preserve existential path quantifiers while system-
atically underapproximating universal properties by introducing additional execution
paths, whereas must abstractions conversely maintain universal properties at the ex-
pense of existential overapproximation. Both approaches, while capable of yielding
definitive verification outcomes under favorable conditions, typically produce bounded
approximations that may remain inconclusive.

The conceptual symmetry between these model transformation techniques and fix-
point approximations (Chapter |3|) reveals an opportunity for synergistic integration. We
formalize a novel abstraction framework for ATL;; inspired by three-valued abstraction
methodologies for strategic reasoning in concurrent games B. and Lomuscio| (2017); Ball
and Kupferman|(2006), and demonstrate its compatibility with existing fixpoint approx-
imation strategies. This dual-approximation paradigm enables simultaneous model and
formula transformation while maintaining consistent bounding properties, culminating

in an enhanced verification methodology subjected to rigorous empirical evaluation.

6.1.1 State and Action Abstraction for ATL;,

We present a semi-formal characterization of the abstraction framework for strategic
reasoning, comprising two dual constructions: the lower abstraction .Aﬁ(M) and upper
abstraction AY (M) of a model M with respect to agent coalition A. These abstractions

systematically underapproximate and overapproximate the strategic capabilities of A
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respectively, while eliminating non-coalition agents through nondeterministic encapsu-
lation of their behaviors.

The abstractions are derived from an abstraction generator A = (Ag, Aac), where:
o Ag: St — AL(St) partitions concrete states into abstract equivalence classes

o Ay : Act — AL(Act) defines action renaming/mapping between state spaces

Lower Abstraction (AL (M)):

e Valuation: Proposition p holds in abstract state g iff p holds in all ¢’ € § (pes-

simistic interpretation)

e Observational Equivalence: Abstract states ¢ ~ @2 iff 3¢) € q1,3¢, € ¢ with
q) ~ gy in M

e Protocol Construction: For each g, collect actions present in all protocols of con-

crete states ¢' € Uz 7', then apply Aac

e Transition Semantics: @ € A%(M) satisfies ¢ = o(qi,an,...,ap)) iff 3 €
41,392 € @2 in M with go = o(q1, a1, ..., 4)), establishing existential path quan-

tification

Upper Abstraction (A4 (M)):

e Valuation: Proposition p holds in ¢ iff p holds in some ¢’ € g (optimistic interpre-

tation)
e Observational Equivalence: q1 ~ @2 iff Yq| € q1,V¢5 € g2 we have ¢ ~ ¢} in M

e Protocol Construction: For each @, aggregate actions from any protocol of concrete

states ¢' € Uz.7¢; then apply Aac

e Transition Semantics: ¢ = 0(q1,01,...,04]) in AY (M) iff Vg1 € @1,3¢2 € &
in M such that g2 = o(q1,1,...,a)4)) after renaming, enforcing universal path
quantification

This framework systematically preserves the fundamental approximation properties
of may/must abstractions while extending them to strategic reasoning contexts, with

formal guarantees established in Section through a representative example.
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6.1.2 Approximation Semantics for ATL; in Abstract Models

We formalize the abstraction framework’s transformation of iCGS models to establish
systematic underapproximation and overapproximation guarantees for strategic abili-
ties. For any coalition A, the lower abstraction AL (M) conservatively restricts strate-
gic capabilities by enforcing universal satisfaction of atomic propositions and existential
path preservation, while the upper abstraction AX(M ) expansively generalizes abilities

through optimistic proposition valuation and universal path inclusion. This ensures:

AZM),q F (A)y = M,q = (A)y = AL(M),q = (A)y

for formulae ((A))y without nested strategic modalities.

The extension to full ATL;, requires careful treatment of negation through strategic
tagging. We recursively annotate subformulae with superscripts L or U, determining

their evaluation context:

e Strategic modalities ((A)). inherit tagging direction: <<A>>1f in A% (M), <<B>>1(r] in
AL (M)

e Atomic propositions p receive independent tags: plU for optimistic valuation, p%

for pessimistic valuation

U L

e Negation flips tags: ~¢” = —V, ~pV = —p

This mechanism enables hybrid evaluation of nested modalities. For instance:
(ANEF-(B)Y G(pY A —ph)

demonstrates how alternating approximations maintain sound bounds through tag prop-
agation. Atomic propositions remain agnostic to coalition-specific abstractions, permit-
ting interpretation in A@U (M) and ﬂé(M ) without loss of generality.

The lower abstraction tagging TRy(-) is defined through recursive transformation
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of ATL;, formulae:

TRy(p) = p* (pessimistic proposition valuation)
TRL((A), ) = <<A))lf TRL(p) (conservative strategic capability)
TRL(—p) = TRy (p) (negation-induced approximation flip)
TRL(p A1) = TRr(p) N TRL(¥) (conjunction preservation)
TRL(Xp) = XTRL(p) (temporal operator compatibility)
TRL(Gy) = GTRL(p) (universal path quantification)
TRL(v Ug) = TRL(v) U TRL(p) (fixed-point operator consistency)

This recursive scheme ensures systematic approximation bounds by maintaining mono-
tonicity across logical operators. The corresponding upper abstraction tagging TRy (+)
follows symmetric rules with dual valuation principles, enabling rigorous hybrid evalu-
ation of arbitrarily nested strategic formulae.

The upper abstraction tagging TRy (-) follows a symmetric recursive structure with

dual valuation principles:

TRy (p) = pY (optimistic proposition valuation)
TRy({A),») = <<A))1[r] TRy () (expansive strategic capability)
TRy (—p) = - TRL(p) (negation-induced approximation flip)
TRy(p AY) = TRy () N TRy (¥) (conjunction preservation)
TRy (X¢) = XTRy(p) (temporal operator compatibility)
TRy (Gy) = GTRy(y) (universal path quantification)
TRy(y Uy) = TRy(¢¥) U TRy(¢)  (fixed-point operator consistency)

This dual tagging mechanism completes the formalization of three-valued strategic rea-
soning, ensuring complementary approximation bounds through mutual recursion be-
tween TRy (-) and TRy (-). The framework guarantees sound hybrid evaluation of arbi-
trary ATL;, formulae with precise quantification of strategic abilities.

We formalize the three-valued semantics through dual satisfaction relations =" and
=Y, defined over the family of abstracted models M% = AG(x, A)(M) for all z € {L,U}
and A C Agt. For tagged formulae ¢*, the semantical clauses extend the standard
ATL;, interpretation (Section as follows:
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MY, qEp” < M5,gEDP (proposition tagging consistency)
MY.qE (B)re & Mg, G (B), ¢  (strategic modality projection)

This formulation ensures that:

1. The lower abstraction M j enforces universal quantification over concrete states

for proposition verification

2. The upper abstraction Mg applies existential quantification for proposition sat-

isfaction

3. Strategic modalities maintain approximation directionality through explicit model

projection
4. Tag propagation preserves logical structure across Boolean and temporal operators

The interplay between abstraction transformers AG(z, A) and tagged formulae -* estab-
lishes a rigorous framework for bounded strategic reasoning with guaranteed soundness
properties.

We formalize the bounded satisfaction relations for three-valued strategic reasoning:

M,q =R ¢ & M@L,As(q) = TRL(v) (lower abstraction semantics)

M,q =Y ¢ & M@U,Ag(q) E TRy(v) (upper abstraction semantics)

This formulation establishes strict correspondence between concrete model satisfaction
and abstracted evaluations, where Ag denotes the state abstraction mapping induced
by A.

Theorem 6.1.1 (Approximation Soundness Jamroga et al. (2019a))) For any ATL;,
formula ¢ and state q in i1CGS M:

MqgE'e = MagEe = MqEYy

This theorem guarantees that the lower abstraction provides a sufficient condition for
formula satisfaction, while the upper abstraction establishes a necessary condition. The
proof follows from the preservation of logical structure under abstraction transformers

and is detailed in \Jamroga et al.| (2019a)).
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6.1.3 Generalized Approximation Semantics: Combining Approxima-
tion on Models and Formulae

We have presented two methods of approximating the output of model checking for
formulae of ATL;.. One transforms formulae into ones that provide a lower and an
upper bound on the truth value of the original formula. The other one, discussed in the
preceding subsections, produces analogous transformations of models. Here, we point
out that both methods can be combined in a straightforward manner. We formalize
the integration of formula- and model-based approximations through extended strategic

tagging mechanisms. The lower abstraction tagging TRy (-) now incorporates:

TRL({A)*¢) = (A)*" TR.(p)

TRL(Z

conservative steadfast operator)

Z fixpoint variable preservation)

) = (
)= (
TR (uZ.p) = nZ.TRL(p) (monotonic fixpoint distribution)
)= (

TR (vZ.p) =vZ.TRL(p) co-monotonic fixpoint distribution)

with symmetric definitions for TRy (). The semantical interpretation extends to:
o MY,k (B)*"p & ML, G (B)*p  (strategic steadfast consistency)

This hybrid framework systematically preserves approximation bounds across arbitrary
nested strategic modalities and fixed-point constructs, enabling seamless integration
with AEuC verification procedures.

Now, the result of Theorem [6.1.1] can be extended to the combination of abstraction

and fixpoint approximation:

Theorem 6.1.2 (Combined Approximation Soundness Jamroga et al. (2019a)))
For any ATLy;, formula ¢ and state ¢ in i1CGS M, the hybrid approximation framework

guarantees:

M,qE" TR(¢) = M,qE¢ = MqEY TRy(p)

This result demonstrates that simultaneous formula transformation and model abstrac-
tion preserve the stratified approximation bounds established in Theorem [6.1.1l The
lower abstraction TRy (¢) provides a sufficient condition for ¢ to hold in the concrete

model, while the upper abstraction TRy (¢) establishes a necessary condition. The
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interplay between fixpoint approximation and strategic tagging ensures rigorous sound-
ness across arbitrary combinations of nested modalities and epistemic constraints. The

proof can be found in Jamroga et al.| (2019a).

6.1.4 Lower and Upper Abstractions for the Bridge Model

A natural abstraction commonly employed by human players involves disregarding the
ranks of cards below a specified threshold R. Under this framework, players retain
explicit knowledge of both rank and suit for cards at or above R, while only suit infor-
mation is preserved for cards below R. For instance, when R = J and a player holds
MAKI2 {10 &J653, the abstraction yields 8WAKzx $x dJrxa, where z denotes a low
card of indeterminate rank. Similarly, an opponent’s play of {8 would be represented
as Oz in the abstracted model. This methodology establishes a scalable family of ab-
stractions for any bridge endplay model M, enabling dynamic adjustment of granularity
through parameter 7.

Formally, the abstraction is defined via a family of deck simplifiers simpl,. : Deck,, —

Deck, for 1 <r < n, given by:

k; t f k > — 1’
simpl,((rank, suit)) = (rank, suit)  frank>mn =y +
(n —r 4 1,suit) otherwise.

Here, the top r — 1 ranks are preserved, while lower ranks are clustered into a single
equivalence class. For r = 1, all ranks collapse to a single class; for r = n, the original

deck structure remains unchanged.

The abstraction generator A" = (A%, A”;.) operates as follows:

o AS((hands, tricks, next,board, lead, history, clock, suit)) =

(simpl,(hands), tricks, next, simpl,(board), lead, simpl, (history), clock, suit),
o A’ .(c) = simpl,(c) for card actions c,
o A" .(wait) = wait for non-card actions.

This formulation ensures consistency between state and action abstractions while main-

taining computational flexibility.
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6.2 Partial-Order Reductions

Partial order reduction (POR) is a state space minimization technique originating nearly
three decades ago. The method dynamically selects a representative (i.e., provably
sufficient) subset of enabled transitions during system unfolding, grounded in transition
equivalence relations. This approach avoids explicit construction of the potentially
intractable full state space model, enabling scalable verification.

POR frameworks have been rigorously developed for various Linear Temporal Logic
(LTL) and Computation Tree Logic (CTL) variants, including temporal-epistemic ex-
tensions. A significant advancement demonstrated in |[Jamroga et al.| (2018b) extended
the LTL-based reduction mechanism to the strategic logic sATL* without altering
computational complexity, thereby broadening its applicability to multi-agent system
verification. Subsequent work |[Jamroga et al.| (2020a)) confirmed the adaptation’s valid-
ity under the revised AMAS execution semantics, which we formally incorporate in our

theoretical framework.

6.2.1 Conceptual Machinery

We first recall the concept of stuttering equivalence. Intuitively, two paths are stutter-
ing equivalent if they can be divided into corresponding finite segments, each satisfying
exactly the same propositions. If all states in corresponding segments are also indistin-

guishable for agents ¢ € J, then we say the paths are J— stuttering equivalent.

Definition 6.2.1 ((J-)stuttering equivalence) Paths 7, 7' € IIj1(q) are stuttering
equivalent, denoted m =5 ', if there exists a partition By = (w[0],...,w[i; — 1]), By =
(mli1], ..., wlia—1]), ... of the states of 7, and an analogous partition By, By, ... of the
states of ', s.t. for each j > 0: Bj and B} are nonempty and finite, and V(q) N PV =
V(q') N PV for every q € Bj and ¢’ € B.

If m =5 7', and additionally it holds that ¥j >0 Vq € Bj,q € B : q~; ¢, then

—J .

paths ™ and 7' are J-stuttering equivalent, denoted m =2

States q and ¢' are stuttering path equivalent (resp. J-stuttering path equivalent ),

denoted q =, ¢’ (resp. q = ¢'), iff for every path m starting from q, there is a path 7'
r—J

starting from ¢’ such that ©' =5 w (resp. @ =2 ), and for every path @ starting from

q, there is a path w starting from q such that ™ =5 © (resp. 7 E;] 7).

Models M and M’ are stuttering path equivalent (resp. J-stuttering path equiva-
lent ), denoted M =4 M’ (resp. M = M’), iff they have the same initial states, and

103



6. REDUCING THE STATE-SPACE

for each initial state v; € T and each path 7 € Wy(1;), there is a path © € My (1;) such

that T =5 7' (resp. ™= 7).

The POR algorithm uses the notions of invisible and independent events. Intuitively,
an event is invisible iff it does not change the valuations of the propositions. Two
events are independent iff at least one is invisible and they are not in the same agent’s

repertoire. We designate a subset of agents A C A whose events are visible by definition.

Definition 6.2.2 (Invisibility and independence of events) Let M = IIS(S,I),
and A C A. An event o € Euvt is invisible wrt. A and PV if Agent(a) N A =0 and for
each two global states q,q' € St we have that ¢ = ¢' implies V(q) NPV =V (¢ )N PV.
The set of all invisible events for A, PV is denoted by Invisa pv, and its closure, i.e.
the set of visible events, by Visa py = Evt \ Invisag py.

The notion of independence Indapy C Evt x Evt is defined as: Indapy =
{(a,d)) € Evt x Evt | Agent(a) N Agent(o/) = 0} \ (Visa py x Visg py). Events
a,a’ € Evt are called dependent if (o, ') & Inda py. If it is clear from the context,
we omit the subscript PV .

The reduced model (or submodel) M’ C M obtained with POR extends the same
AMAS S as M = IIS(S,I). In particular, we have St' C St, I = I', T is an extension
of T', and V! = V|gp. Note that, for each ¢ € St’, it holds that Iy (¢) C I (q).

M’ is generated by modifying the standard DFS,so that for each ¢, the successor
state q such that ¢ = ¢ is selected from E(q) U {€} such that E(q) C enabled(q) \
{e}. That is, the algorithm always selects €, plus a subset of the enabled events at g.
This modified DFS is called for each initial state of the model, and we have II;, =
Uyer Harr (). The conditions on the heuristic selection of E(q) given below are inspired
by |[Jamroga et al.| (2018b]).

C1 Along each path 7 in M that starts at g, each event that is dependent on an event
in E(q) cannot be executed in 7 without an event in F(q) being executed first in
7. Formally, Vrr € TI3/(q) such that m = goapqrav ... with g9 = ¢, and Vb € Euvt
such that (b, c) ¢ Inda for some c € E(q), if oy = b for some ¢ > 0, then a; € E(q)

for some j < 1.

C2 If E(q) # enabled(q) \ {€}, then E(q) C Invisa.
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C3 For every cycle in M’ containing no e-transitions, there is at least one node ¢ in the

cycle for which E(q) = enabled(q) \ {€}, i.e., all the successors of ¢ are expanded.

Submodel M’ C M generated with this algorithm satisfies property 4 Jamroga et al.
(2020al):

VJAEZK VLZ'EIVWGOUt]w(Li,UA) El7r’€0utM:(Li,0A) 7TEs7T/.

6.2.2 POR for sATL*K

We observe that the algorithm for sATL* Jamroga et al.| (2018bl |2020a) can be applied
also to formulae that include the knowledge operator (in subformulae of the form Kiyp),
provided that J C A. That is, any agents in these epistemic subformulae are added to

the set A C A that parametrises the relations of invisibility and independence.

Theorem 6.2.3 (Jamroga et al.| (2022b)) Let J C A C A, M = IIS(S,I), and let
M’ C M be the reduced model generated by DFS with the choice of E(q') for ¢ € St/
given by conditions C1-C3. Then, for any starting state ; € I and any sATL*K
formula o over PV that refers only to coalitions A C A, we have that M, i; E o iff

M = .

6.2.3 POR for “Subjective” Semantics of Ability

Moreover, the reduction scheme remains applicable in the subjective semantics of strate-

gic ability.

Theorem 6.2.4 (Jamroga et al.| (2022b))) Let AC AandI; = IU{g € St |3,c1: ¢ ~ L}
That is, the set of initial states is comprised of previously designated subset o C St, plus

all states indistinguishable from those in v for agents in coalition A. Let M = IS(S, 1),

and let M’ be the reduction of M generated by POR using conditions C1-C38 for the

choice of ample sets. Then, for any starting state 1; € I1; and any sATL*K formula ¢

over PV that refers only to coalition fl, we have that M, v; s ¢ iff M Es e.

6.3 Challenges and Lessons Learnt

The integration of fixpoint approximation and three-valued abstraction for strategic
reasoning in ATLir introduced multifaceted challenges that required both theoretical

rigor and practical ingenuity. This section synthesizes the obstacles encountered during
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the framework’s development and its empirical validation across domaing like Bridge
endplay analysis, alongside the critical insights gained. By dissecting these challenges,
we uncover the strengths and limitations of hybrid verification methodologies that com-
bine model reductions with formula transformations, offering actionable strategies for
mitigating state-space complexity in multi-agent systems.

The experimental evaluation of the proposed techniques across diverse benchmark

models is presented in Chapter [9]
Challenges

e Preservation of Logical Structure: Maintaining monotonicity and duality
across Boolean /temporal operators while integrating fixpoint approximations with
three-valued abstraction required rigorous formalization to avoid logical inconsis-
tencies (as highlighted in Theorem [6.1.2)).

e Scalability of Hybrid Evaluation: Simultaneous model and formula transfor-
mation introduced computational overhead, particularly in handling nested strate-

gic modalities with alternating tags 7% and Y.

e Abstraction Granularity vs. Precision: The Bridge model abstraction (Sec-
tion[6.1.4]) revealed a trade-off between reducing state-space complexity via simpl,

and retaining critical strategic information (e.g., card ranks above threshold R).

e Negation Handling in Strategic Tagging: Ensuring sound propagation of
negation-induced tag flips (—p” = —=¢Y) across arbitrary nesting of modalities

demanded careful alignment with the three-valued semantics.

e Dynamic Coalition Adaptation: Extending partial-order reductions (POR) to
subjective semantics of ability (Section[6.2.3)) required redefining stuttering equiv-
alence for indistinguishable states under coalition-specific observational equiva-

lence.

Lessons Learnt

e Synergy of Dual Approximations: The combination of fixpoint-based for-
mula approximations and abstraction-based model reductions proved more ef-
fective than standalone methods, as demonstrated by the stratified bounds in
Theorem and Theorem
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e Tagged Formulae as a Unifying Mechanism: Strategic tagging (7%, V) en-
abled systematic hybrid evaluation of ATL;, formulae, preserving approximation

guarantees even with nested epistemic constraints.

e Agent-Centric POR Limitations: While POR preserved J-stuttering equiva-
lence (Definition [6.2.1)), its applicability to multi-agent systems hinged on restrict-
ing visible events to coalitions of interest (A C A), as formalized in Theorem

e Formal Guarantees Require Contextual Adaptation: Theoretical sound-
ness of abstractions (e.g., M ﬁ,Mg) could not be universally applied without

domain-specific adjustments to the abstraction mappings (A°,.A4°).
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Modelling the Real World

The formal verification process, particularly in domains requiring critical property vali-
dation such as receipt-freeness in electronic voting protocols, necessitates two fundamen-
tal components: (1) precise logical formulation of the target property and (2) rigorous
specification of the computational model. While temporal logic formula construction
provides a formal framework for property verification, model generation constitutes a
more intricate challenge due to the absence of automated translation mechanismns from
system specifications to formal computational models like concurrent game structures
(CGS). This manual specification process typically requires domain expertise and care-
ful abstraction of system components.

Key considerations in model design include:

e Abstraction adequacy: Determining whether the model captures essential agent
behaviors, interaction protocols, and epistemic states relevant to the verification

task.

e Semantic fidelity: Ensuring accurate representation of system constraints and

operational parameters.

o Computational tractability: Balancing model complexity against verification algo-

rithm performance to avoid state-space explosion issues.

These challenges highlight the inherent tension between model expressiveness and
analytical feasibility. Over-abstraction risks omitting security-critical behaviors, while

excessive detail can lead to intractable verification problems manifesting as timeouts
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or memory exhaustion during model checking. This chapter subsequently examines
formal modeling methodologies that effectively address these competing requirements
in real-world verification scenarios.

The content of this chapter is based on the following papers:|Jamroga and Kurpiewski
(2023); Jamroga et al. (2019a, [2022a,bl); [Kurpiewski and Marmsoler| (2019); Kurpiewski
et al.| (2019b} 2023]).

7.1 Bridge Card Game

In the domain of formal verification and model checking, games have emerged as valu-
able frameworks for representing real-world decision-making scenarios. This preference
arises from two primary factors: their inherent structural properties that facilitate for-
mal modeling and parametrization, combined with widespread familiarity that enables
intuitive explanation of complex concepts. Historically, tabletop games have served as
canonical testbeds for verification methodologies, with chess representing a quintessen-
tial example of perfect information games where complete state observability (i.e., po-
sitions of all pieces) is available to all participants.

However, to investigate systems with information asymmetry, card games offer su-
perior modeling capabilities. These games naturally incorporate imperfect information
through concealed player assets - most notably the private hands maintained by par-
ticipants. This characteristic makes them particularly suitable for studying scenarios
where agents must make decisions based on partial observations of the global system
state.

This section introduces formal modeling approaches for the well-established card
game of bridge, including its absentminded variant, which presents unique challenges
for verification frameworks due to its combination of partial observability and memory
constraints.

All models presented in this section are synchronous, turn-based, feature asymmet-
ric information distribution among agents, and operate under deterministic temporal
progression. These properties ensure that the models accurately reflect the dynamics

of bridge gameplay while remaining amenable to formal analysis.
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Figure 7.1: Example 6-endplay in bridge

7.1.1 Bridge Model: The Overview

We have analyzed bridge play scenarios that correspond to standard configurations
documented in bridge literature and periodicals. The verification objective involves de-
termining an optimal declarer strategy under a NoTrump contract, with the declarer
position (South, denoted as S) operating within the k-endplay phase of the game (Fig-
ure provides a schematic representation). The game utilizes a standard deck of 4n
cards (n cards per suit),E] where the initial configuration defines each player’s hand as
containing k cards following the execution of n — k prior plays. This parameterization
generates a family of verification models indexed by (n, k) combinations. Victory condi-
tions for the declarer require securing more than [k/2] tricks during the endplay phase,
establishing a quantitative benchmark for strategy evaluation.

The game proceeds in clockwise turn order, with S initiating play from the de-
clarer position. Trick resolution follows standard bridge mechanics: each trick consists
of four cards played sequentially by participants, with the winner of the current trick
leading the subsequent round. The declarer assumes control over both their own hand
and the dummy’s (IN) holdings, while opponents (W and E) manage their respective
private hands independently. The dummy’s hand remains fully visible to all partici-
pants, maintaining asymmetric information distribution where only declarer/defenders
maintain private knowledge of their concealed holdings.

Each player’s local state representation incorporates five critical components:

"While actual bridge employs n = 13 suits, our analysis maintains variable parameters to evaluate
algorithmic scalability across different model sizes.
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o Current player’s hand composition (private holdings for declarer/dummy or op-

ponents)
o Dummy’s exposed hand contents accessible to all participants

e Fuolution of played cards encompassing the complete sequence of discarded cards

throughout the game

e Trick resolution dynamics tracking card-player associations and leadership tran-

sitions within current trick

o Clumulative scoring metrics recording trick victories for both declarer and defender

factions

This state representation enables formal verification of strategic decision-making under
partial observability constraints inherent in bridge gameplay.

Our analysis focuses exclusively on the declarer’s strategic capabilities (S), rendering
the epistemic relations of opposing players (W, E) inconsequential to the verification

objectives. The formal model exhibits four distinctive properties:

o Turn-based execution with synchromization: The game progresses through sequen-
tial clockwise actions, incorporating explicit wait transitions to synchronize player

interactions during trick execution phases.

e Asymmetric information structure: Strategic uncertainty arises from private hold-
ings - while the dummy’s (IN) hand remains fully observable, opposing hands main-
tain strict confidentiality. This partial observability directly impacts decision-
making efficacy, as corroborated by empirical studies on expert bridge players’

strategic limitationﬂ

e Bounded memory representation: The model implements imperfect recall through
abstraction of play sequence details. For instance, after a trick containing 10,
&J, A, and &8 in Figure[7.1] the declarer only retains set membership knowledge

of played cards rather than their ownership mapping.

!This aligns with psychological research indicating that intermediate players typically track played
cards but lose specific attribution information, unlike experts who maintain complete play history
records
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o Deterministic temporal progression: The lockstep synchronization mechanism en-
sures global observability of state transitions, which formally establishes equiva-
lence between trpe and trps team-reasoning relations when evaluating singleton

coalitions within the verification framework.

These properties create a rigorous foundation for analyzing strategic reasoning un-
der constraints of partial observability and bounded memory, while the synchronization
mechanism enables precise temporal analysis through universally visible state transi-

tions.

7.1.2 Bridge Model: The Details

Our iCGS for the bridge endplay is constructed as follows.

Agents and States
We formalize the game’s components as follows. Given model parameters (n, k) € N
where n denotes the number of distinct ranks per suit and k represents the initial hand

size, we define:

e Card Ranks: Ranks, = {1,...,n} with n corresponding to the Ace (highest
rank), n — 1 to the King, and so forth

e Card Suits: Suits = {1,...,4} where suit 1 represents Spades (#), suit 2 Hearts
(), suit 3 Diamonds (<), and suit 4 Clubs (é)

e Game Deck: Deck, = Ranks, x Suits

¢ Player Positions: Pos = {0,...,3} with bijection S <> 0, W < 1, N + 2,
E <3

e Agent Set: Agt = {S, W,E}, where the declarer (S) controls both South and

North positions while W and E control their respective hands
The global state space St of the iCGS framework is defined as 8-tuples:
(hands, tricks,next, board, lead, history, clock, suit)

with the following formal interpretations:
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hands: [[AW], [AQ], [AQ], [Ad]] hands: [[-1], [AQ], [AQ], [A]]
history: [| history: [A&]

tricks: [0, 0] tricks: [0, 0]

suit: —1 (Ad,wait, wait, wait) suit: &

lead: 0 lead: 0

next: 0 next: 1

board: [-1, -1, —1, —1] board: [A#, —1, —1, —1]
clock: 0 clock: 1

Figure 7.2: Example initial state of a (1, 1) bridge model, with an opening transition

hands = (hs, hw, hN, hg) where each h; C Decky, and h; Nh; = 0 for i # j. Internally
represented as four arrays of size k with —1 placeholders for played cards. Card

arrays are initially sorted in ascending rank order.

history C Deck,: Ordered sequence of all cards played during the game, maintained

in ascending rank order

tricks € {0,...,k}?: Current trick scores for the declarer team (tricksg) and defender

team (tricksw + tricksg)
suit € Suits U {—1}: Active lead suit for current round (—1 indicates undefined)
lead € Pos: Position initiating the current round
next € Pos: Position scheduled to play next card

board = (c1,...,cq) with each ¢; € Deck,, U {—1}, representing cards currently in play

where —1 indicates unplayed positions

clock € {0,...,4}: Round progression phase (0-3: card playing stages; 4: trick resolu-

tion stage)

Parts of example bridge models (1,1) and (2,2) are shown in Figures and [7.3]

Players are numbered from 0 to 3, clockwise, beginning from the declarer. Cards are
described as numbers. Following equation is used: cardNumber = cardV alue x 10 +
color, where card value starts at 14 for Ace, 13 for King, ... And color is number from
1 to 4. Example initial state:

{’hands’: [[144], [143], [142], [141]], *tricks’: [0, 0], 'next’: 0, ’board’: [-1, —1, —1, —1],

7
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hands: [[-1, AQ], [-1, AM], [K#, —1], [Ké, Ad]]
history: [K$, KO, AJ]

tricks: [0, 0]

suit:

lead: 0

next: 3

board: [K$, KO, A, —1]

clock: 3

Figure 7.3: A state of bridge endplay for n = 2,k = 2

'beginning’: 0, "history’: [|, 'clock’: 0, 'suit’: —1} Example next state, after declarer
played his card:

{’hands™ [[—1], [143|, [142|, [141]], ’tricks’: |0, O], 'next’: 1, ’board’: [144, —1, —1,
—1], 'beginning’: 0, ’history’: [144], ’clock’: 1, ’suit’: 4} Another example for better
understanding:

{’hands’: [[—1, 143], [—1, 144], [134, —1], [131, 141]], "tricks: [0, 0], 'next’: 3, "board’:
[132, 133, 142, —1], 'beginning’: 0, ’history’: [132, 133, 142], ’clock’: 3, ’suit’: 2}
Actions and Transitions

The action set for each agent ¢ € Agt at state ¢ € St is defined as:

AvailableCards; if ¢ = next
A = { () ()

{wait} otherwise

where AvailableCards;(q) corresponds to the set of cards in agent i’s hand that conform
to the current round’s suit requirements. An illustrative transition between states is

provided in Figure

Epistemic Indistinguishability

Definition 7.1.1 (Declarer’s Epistemic Equivalence) Two states s,s' € St are

epistemically equivalent for the declarer (S), denoted s ~g ', iff:

1. All state variables except opponents’ hands are identical:

(handsg, tricks, next,board, lead, history, clock, suit)

(hands's, tricks',next',board',lead’, history', clock’, suit’)
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2. The opponents’ hands have equal cardinality:

|handsw]| = |hands'y| and |handsg| = |hands'g|

This equivalence captures the declarer’s limited knowledge about opponents’ specific
card distributions. For instance, the state depicted in Figure maintains equivalence
under ~g when swapping the Ace of Hearts (AQ) and King of Clubs (K&) between

opponents, resulting in:
hands = ([-1, AQ], [K&, —1], [K#, —1], [Ad, AM])

where all declarer-visible state components remain unchanged.

7.1.3 Bridge Endplay by Absentminded Declarer

In bridge endplay models, agents maintain perfect observability of action execution
throughout gameplay. Consequently, for singleton coalitions, the steadfast next-time
operator (a)® becomes logically equivalent to the standard next-time modality (a). To
evaluate the robustness of our lower bound construction from Section [3.I] we introduce
a variant scenario where the declarer exhibits partial observability: the agent remains
unaware of card placements during trick execution and can only perceive the final out-
come. Furthermore, this modified framework permits the declarer to schedule card
plays from both her own and the dummy’s hand concurrently with opponent actions.
Such architectural modifications lead to expanded indistinguishability relations for S
while inducing significant growth in both state space cardinality and transition graph
complexity.

These adjustments affect the available actions for the declarer, as she can now play
her cards without awaiting opponent moves. The epistemic equivalence relation ~g
is redefined to account for the declarer’s limited knowledge regarding card placements
during tricks. Specifically, two states are considered indistinguishable if they differ
solely in the specific cards held by opponents, provided that the number of cards in
each opponent’s hand remains consistent across both states. This alteration reflects the
declarer’s inability to track individual card distributions among defenders during trick
execution, thereby encapsulating the intended partial observability within the model.

The revised model retains the core properties of turn-based execution, asymmetric

information distribution, bounded memory representation, and deterministic temporal
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Location ID: 3
Street: Studencka
PMZ2.5 (drane): 110%

PMZ2.5 (ground): 80%
Temperature: 19C

Humidity: 62%
N
Location ID: 0 Location ID: 2
Street: Starowigina Street: Azaliowa

PM2.5 (drone): 7
PMZ2.5 (ground): 7
Temperature: 16C
Humidity: 58%

» PM2.5 (drone): 40%
E PM2.5 (ground}): 45%
Temperature: 18C
Humidity: 64%

Figure 7.4: Map: drone navigation and measurements in an area of Cracow. Location

colors indicate whether the PM2.5 readings are within or beyond the norm

progression. However, the synchronization mechanism is adapted to accommodate the
declarer’s concurrent action scheduling, ensuring that state transitions remain globally
observable despite the introduced partial observability constraints. This framework fa-
cilitates rigorous analysis of strategic reasoning under modified informational conditions

while preserving the foundational structure necessary for formal verification.

7.2 Drone Teams

A coordinated team of autonomous drones represents an ideal application scenario for
multi-agent systems. The architectural framework of this system comprises multiple
autonomous agents, specifically unmanned aerial vehicles (UAVs). An illustrative im-
plementation of this paradigm is subsequently described.

Models presented in this section are considered to be synchronous.

7.2.1 Drones Patrolling for Pollution

Consider a coordinated fleet of k autonomous unmanned aerial vehicles (UAVs) de-
ployed for air quality monitoring in Krakéw, Poland. The operational environment
employs a simplified urban grid representation (see Figure , comprising four dis-
crete monitoring locations interconnected through unidirectional movement pathways
constrained to northward and eastward trajectories. All agents originate from location

0 and are tasked with reaching location 3, designated as the terminal target location.
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Figure 7.5: Model M;: autonomous drones monitoring pollution

Fach UAV integrates onboard sensing capabilities to quantify atmospheric particulate
matter (PM2.5) concentrations, defined as airborne particles with diameters less than
2.5 microns. Additionally, UAVs establish communication with proximate ground-based
environmental stations to obtain synchronized measurements of surface-level PM2.5,
temperature, barometric pressure, and humidity. Notably, baseline measurements are
unavailable at the initial location (0). For analytical tractability, the environmental
parameters are assumed static throughout the mission duration, eliminating temporal
variability in pollutant dispersion patterns and meteorological conditions.

Fig. illustrates a formal Concurrent Game Structure (CGS) model Mgrones rep-
resenting the described operational scenario with & = 2 UAVs. Each UAV operates
as a distinct autonomous agent with two primitive navigation actions: N (northward
traversal) and F (eastward traversal). The system incorporates operational constraints
through bounded mobility limits (I = 2) simulating finite battery capacity. The state
space encodes both current positional data and visited location history, with positional
coordinates represented as tuples (x1,z2) where z; denotes UAV 4’s location. Route-
specific state differentiation is implemented only for (3,3); and (3,3)s, corresponding
to the two unique path combinations enabling co-terminal occupancy at the target
location. This state distinction mechanism preserves path-dependent environmental

observation patterns while maintaining computational tractability.
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We define the following atomic propositions for characterizing environmental moni-

toring scenarios:

e d-pol;: Indicates drone ¢’s sensor detects elevated PM2.5 levels exceeding regula-

tory thresholds.

e d-ok;: Signifies drone i’s sensor measures PM2.5 concentrations within acceptable

limits.

e g-pol;: Denotes the nearest ground-based sensor to drone ¢ registering PM2.5 levels

above norms.

e g-ok;: Corresponds to the nearest ground sensor measuring PM2.5 within permis-

sible ranges.

e target: Labels states where all drones in the system have successfully reached the

designated target location.

e allvisited: Represents complete coverage of all spatial locations in the operational
map. For the specific model Mj, this proposition holds only in state (3, 3)2, which

constitutes the terminal coverage condition.

These propositions form the basis for formal verification of coordinated drone navigation
protocols in urban air quality monitoring applications.

For the presented model the following example formula holds: My, (0,0) = (1))Fd-pol;:
drone 1 has a strategy ensuring that its sensor will eventually register pollution. The
strategy itself is simple: when in the state (0,0) fly North. Moreover, My, (0,0) =
(1))Fd-okj: it also has a strategy for reaching a location where it registers no pollu-
tion. This time the simplest strategy is to fly East. In fact, M, (0,0) E (1)(Fd-pol; A
Fd-ok;): there is a single strategy for achieving both goals. The drone needs to fly East
first, and then fly North.

Furthermore, no drone can assure on its own that all of the locations will eventually
be visited: M7, (0,0) = —~({(1)Fallvisited A =((2))Fallvisited. This can only be ensured if
both drones cooperate: M, (0,0) = (1, 2))Fallvisited. On the other hand, the drones are
bound to end up at the target location, no matter what they decide to do: My, (0,0) |=
{(0)Ftarget.
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ID: 4
PM2.5 (drone):
60%

PM2.5 (drone):
?

)

Figure 7.6: The map used in the experiments

7.2.2 Drones Benchmark

The benchmark architecture represents a formal extension of the drone swarm model
developed in prior sections. We conceptualize the operational environment as a directed
graph G = (Loc, F), where Loc denotes the discrete set of spatial coordinates defining
permissible drone positions, and E C Loc X Loc encodes the feasible navigation path-
ways between these locations. As depicted in Figure[7.6] the experimental configuration
assumes bidirectional connectivity for all edges e € E, thereby enabling representation
through an undirected graph structure without loss of navigational fidelity. This ab-
straction allows for streamlined analysis of multi-agent coordination dynamics while
maintaining the topological constraints inherent to urban airspace navigation.

The system architecture comprises a finite set of autonomous drone agents D =
{dy,ds, ..., d,} operating within an environmental framework. Each drone d; is equipped
with onboard sensors to quantify localized pollution concentrations p;(t) € R>q at its
current spatial position [;(t) € Loc, where Loc represents the discrete location set de-
fined in the map graph G = (Loc, E). Communication capabilities are implemented
through Bluetooth Low Energy (BLE) protocols, enabling bidirectional exchange of
sensor data between agents co-located or within adjacent vertices in G, forming a dy-

namic local adjacency network.
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Global environmental data from terrestrial sensor arrays are disseminated via a cen-
tralized monitoring infrastructure, ensuring universal accessibility to all agents through-
out operational timelines. This distributed sensing paradigm is formalized through an
epistemic indistinguishability relation ~; for each drone d;, where equivalence classes

correspond to indistinguishable system states based on the following observables:

e Current spatial coordinates [;(t) € Loc;

Local sensor measurement p;(t);

Networked sensor data {p;(t)}jep j~,;

Global terrestrial sensor array readings Rground;

Real-time battery state metrics b;(t) € R>o;
e Historical trajectory data {l;(7)}r<; of previously visited locations.

This epistemic framework establishes the informational basis for decentralized decision-
making in heterogeneous multi-agent systems.

We establish a temporal constraint of Ti,,x = 30 min for the operational mission du-
ration, reflecting current technological limitations in consumer-grade unmanned aerial
vehicles (UAVs) where sustained flight beyond this threshold remains restricted to spe-
cialized industrial and military platforms. This constraint enables the formulation of
a quasi-static environmental model, wherein pollution concentrations maintain spatial
invariance across the mission timeline. Formally, the pollution profile P : Loc — R
maps each location [ € Loc to a fixed contamination level P(l), ensuring deterministic
sensor readings for repeated visits to identical spatial coordinates. This assumption sim-
plifies environmental state tracking while preserving critical dynamics for multi-agent
coordination optimization.

Each autonomous agent d; € D executes actions from the set A = {North, South, East, West, Wait},
where directional actions correspond to edge traversals in the graph G and Wait pre-
serves the current vertex. Energy expenditure ¢, is action-dependent, with movement
actions consuming €,, > 0 units per traversal, while Wait incurs no energy cost. The

battery state b;(t) evolves according to:

bi(t + 1) = max (O, bl(t) — €q* 1movement(ai (t)))
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When b;(t) = 0, the agent’s action space reduces to A% = {Wait}, enforcing perpet-
ual stasis at location [;(t) due to the absence of recharging mechanisms in our model.
Critically, immobilized agents retain communication functionality, enabling persistent
broadcasting of sensor data to adjacent operational drones within the BLE network
topology.

The system dynamics are parameterized by:
e Population cardinality N = |D|, governing swarm size;
e Initial battery capacity By € R, uniformly assigned across agents.

These parameters define the operational constraints for energy-aware path planning in

persistent environmental monitoring tasks.

7.3 Machines and Robots

We present a formal framework for resource coordination in Industry 4.0 environments,
focusing on smart production factories (SPFEs) [Schlingloff] (2018). In these systems,
heterogeneous machinery distributed across geographically distinct factory nodes forms
interconnected production chains where intermediate components serve as prerequisites
for downstream manufacturing processes. This spatially distributed architecture neces-
sitates precise orchestration of material flows between functionally specialized equip-
ment units, creating complex dependencies in both temporal and logistical dimensions.
Our analysis addresses the technical challenges inherent in maintaining production con-
tinuity while optimizing energy efficiency and throughput in such decentralized manu-
facturing ecosystems.

Traditionally, material transportation in industrial environments is accomplished
using automated guided vehicles (AGVs) with fixed routing systems. In contrast, the
Smart Production Framework (SPF) employs a fleet of autonomous transport robots
(ATRs), as illustrated in Fig. capable of dynamic path planning and unrestricted
navigation through structured factory environments. These ATRs operate indepen-
dently of physical guidance infrastructure, relying instead on advanced localization al-
gorithms. The robotic fleet typically comprises 4-20 units, with individual payload
capacities ranging from 50-200 kg. Each ATR utilizes a predefined high-fidelity map of
the facility (Fig. , which encodes spatial constraints including prohibited zones,
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Figure 7.7: Loading of a transport robot.
-

specify Factory
Factory Settings Specification

CGS
for Factory

speczfy ATL

Goals Formula

analyze
Strategies

Figure 7.8: Verification approach showing manual (stick-figure) and automated (gear-

wheel) activities (rounded rectangles) and corresponding artifacts (rectangles).

charging station locations, and critical infrastructure positions. Real-time environ-
mental perception is achieved through LiDAR sensor arrays, which generate precise
three-dimensional spatial data. This sensor data undergoes continuous fusion with the
reference map through simultaneous localization and mapping (SLAM) algorithms to
maintain positional accuracy. Power management is facilitated by lithium-ion battery
systems requiring periodic recharging through automated docking procedures. The
system implements machine-to-robot (M2R) and robot-to-robot (R2R) communication
protocols via industrial wireless networks, enabling real-time coordination of material
handling tasks based on production demands.

Compared to traditional automated guided vehicles, autonomous transport robots
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Figure 7.9: Conceptual representation of factory map with three obstacles (dashed

parcels), two machines M; and Ms, and two robots R; and Rs.

provide the following benefits:

e Scalable deployment: ATR fleets can be expanded through dynamic integration of
additional units during active factory operations without requiring infrastructure

modifications or operational disruption.

e Agile spatial adaptation: Reconfiguration of machine locations only necessitates
updating target coordinates in the reference map, eliminating the need for route

reprogramming while maintaining navigation efficiency.

e Fault-tolerant operation: Mechanical failure of individual ATRs does not disrupt
production workflows due to autonomous task redistribution among functional

units via real-time path optimization.

e Dynamic obstacle negotiation: ATRs employ sensor fusion and reactive path plan-
ning algorithms to navigate around environmental obstructions or personnel with-

out human intervention.

e Predictive workload balancing: Idle ATRs interface with high-productivity work-
cells through autonomous reallocation, utilizing predictive workload analytics to

optimize resource utilization across the production network.

To enable systematic analysis of context-dependent production requirements, we

implemented a formal methodology combining domain-specific modeling and strategic
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verification. As depicted in the figure, our approach begins with the development of
a domain-specific language (DSL) for characterizing production environments, accom-
panied by an automated toolchain for translating DSL specifications into formal CGS
models. Through this framework, we formalized multiple scenario variations and au-
tomatically synthesized corresponding CGS models. Operational objectives were then
encoded as ATL formulae over the CGS structures, enabling formal verification of coop-
erative strategies. These specifications underwent rigorous evaluation through strategic

model checking techniques implemented using the algorithmic framework detailed in
Chapter [3]

7.3.1 Modelling Smart Production Factories

Factory Layout The factory layout specification formally defines three critical spatial
dimensions: (1) the facility’s geometric extent represented as a matrix of discrete floor
tiles, (2) static structural elements including obstacles and machinery, and (3) the initial

deployment configuration of operational autonomous transport units.

Example 7.3.1 (Canonical Factory Configuration) Consider the 6x6 facility ma-
triz illustrated in Fig. which establishes a 36-tile working environment. This con-
figuration designates three obstruction zones located at coordinates (3,4), (4,1), and
(4,2). Two production nodes are deployed at (2,4) (designated M) and (5,2) (Ms) re-
spectively. The robotic deployment consists of two operational units initialized at (2,6)
(R2) and (5,3) (R1), with their positions recorded in the system’s reference coordinate

frame.

Machine Production Requirements The formal specification of production systems
requires precise characterization of machine-specific item dependencies. Our framework
introduces a formal syntax to define transformation ratios where item types correspond

to machine identifiers within the production hierarchy.

Example 7.3.2 (Production Dependency Specification) For machine My in the

configuration from Ex.|7.8.1, consider the dependency mapping:
M1 —1- MQ

This formal expression defines that machine My requires one unit of output from My to
execute its production process. Such mappings establish the foundational relationships

in the facility’s material flow network.
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Figure 7.10: CGS for robots and machines.

The language further incorporates production capacity constraints through explicit
upper bounds on item generation rates. This constraint serves to bound the state-space
complexity of the contextual goal structure (CGS) by avoiding combinatorial explo-
sion inherent in unbounded production systems. Each machine specification includes a
maximum throughput parameter p € N that limits its contribution to the global state

transition graph.

From the Specification to the Model This formal specification serves as the founda-
tion for systematic analysis through automated synthesis of a contextual goal structure
(CGS). The CGS model incorporates two distinct agent categories: autonomous trans-
port robots (ATRs) responsible for material handling, and production nodes representing
manufacturing entities. As illustrated in Fig. [7.10] each agent type maintains a hier-
archical state representation coupled with domain-specific action spaces. The ATRs’
states encode spatial coordinates, battery levels, and cargo status, while production
nodes track input/output buffers and processing cycles. This hierarchical architecture
enables formal verification of cooperative strategies while preserving spatial constraints
and operational dependencies inherent in the factory layout. The figure’s annotated
transitions demonstrate the multi-agent coordination protocol governing material flow

and resource allocation.

Robot Agent Specification The autonomous transport robot (ATR) agent specifi-

cation defines a state vector Sg = (x,y, ¢) comprising three fundamental parameters:

e Positional coordinates: A 2D Cartesian tuple (z,y) € N2 representing valid factory

floor tile locations
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e Cargo state: An integer ¢ € NU {—1} where ¢ = —1 indicates empty cargo hold

and ¢ = m (with m being a machine identifier) denotes carriage of item type m
The robot’s action space Ag includes:

e Locomotion commands: {NORTH,SOUTH, EAST, WEST, STATIONARY} with
movement validity determined by factory boundaries and obstacle positions. Col-
lision detection occurs when multiple robots occupy identical coordinates (x,y),

resulting in persistent immobilization of involved units.

e Material handling operations: Conditional execution of {PICK,DELIVER} ac-
tions requires spatial co-location with production nodes. These actions modify
the cargo state c¢ through bidirectional item transitions between robotic agents

and manufacturing entities.

Production Node Specification The manufacturing entity (ME) agent specification
formalizes a state vector Sy = (z,y,1,0,T) containing:
e Geospatial coordinates: Machine location (z,y) € N? within the facility’s tile

matrix

e Input buffer vector: I € N™® where n equals the number of distinct machine iden-
tifiers, with I,,, representing the current count of type-m items required for pro-

duction

e Qutput buffer scalar: O € N indicating the number of completed items awaiting

robotic retrieval

e Production counter: T € N tracking total items manufactured, crucial for bound-

ing the CGS state-space complexity

The ME action space Ayy = {WAIT,PRODUCE} operates under strict precondi-

tions:

e WAIT maintains current state until all input buffers satisfy production requirements

VYm e M, I, > pm where p,, is the specified input ratio

e PRODUCE triggers state transition (z,y,I,0,T) — (z,y,I— p,O +1,T + 1) when
input thresholds p are met, decrementing input buffers and incrementing both

output and production counters
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r_pos: [(0.4). (5.2)]

[Wait, S. Wait, Waif]

r_pos: [(0.4). (5.3)]
m_pos: [(1.3). (4,1)]
r_items: [-1,-1]

m_out: [0.1]
it_count: [0.1]
pr_times: [0,0]
m_clocks: [0.0]

prop_stuck: False

N, Wait, Wait, Wait]

[S. Wait, Wail, Wail]

1_pos: [(0.5). (5,3)]
m_pos: [(1,3), (4,1)]
r_items: [-1,-1]
m_in: [10,01.[0.0]}
m_out: [0,1]
it_count: [0.1]
pr_times: [0.0]
m_clocks: [0,0]
prop_stuck: False

Figure 7.11: Fragment of the CGS produced for the example factory setting specified in

Ex. and Ex.

Example 7.3.3 (CGS for simple factory) The CGS representation for the canoni-
cal factory configuration from Eux. and Ex. contains 3,581 reachable states.
As shown in Fig. the formal model encodes multi-agent coordination through struc-

tured state variables:

r_pos € N?

m_ pos € N?
r_items € NU{-1}
m_in € N"
m_out € N
it_count € N
pr_times € N
m_ clocks € N
prop_ stuck € {0,1}"™

Robot positional coordinates
Machine positional coordinates
Robot cargo status

Machine input buffer vector
Machine output buffer count
Cumulative production counter
Production cycle duration vector
Production progress timers

Buffer overflow indicators

The terminal state fragment in Fig. represents two production nodes at posi-

tions (1,3) and (4,1), both with empty input buffers. The second machine maintains
m_out = 1 pending item awaiting retrieval. Two ATRs occupy identical coordinates
with r_items = —1, indicaling unladen status. The state transition analysis demon-
strates that robot Ry can initiate a NORTH movement command to transition to the
adjacent state node in the upper-right quadrant, validating the formalization of locomo-

tion dynamics within the CGS framework.
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7.3.2 Model Extensions for Operational Realism

To enable comprehensive analysis of industrial automation scenarios, we implemented
three incremental model extensions that enhance the basic framework’s fidelity while

maintaining formal verification capabilities:

¢ Energy-aware Mobility: The extended model introduces battery state variables
B, € N for each robot r, alongside charging station locations Cy € N2. Movement
actions decrement B, by one unit per tile traversal, while charging operations
restore full capacity Bmax through dedicated docking states. This enables energy-

constrained path planning and strategic analysis of charging station utilization.

e Transient Storage Dynamics: Intermediate storage zones Sy = (2, Yk, Vk)
with capacity 7 € N are incorporated as material staging areas. Robots can
deposit ¢ = m items at co-located storage units, effectively decoupling production
node output buffers from transportation delays. This extension facilitates buffer

overflow mitigation strategies and enables multi-hop logistics planning.

e Temporal Production Constraints: Machine-specific production durations
Tm € N are formalized through progress timers t,, € {0,...,7,}. Manufactur-
ing transitions require 7, consecutive processing steps, with ¢,, tracking elapsed
time since production initiation. This temporal formalism necessitates time-
aware scheduling algorithms and introduces deadline-sensitive coordination re-

quirements.

These extensions systematically increase the model’s operational realism while pre-
serving its formal verification properties. The energy-constrained model enables analysis
of battery management strategies, storage-aware configurations support buffer manage-
ment optimization, and time-dependent production formalizes temporal coordination
constraints in manufacturing workflows. Each modification introduces new state vari-
ables and transition conditions that expand the CGS’s representational capacity while

maintaining computational tractability through structured state-space partitioning.
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7.4 Social Explainable Al

In today’s digital age, artificial intelligence (AI) seamlessly weaves itself into our daily
routines, guiding us from social media exchanges to vehicle routing, and even shaping
our entertainment choices. But its influence extends beyond individual convenience.
The corporate sphere heavily leans on AI, marking pivotal changes in societal and
economic landscapes.

The current momentum in Al research is gravitating towards a paradigm termed as
Social Ezplainable AI (SAI), an emerging movement that emphasizes decentralization,
a human-focused approach, and clarity (Contucci et al.| (2022); Social Explainable Al,
CHIST-ERA| (2021-24). This trend is both a reaction to the mounting skepticism
about traditional, centralized machine learning models and a recognition of challenges
like scalability. There’s also a deeper ethical dimension, emphasizing the importance of
transparent data practices and the reliability of computational systems Drainakis et al.
(2020); |Ottun et al.| (2022).

Though SAI is a nascent idea, it holds a rich potential for research. As researchers
delve into this area, it’s paramount to evaluate whether SAT truly lives up to its promises
of effectiveness, clarity, and user-centricity. A comprehensive grasp of SAI entails scru-
tinizing its intended features and probing its unforeseen dynamics, especially when Al
tools and humans intertwine Conti and Passarella; (2018); Fuchs et al. (2022)); Toprak
et al. (2021). There’s an acute apprehension about SAI’s vulnerability to malicious
threats like data impersonation or intricate cyber-attacks. If SAT lacks robustness
against these threats, its weak points could become prime targets.

While adversarial threats to traditional machine learning aren’t a new topic, the
discourse around SAI has largely been preoccupied with its prospective functionalities.
This could be due to the intricate challenges—be they conceptual, computational, or
societal—that SAT brings along. Probing into the unanticipated behaviors of these
systems certainly brings a host of complexities to the forefront.

In this section, we initiate our discussion with a comprehensive description of the SAI
framework. Following this, we elucidate our approach to modeling the PATV network
within the S framework, diving into potential threats embedded within the system.
Models are subsequently formalized using asynchronous semantics, where global model

is derived from local components.
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7.4.1 Framework

The framework of SAT |Contucci et al. (2022); Fuchs et al. (2022)); |Social Explainable
AT, CHIST-ERA|(2021-24) aims to address several drawbacks inherent to the currently
dominant Al paradigm. Contemporary ML-based Al systems, by virtue of their scale
and the intricacy of their neural network structures, often operate as enigmatic black
boxes, eluding even expert understanding. This raises significant privacy and trust
concerns. The centralized storage of ever-growing sensitive data is becoming not just
technically challenging but also problematic due to varying data ownership regulations.

Contrastingly, SAT offers a refreshing perspective on ML-based Al systems, focusing

on:

e Individuation: proposing a “Personal Al Valet” (PAIV) for every individual,

serving as their representative in a vast network of interconnected PAIVs;

e Personalization: PAIVs employing Al models that are not just explainable but

are also customized for individuals;

e Purposeful interaction: PAIVs collaboratively building global Al models or

making collective decisions based on localized models;

e Human-centricity: Al algorithms and PAIV dynamics are anchored in measur-

able models of individual and societal human behaviors;

e Explainability by design: Advancing ML techniques by integrating quantifiable

human behavioral models and network science assessments.

Modern SAI developments harness gossip learning as the primary ML framework for
PATVs Hegediis et al. (2019, 2021); Social AT gossiping. Micro-project in Humane-Al-
Net| (2022)). While tools like Lorenzo et al.| (2022) offer experimental simulations of this
process, our research takes a unique trajectory, concentrating on multiagent interactions
during the learning process. We model the PATV network as an asynchronous multiagent
system (S), and formalize its properties as formulas of alternating-time temporal logic
(ATL*).

The foundational step in verifying agent interactions within Social Explainable Al
is an in-depth analysis of the underlying protocols. This involves understanding the

actions and communications by the systems engaged in the learning process. From
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Figure 7.12: Honest Al agent AMAS

there, we can transition to designing multiagent models. Typically, these systems’

complexity necessitates abstraction, leading us to craft a more generalized view of the

System.

7.4.2 Models

In the context of this research, our primary attention is devoted to the learning facet of
the SAI protocol. We visualize each computational unit furnished with an AI module
as an individual agent. The localized operational model of an Al agent is delineated

into a tri-phase structure: data acquisition, model training, and model dissemination.

Data Acquisition Phase During this initial stage, the agent has the capability to
amass the essential data that would feed into the subsequent learning process. This

data collection action can be executed repeatedly, and with every iteration, there’s
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start gathering data: start —> gather
gather data: gather —[AIl data<2|> gather
[AI1 data+=1]

%% 1: Incomplete data

stop gathering data: gather [AIl data < 1]> data ready
[AIl data=0, AIl data completion=1]

%% 2: Complete data

stop gathering data: gather —[1 <= AIl data < 2]> data_ready
[AIl data=0, AIl data completion=2]

%% 3: Too much data

stop gathering data: gather —[2 <= AIl data]> data ready
[AIl data=0, AIl data_ completion=3]

skip gathering data: start — data_ready

Figure 7.13: Honest Al agent specification in STV - data acquisition phase

a cumulative increment in the local variable signifying the volume of accrued data.
Upon culmination of this phase, the amassed data undergoes scrutiny. Based on the
resultant value, the agent’s preparatory status can be categorized as either incomplete,
complete, or exceeding the necessary threshold. With this assessment in place, the

agent seamlessly transitions to the model training phase.

Model Training Phase At this juncture, the agent leverages the data stockpiled
during the preceding phase to cultivate its local Al model. The training’s efficacy
is intrinsically tied to the volume of data at the agent’s disposal. An abundance of
data can predispose the model to overfitting, whereas a data deficit might necessitate
multiple training iterations to adequately hone the model. The training procedure can
be reiterated several times, subsequently amplifying the local variable that gauges the
model’s caliber. As this phase wraps up, the model’s status is assessed as overfit,
underfit, or optimally trained. Subsequent to this evaluation, it becomes imperative for

the agent to share its model amongst its peers.

Model Sharing Phase During this stage, agents focus on a mutual exchange of their
local Al models, governed by a rudimentary sharing protocol. This protocol finds its
foundation in the packet progression mechanics of a ring topology. Each agent inherits
the model from its predecessor (in terms of ID) and bequeaths its model to its successor.

To bring this cycle full circle, the terminal agent in the sequence shares its model with
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start _learning: data_ready > learn
keep_learning: learn —[AIl_information < 2|> learn
[AI1 information+=AIl data completion |
%% 1: Incomplete model
stop_learning: learn
—|[AIl_ information < 1 and AIl model quality > 0]> educated
[AI1_information=0, AIl1_model_status=1, AIl_model_quality =I]
stop learning: learn
—[AI1l_information < 1 and AIl_model_quality <= 0]> educated
[AI1 information=0, AIl model status=1]
%% 2: Complete model
stop learning: learn
—|1 <= AIl_information < 2 and AIl_model_quality < 2]> educated
[AI1 information=0, AIl model status=2, AIl model quality+=1]
stop_learning: learn
[1 <= AIl information < 2 and AIl_ model quality >= 2]> educated
[AI1 information=0, AIl model status=2]
%% 3: Overtrained model
stop learning: learn
[2 <= AI1_information and AIl_model_quality > 0]> educated
[AI1 information=0, AIl model status=3, AIl model quality —=1]
stop_learning: learn
—[2 <= AIl information and AIl model quality <= 0]> educated
|AI1l_information=0, AIl_ model status=3]|

skip learning: data ready —> sharing

Figure 7.14: Honest Al agent specification in STV - model training phase

the inaugural agent. To stave off potential gridlocks in this process, agents with odd
IDs are programmed to first assimilate a model and then distribute theirs. In contrast,
agents bearing even IDs prioritize dispatching their model followed by the reception of
their predecessor’s model.

Upon receiving a model, agents are vested with the discretion to either embrace
or rebuff it. This choice is fundamentally influenced by the perceived quality of the
incoming model. On endorsing a model, the agent integrates it with its native model,
with the resultant model’s quality being the superior of the two.

Post the sharing phase, agents have the autonomy to revert to the model training
phase, should they wish to refine their models further.

For a more graphic representation, Figure presents a local model of an honest
Al component. Figures [7.13] [7.14] and [7.15| show the Strategic Verifier (STV) code
that delineates its behavior. For a more immersive visualization of this component, one

can refer to Figure [7.16] which has been rendered using our tool. STV is our state-of-
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start sharing: educated —> sharing

%% Share local model and get average quality of both models

%% receive left

shared share 3 with 1: sharing — sharing?2
[AIl_model_quality=%AI3_model_quality |

%% send right

shared share 1 with 2: sharing2 —> sharing3

end sharing: sharing3 —> end

Figure 7.15: Honest AI agent specification in STV - model sharing phase

the-art model checker for strategic abilities under imperfect information, which will be
discussed in detail in Chapter It uses an agent-based modeling approach, allowing
for a modular and intuitive representation of multi-agent systems. Models in STV are
constructed using templates that define the behavior of individual agents, which can
then be instantiated and composed to form a complete system. More details about the
modeling approach of STV can be found in Section

The global model of a system that consists of a sole honest agent is visualized in
Figure Similarly, a model for two honest agents is shown in Figure [7.18

The model that integrates two honest agents, as displayed in Figure[7.18| exemplifies
the well-known state-space explosion problem. As a result of this exponential growth
in possible states due to the interactions of the two agents, the model becomes highly
intricate. This complexity renders the model challenging to interpret and comprehend

manually, underscoring the inherent difficulties in managing such dense systems.

7.4.3 Potential Threats in the SAI Ecosystem

The model described in Section serves as a representation of an optimal circum-
stance wherein each agent operates with integrity and abides by the prescribed proto-
col. However, such an idealistic scenario is not always encountered in practice. Various
contingencies can arise, such as machines experiencing malfunctions, leading them to
undertake actions not sanctioned by the protocol. Moreover, an agent may fall victim
to malevolent software, causing it to deviate from its standard functioning. Such aber-
rations open the door for two potential adversarial scenarios: the man-in-the-middle

attack and the impersonator attack.
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(start_gathering_data_Al2) (skip_gathering_data_AlI2)
(gather_datal Al2) (stop-gathering-data~Al2)
(stop-gathering=data-Al2) .

(stop~gathering=data—Al2)

(start_learning_AI2)

kip_l i Al2
(keep_learning_Al2) (skip_learning_Al2)

. (stop_learning_Al2)
(stop_learning_Al2)

(stop_learning_Al2)
(stop_learning_Al2)

{stop_learning_Al2) .

(stop_learning_AI2) (start=sharing=Al2) .

(repeat_Al2) (share_2_with_1)

(wait7AlZ) (share_1_with_2)

‘ (end=sharing=Al2) .

Figure 7.16: Visualization of honest Al in STV

Man-in-the-middle attack Imagine a situation where there’s an underhanded agent,
termed the intruder, lurking within the network. While this nefarious entity remains
conspicuously absent during the data acquisition and model training phases, its primary
focus and malevolent intent are directed towards the model sharing phase. This intruder
possesses the capability to eavesdrop on and intercept any Al model being relayed by
a bona fide agent, subsequently forwarding it to another agent within the system. A
comprehensive breakdown of the tactics employed by a man-in-the-middle attacker can
be found in the STV code depicted in Figure [7.19] Additionally, a visual representation
of this malicious behavior can be consulted in Figure

Impersonator attack In this particular threat landscape, an Al agent becomes com-
promised due to the infiltration of malicious software, resulting in its display of aberrant
behavior. Despite being incapacitated and rendered incapable of partaking in data col-
lection or model training, this infected agent remains operational during the model
dissemination phase, adhering to the standard sharing protocol. The fundamental dis-
tinction between a genuine agent and an impersonator lies in the deceptive capabilities

of the latter. The impersonator possesses the artifice to masquerade the proficiency level
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Figure 7.18: Model of SAI with two honest agents

of its Al model, thereby deceiving subsequent agents into mistakenly validating and as-
similating it. Detailed insights into the modus operandi of an impersonator, as well as

its graphical manifestation, can be gleaned from Figures and respectively.

7.5 Simple Models of Voting

Modelling voting protocols presents unique challenges due to the intricate interplay of

strategic behavior, information asymmetry, and security requirements. In the present
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Agent Mim:
init: start
shared share 1 with mim: start —> start

[Mim model quality=AIl model quality]
shared share mim with 1: start —> start

shared share 2 with mim: start —> start

[Mim model quality=AI2 model quality]

shared share mim with 2: start —> start

Figure 7.19: Specification of the Man in the Middle agent

Mim_model _quality = All_model _quality

share 1 _with mim
share_mim_with_1 @ share_mim_with_2

share_2_with _mim

Mim model quality = Al2_model quality

Figure 7.20: Graphical representation of the Man in the Middle agent

world of electronic and remote voting systems, accurately capturing these dynamics
is essential for ensuring the integrity and trustworthiness of electoral processes. This
section explores the formal modelling of simple voting scenarios, focusing on the rep-
resentation of voter strategies, coercion resistance, and the epistemic states of various

agents within the voting ecosystem.

7.5.1 Simple voting

We formalize a canonical voting-coercion interaction scenario involving two rational

agents:

e Voter v with action space A, = {votey, votes}, representing selection between two

candidates (n = 2)

e Coercer ¢ with action space A. = {pun,np}, where pun signifies punitive action
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Agent AI2:

init: start

set _quality _0: start — set_quality
[AI2 model quality=0]

set _quality_1: start — set_quality
[AI2 model quality=1]

set _quality 2: start — set_quality
[AI2_model_quality =2]

shared share 2 with 3: set quality — sharing
shared share_1_with_2: sharing —> start

Figure 7.21: Specification of the Impersonator agent
(set=quality=0=Al4-)

. (set=quality=1—Al1T) .

(set=quality—2—AIT)

(share "\ with_2) (share_27 with_1)

Figure 7.22: Graphical representation of Impersonator in STV

The game unfolds in three sequential phases:
1. Voting phase: Voter chooses candidate ¢ through atomic action wvote;

2. Evidence phase: Voter selects between give (submitting verifiable voting proof)

or ng (refusing proof transmission)

3. Enforcement phase: Coercer implements punitive strategy pun or maintaings non-

punishment np
The corresponding iCGS My,te depicted in Figure incorporates:
e Atomic propositions {vote;, vote, } tracking voting outcomes

e Punishment indicator pun marking terminal states with coercive penalties
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Figure 7.23: A simple model of voting and coercion

e Epistemic uncertainty represented by coercer’s indistinguishability relation ~.

(dotted lines), capturing incomplete information about voter’s actual choice

7.6 Selene

This section formalizes the modeling framework for the SELENE e-voting protocol. We
commence with a comprehensive protocol description, followed by a rigorous high-level
abstraction of its theoretical underpinnings. The technical exposition subsequently
transitions to a formalized model in Section where implementation-specific details
and security guarantees are systematically analyzed. The models are constructed under
asynchronous semantics, reflecting the protocol’s inherent operational dynamics. The
global model is synthesized from local components, ensuring fidelity to the protocol’s

distributed architecture.
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7.6.1 Outline of SELENE

Selene Ryan et al. (2016) has been proposed as a recent electronic voting protocol specif-
ically designed for low-coercion settings. Its cryptographic framework enables voters to
demonstrably comply with coercer demands while preserving ballot secrecy. A key in-
novation lies in the protocol’s ability to fully abstract the cryptographic operations from
the voter’s interaction, requiring no direct engagement with cryptographic primitives
during voting.

The protocol operates through the following structured phases: First, the Election
Authority initializes the system by generating election-specific cryptographic keys and
constructing individualized vote trackers for each registered voter. These trackers un-
dergo encryption and are subsequently anonymized via mixnet re-encryption techniques
to eliminate voter-tracker associations. The anonymized tracker pool is then published
on the publicly accessible Web Bulletin Board (WBB), while the authoritative assign-
ment of trackers to voters remains confidential within the Election Authority’s records.
This separation ensures transparency of the cryptographic process without compromis-
ing voter anonymity.

During the voting phase, each voter completes, encrypts, and digitally signs her
ballot, which is subsequently submitted to the election infrastructure. Following multi-
ple cryptographic processing stages, the system publishes a tuple (Vote,, tr,) for every
v € Voters on the WBB, where Vote, and tr, represent the decrypted ballot and corre-
sponding tracker associated with voter v, respectively. Notably, voters remain unaware
of their assigned tracker identifiers throughout this process. The publication of all cast
votes in plaintext form on the WBBenables comprehensive public verification of the
election process while maintaining the separation between voter identities and their
cryptographic artifacts.

The post-election phase comprises the tracker number notification process. In the
absence of coercion, voters submit requests for their o, cryptographic proof to retrieve
their authentic tracker ¢r,. When coercive influence is exerted, voters instead communi-
cate the coercer’s mandated ballot specification to the election server. The system then
generates a «), verifiable credential that cryptographically binds to the public commit-
ment of record while mapping to a tracker associated with a vote complying with the

coercer’s demands. This mechanism ensures coercion resistance by guaranteeing that
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the fake tracker corresponds to a valid vote already present in the anonymized tracker
pool on the WBB, thereby preventing detection of the deception by the coercer.
Given our abstraction from cryptographic specifics in this analysis, we briefly note
that Selene employs the ElGamal cryptosystem for asymmetric encryption. The proto-
col incorporates multiplicative homomorphic properties to enable vote aggregation with-
out decryption, and utilizes computationally efficient Non-Interactive Zero-Knowledge
(NIZK) proofs of knowledge to guarantee verifiable integrity of all cryptographic trans-
formations executed on the Web Bulletin Board (WBB). These mechanisms ensure

end-to-end verifiability while maintaining voter privacy.

An Abstract View of the Protocol

We present a methodological framework for characterizing the conceptual architec-
ture of SELENE at an abstract level. Social choice theory traditionally defines collective
decision-making as a mathematical function mapping a set of voter preferences to a
societal outcome. This function can be conceptually decomposed into two sequential
mappings: (1) the establishment of individual voter choices and (2) the aggregation
of these choices into a collective decision. End-to-end voter-verifiable protocols aim
to ensure individual verifiability for the first mapping (allowing each voter to confirm
their personal contribution) and universal verifiability for the second mapping (enabling
public validation of the aggregation process). Conversely, coercion-resistant protocols
prioritize ballot secrecy by maintaining cryptographic confidentiality of voter choices
from all external entities while preserving voter control. SELENE harmonizes these dual
objectives through a novel architectural decomposition that separates voter identifica-
tion from ballot content via cryptographic trackers, thereby creating distinct verifiability
and privacy guarantees for each mapping component.

We formalize the foundational structure of SELENE through set-theoretic constructs.
Let 'V (voters), T (trackers), and € (candidates) denote finite sets with |V| = |T|. The
protocol initiates with a cryptographically secure secret mapping o € ¥, where X rep-
resents the symmetric group of all bijections o : V — T. This o establishes a one-to-one
correspondence between voters and unique trackers. Subsequently, the voting process
culminates in a public bulletin board function B : T — C, transparently recording
each tracker’s associated vote. The composition x = Boo : V — € defines the secret
choice function linking voters to their selected candidates. Notably, the Election Au-

thority maintains exclusive access to this end-to-end mapping ¥, ensuring ballot secrecy
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while preserving auditability through the public B. This formalism provides a general
framework applicable to any tracker-based voting system, separating identification from

content verification through cryptographic permutation.

Combinatorial Aspects

Formally, define B, x, and o as the public bulletin function, choice function, and
cryptographic tracker bijection respectively. The coercer’s epistemic uncertainty is
quantified by analyzing the indistinguishability of alternative tracker assignments under
observable vote outcomes. For 7,7 € T, define the vote equivalence relation 7 ~¢ 7’ iff
B(7) = B(7'), establishing tracker indistinguishability through identical vote records.
Let T3 = T/~q denote the quotient set of tracker equivalence classes induced by B. The
coercer’s uncertainty space corresponds to the automorphism group Aut(JT3), whose
cardinality reflects the number of plausible tracker-vote permutations consistent with
the public record. This formal measure captures the protocol’s coercion resistance as a
function of the entropy inherent in the tracker assignment mechanism.

We formalize the coercer’s uncertainty space through permutation group analysis.
Let &g denote the symmetric group on trackers T, and define I'g = {y € &5 | Boy = B}
as the stabilizer subgroup preserving vote equivalence under B. For any v € I'p, the
invariance y = B o (yo o) ensures that observable vote distributions remain unchanged
while concealing individual voter-trackers links. The cardinality |T'g| quantifies coer-
cion resistance in single-election scenarios, representing the number of indistinguishable
tracker permutations compatible with the public record. This measure directly relates
to the entropy of the tracker assignment mechanism, where larger stabilizer subgroups

imply stronger guarantees against coercion inference.

Definition 7.6.1 (Anti-coercion Space) The anti-coercion space E(B) of an elec-
tion with public bulletin function B is defined as the orbit E(B) = {Bovy | v € &}
under the action of the symmetric group Sg. This space characterizes the set of all
choice functions x' that produce identical vote distributions to the true choice function

x when projected through B.

The cardinality of £(B) directly correlates with the computational indistinguisha-
bility guarantees against coercion attacks. Specifically, |E(B)| = |I's| grows combinato-
rially with the number of vote equivalence classes in T3, becoming exponentially large

except in degenerate cases (e.g., single-candidate dominance or minimal electorate sizes).
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While this expansive space effectively obscures voter-trackers associations from coercers,
it introduces significant computational verification challenges through state-space ex-
plosion. This inherent trade-off between coercion resistance entropy and verification
scalability necessitates optimized group-theoretic verification algorithms for practical

implementation.

7.6.2 Multi-Agent Model of SELENE

We present a formal multi-agent model of SELENE using imperfect information concur-
rent game structures (1CGS), a well-established framework synthesizing concepts from
temporal logic and game theory. These structures provide a unified foundation that
generalizes both distributed system models (e.g., transition networks and finite-state
machines) and game-theoretic constructs such as normal form, repeated, and extensive
form games. The key advantage of iCGS lies in enabling rigorous definitions of strategic
play and strategic ability within the system.

The system comprises a set Voters of voter agents, a single coercer Coercer, the
Election Defense System FElectionDS, and an environmental agent Environment. We
denote the complete agent set as Agents. Local states are determined by each agent’s
private variables, while global states represent full valuations of all agents’ variables.
Observational capabilities are defined such that each agent accesses its private variables
and selected environmental parameters. This simplification excludes scenarios involving
conflicting coercion demands from multiple coercers, a topic reserved for subsequent
research.

The model is parameterized by the following natural numbers:
e 1, voters;

e [ possible choices (i.e., the ways that a ballot can be filled);
e mazCoerced voters that can be influenced by the coercer;

e votingWaitTime and helpRequestTime that reflect the maximal number of steps

the system waits for votes and notifications about being coerced, respectively.

We denote such model by M(n, k, mazCoerced, voting Wait Time, help Request Time).
In what follows, we omit auxiliary variables and actions that are not relevant to

understanding the interplay between agents.
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Variables

e vote: 0...k

o demandedVote: 0...k
Actions

o Vote;, forie {1,...,k}

e [NeedVote;, for i € {1,...,k}

e FetchGoodTracker

o CopyRealTracker

o Wait

o Finish

Can Observe

o WBB: public election function

o clections’ stage (init/voting/defense)
o his real tracker (when permitted)
e his ezposed tracker

Can Set

e his ezposed tracker (via CopyRealTracker)

Figure 7.24: A Voter agent

Agent Environment

The purpose of the Environment agent is twofold. Firstly, it serves as a container
for variables shared by selected agents. The agents can have read-only or write-only
access to the variables (denoted by Can observe and Can set, respectively, in agent
interfaces in Figures and [7.26]). Secondly, it traces the passage of time and
changes the stage of elections. Namely, the elections start in the initial stage, when
the secret bijection is non-deterministically prepared. Then, the voting phase is open
and the clock is started. This phase ends when either all the voters send their choices
or time exceeds voting Wait Time. Then, the system enters the defense stage and the
clock restarts. The defense stage ends either when the clock exceeds helpRequestTime
or all the voters execute the Finish action. Note that every agent can observe WBB,
i.e., public election function, the stage, and the clock value. The clock limits are also

public knowledge.

Voter agents
Each Voter shares the same structure, presented in Figure [7.24] It is able to record

via the vote variable the vote cast for choice i € {1, ..., k} by executing the action Vote;.
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Variables
e falseTrackerSentToVoter;: Boolean, for i € {1,...,n}
Actions

o SetFalseTrackerOfVoter; Toj, for 1 <i<mn,1<j<k

o Wait

Can Observe

e WBB: public election function

o the secret bijection

e clections’ stage (init/voting/defense)
Can Set

o the exposed tracker of every Voter

Figure 7.25: The ElectionDS agent

This action can be used only once, in the voting phase. It also records the coercer’s
request to vote for demandedVote. In both the cases 0 denotes that the variable is
not set, i.e. the agent did not vote yet and has not been contacted by the coercer,
respectively. In addition to the public variables of Environment, each Voter can observe
his real tracker, obtained in the defense phase by executing action FetchGoodTracker.
The agent can also observe his exposed tracker, i.e., the number assigned by ElectionDS,
as presented to the Coercer agent. This becomes possible after requesting in the defense
phase a tracker that points to a specific choice i € {1,. .., k}, by firing action INeed Vote;.
After obtaining his real tracker a Voter can decide to make it visible to the coercer by
executing action CopyRealTracker. Finally, the agent can always Wait, unless the clock
reaches the limit set for a phase. In the latter case, if it is the voting phase, then the
Voter needs to decide on the vote immediately, and if it is the defense phase, then it
automatically ends his participation by firing action Finish. It should be noted that
these actions are autonomous, e.g., a Voter can signal ElectionDS that he is coerced to

vote in a selected way, even if coercion does not take place.
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Variables

e voteDemandedFromVoter;: 0,... k, for i € {1,...,n}
Actions

o ReqVote,FromVoter;, for 1 <i<k,1<j<n

o Wuit
Can Observe

e WBB: public election function
e clections’ stage (init/voting/defense)

o the exposed tracker of every Voter

Figure 7.26: The Coercer agent

Agent ElectionDS

The structure of ElectionDS agent is presented in Figure [7.25] The agent can, in
addition to the public variables of Enuvironment, observe the secret bijection function.
This gives FElectionDS the full knowledge of the secret election function. The boolean
variables false TrackerSentToVoter; record that a voter i € {1,...,n} requested and
has been provided with a false tracker. This request is fulfilled by executing an action
SetFalseTrackerOfVoter; To; that sets the exposed tracker of voter 1 <4 < n to choice
1 < j < k. Note that while FElectionDS can set the value of the exposed tracker of any
Voter, it cannot read the current value of the variable. Therefore, each Voter can first
request a false tracker pointing to any choice and expose his real tracker afterwards,

unknowingly to ElectionDS. Finally, ElectionDS can always Wait.

Agent Coercer

The structure of Coercer is presented in Figure[7.26] Starting from the initial phase
until the votes are published, the agent can demand from any voter 1 < j < n to vote
for 1 < < k, by executing ReqVote;,FromVoter; action. Such a request can be made
at most once per voter and the total number of requests cannot exceed maxCoerced.
These choices are recorded using variables vote DemandedFromVoter;, where 1 < i < n.

As previously, the value of 0 signifies that no request has been made. The agent can
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Agent Coercer
Lobsvars = {exposedTrackerOfVoterl, exposedTrackerOfVoter2};

Vars:
coercedVoters: 0..2;
voteDemandedFromVoterl: 0..2;
voteDemandedFromVoter2: 0..2;
end Vars

Actions = {ReqVotelFromVoterl, ReqVote2FromVoterl,
ReqVotelFromVoter2, ReqVote2FromVoter2, Wait };
Protocol:
coercedVoters maxCoerced and voteDemandedFromVoterl = 0
and Environment.votesPublished = false:
{ReqVotelFromVoterl, ReqVote2FromVoterl, Wait};
coercedVoters maxCoerced and voteDemandedFromVoter2 = 0
and Environment.votesPublished = false:

{ReqVotelFromVoter2, ReqVote2FromVoter2, Wait};

Other: {Wait};
end Protocol
Evolution :
coercedVoters = coercedVoters + 1 if
(Action = ReqVotelFromVoterl
or Action = ReqVote2FromVoterl
or Action = ReqVotelFromVoter2

or Action — ReqVote2FromVoter2);

voteDemandedFromVoterl = if Action = ReqVotelFromVoterl;

voteDemandedFromVoterl = if Action = ReqVote2FromVoterl;

1
2

voteDemandedFromVoter2 = 1 if Action = ReqVotelFromVoter2;
2

voteDemandedFromVoter2 = if Action = ReqVote2FromVoter2;

end Evolution

end Agent

Figure 7.27: ISPL code of the Coercer agent

observe all public variables of Environment and all the exposed trackers of all voters.

At any step, the Coercer agent can Wait.

Atomic propositions

In order to construct formulae that can be interpreted in the model, we need
some atomic propositions. We set Props = {finished} U {vote,; | 1 <v <n,1 <i < k}.
Proposition finished denotes that the execution of the protocol has come to an end, and it
holds iff all the voters have executed Finish or the clock has exceeded helpRequest Time.
Formula vote, ; says that voter v has voted for candidate 4; it holds iff v’s variable vote

contains ?.

7.6.3 Implementation of the Model

In Figure[7.27] we present the ISPL code implementing the Coercer agent. The local

variables of the agent are denoted by Vars, Lobsvars denotes the set of the environment
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variables that the agent can observe, and Actions are action labels. The protocol section
specifies which actions are available at what states; the evolution section defines the

consequences of their execution.

7.7 Specification of Voting Properties

Formalizing Voter Verifiability in ATL

The Alternating-time Temporal Logic (ATL) framework enables precise specifica-
tion of voting system properties. A key requirement, is voter-verifiability, which ensures
voters can confirm their votes’ correct handling through the Web Bulletin Board (WBB).
This verification process, denoted checkW BB, generates two possible outcomes:

Initial specification:  ((voter))F(checkWBB_ ok V error)
Improved specification: — {(voter) F(checkWBB ok V check WBB _fail)
The initial specification contains a critical flaw: it permits trivial satisfaction when

the voter unconditionally signals error without performing checkW BB. The refined

formulation enforces:
e Mandatory execution of checkW BB verification protocol

e Guaranteed termination in either checkWBB ok (vote correctly recorded) or check WBB _ fail

(discrepancy detected)
e Strategic capability of the voter to achieve conclusive verification outcomes

This distinction ensures proper modeling of verifiability as a two-phase process: first
executing the verification protocol, then transitioning to a definitive epistemic state

about the vote’s status on the WBB.

Formalizing Dispute Resolution Requirements
Building upon verification capabilities, we extend the logical framework to address

dispute resolution through the ATL formula:
AG (checkWBB _fail — ((v))Ferror)

This expression formalizes the error-signaling property: whenever a verification fail-
ure occurs (checkWBB _fail), the voter maintains a strategic ability to initiate dispute

protocols (error) along all possible execution paths (AG).
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A comprehensive characterization of dispute resolution necessitates significantly en-

hanced modeling granularity:

e Evidence submission mechanisms to institutional authorities (electoral commis-

sions, judicial bodies)

e Formal deliberation processes including evidence evaluation and decision deriva-

tion

e Enforcement protocols for corrective actions (election annulment, revotes, legal

penalties)

Conjecture 7.7.1 Dispute resolution requirements in coercive voting environments de-

mand:

1. Structurally richer ICGS models incorporating institutional actors and legal pro-

cesses
2. Temporal-epistemic specifications ensuring irrevocable evidence binding
3. Strategic capabilities for voters to navigate multi-stage dispute workflows

This represents a strictly greater cognitive and strategic burden compared to basic veri-

fiability, requiring voters to execute purposeful, potentially non-myopic action sequences

under adversarial conditions.

Strategic-Epistemic Verification Framework

The propositional-level specifications discussed previously depend on explicit state
labeling with verification outcomes (checkWBB ok, checkWBB _fail). To capture higher-
level epistemic requirements, we extend ATL with knowledge operators K, following
standard epistemic logic conventions. For agent a, formula K, asserts that a knows ¢

holds in the current state.

Definition 7.7.2 (Epistemic Verification Property) Voter-verifiability as a strategic-
epistemic property requires the voter v to possess a strateqy ensuring complete epistemic

closure about vote registration. Formally:

(v)F /\ (K,voted; V K,—voted;)
i€ Cand
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This formula specifies that voter v can execule a strateqy guaranteeing eventual knowl-
edge of either voted; (vote correctly recorded for candidate i) or its negation for all

candidates in Cand.

Remark 7.7.3 The epistemic formulation avoids the verification outcome labeling prob-
lem in propositional approaches. By directly quantifying over the voter’s knowledge
states, it ensures non-trivial verification through proper execution of checkW BB rather

than passive proposition signaling.

Formalizing Receipt-Freeness via Strategic-Epistemic Logic
Receipt-freeness represents a critical security requirement in coercion-resistant vot-
ing systems, formalized through strategic-epistemic properties in extended ATL frame-

works. The foundational definition asserts:

Definition 7.7.4 (Strong Receipt-Freeness) The system must prevent voters from

producing credible evidence of their vote choice to coercers. This is expressed as:
/\ —((c,v))G (end — (K vote; V K.—votej))
i€ Cand

where ¢ denotes the coercer, v the voter, and Cand the candidate set.

Remark 7.7.5 (Alternative Characterizations) A weaker yet practically signifi-

cant formulation focuses on coercer’s inability to detect voter non-compliance:
A\ ~{c,v)G (end A —vote; — K vote;)
i€ Cand

This captures scenarios where the coercer only needs to verify whether the voter deviated

from a prescribed choice.

Proposition 7.7.6 (Vote Anonymity Specification) The system guarantees vote

anonymity if for all non-voter agents a and candidates i:
AG (- K,vote; A ~K,—vote;)
This ensures no external agent can infer individual vote content at any execution path.
While strategic-epistemic specifications provide expressive power, they introduce se-
mantic challenges in ATL extensions |Agotnes et al.| (2015); Jamroga and van der Hoek
(2004). Following our methodological approach, we prioritize strategic-operator formu-

lations that avoid epistemic quantification complexities while maintaining behavioral

fidelity.
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7.8 Random Models

In multi-agent system development, researchers often focus on modeling real-world pro-
cesses, games, or narratively coherent scenarios. However, in specific contexts, the
structural properties of the model itself take precedence over application-specific rel-
evance. This includes cases where structural constraints are required for algorithmic
optimization - such as model checking techniques that are optimized for specific topo-
logical features - or when requiring a scalable, customizable benchmark framework for
algorithm validation. The following section introduces a synthetic, structurally arbi-
trary model devoid of contextual narrative, designed specifically to enable systematic
evaluation of computational methods through precise control over topological parame-
ters.

The synthetic environment represents a single rational agent interacting with a non-
deterministic environment modeled as stochastic transitions. Model generation follows
a structured procedure:

1. Graph Construction: We initialize a directed acyclic graph (DAG) through path-
based node allocation. The state space cardinality is determined by the parameter
N € N, where N corresponds to the total number of states. Initial path structures
are established via random edge assignment between sequential node clusters, followed
by augmentation with cross-path edges sampled from uniform distribution across non-
adjacent node pairs.

2. Transition Formalization: Each node s; € S generates a transition relation 7'(s;)
through combinatorial selection: For all outgoing edges Eoyt(si), we randomly sample k-
element subsets (where k < |E,u(s;)|) to construct partial transition functions. Action
labels a € A are assigned through bijection with sampled edge subsets, ensuring distinct
action definitions per state.

3. Epistemic Structuring: The state space S undergoes partitioning into epistemic

equivalence classes K = {K1, Ko, ..., K}, } via random equivalence relations satisfying:

VK, K € X, (KinK; #0)= (K;=K;) and |JK=S5
KeX

This partitioning maintains class cardinality constraints |K| = fepist (IV), where fepist 1S

a sublinear function of state count.
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4. Objective Specification: Winning states W C S are designated as terminal states
in each path, selected through uniform random sampling from path-specific terminal
nodes. The reward structure satisfies |W| = fyin(N) with fyin representing configurable
density parameters.

All complexity metrics (connection density, action space dimensionality, epistemic
class count) are governed by parametric functions of N, enabling systematic variation
of computational requirements while maintaining formal verifiability through controlled

topological properties.

7.9 Other Models

In this section we briefly introduce interesting models that appear in various publica-

tions. We will refer to them in further sections.

7.9.1 Castles Benchmark

The Castles model have been proposed in |Pilecki et al. (2014). The model consists of
one agent called Environment that keeps track of the health points of three castles, plus
a number of agents called Workers each of whom works for the benefit of a castle. Each
castle is assigned a certain number of health points (HP, ranging from 0 to 3), that
represent the current condition of the castle. When castle’s HP drops to 0 it means
that the castle is defeated.

Workers can execute the following actions:

e attack.: attack a castle ¢, which is one of the castles they do not work for,
e defend: defend the castle they do work for,

e idle: do nothing.

Doing nothing is the only available action to a Worker of a defeated castle. No agent
can defend its castle twice in a row, it must wait one step before being able to defend
again. A castle gets damaged if the number of attackers is greater than the number
of defenders, and the damage is equal to the difference. In the initial state, all castles
have 3 HP and every Worker can engage in defending its castle. Every Worker knows

if it can currently engage in defending its castle, and can observe for each castle if it
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is defeated or not, which defines the indistinguishability relation for the agents. The
model is parameterized by the number of agents and the allocation of Workers. For
example, an instance with 1 worker assigned to the first castle, 3 workers assigned to
the second and 4 to the third castle will be denoted by 9 (1,3,4).

7.9.2 TianJi Model

The TianJi model has been proposed in Busard et al.| (2014). The model consists of
two agents: Tian Ji and the King. Each agent has n horses numbered 1,...,n. In the
game, Tian Ji and the King send their horses one by one against each other. Horse ¢ of
Tian Ji wins the race with King’s horse j iff ¢ > j. At each stage, the agents know the
current score and their own remaining horses, but not those of the opponent. Moreover,
the decisions at each round are made simultaneously, so one does not know which horse
is currently sent by the other player. The player whose horses won most races wins the

game.

7.10 Challenges and Lessons Learnt

Modeling Complex Systems The formal verification of real-world systems revealed

three fundamental challenges:

1. Abstraction-Completeness Trade-off: Effective modeling requires balancing
abstraction with semantic fidelity. The bridge card game analysis demonstrated
how over-abstraction (e.g., omitting trick resolution dynamics) could compromise
verification of strategic reasoning under partial observability, while excessive detail
in drone coordination models led to state-space explosion in systems with N > 10

agents.

2. Temporal-Epistemic Complexity: The SAI framework highlighted the ex-
ponential growth of epistemic equivalence classes. This necessitated optimized

group-theoretic verification algorithms to maintain computational tractability.

3. Security-Centric Modeling: Coercion-resistant voting protocols like Selene re-
quired novel formalizations of strategic-epistemic properties. The implementation
of K,(voted; V —voted;) specifications demanded sophisticated state-space parti-

tioning to prevent trivial satisfaction through passive proposition signaling.
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Verification Methodology Insights Our multi-agent system analyses yielded key

methodological advancements:

1. Structured Abstraction Frameworks: The bridge endplay model established

best practices for state-space reduction through:
e Hierarchical state representation with (hands, tricks, board, clock) tuples
e Contextual goal structures separating verification objectives from environ-

mental dynamics

2. Parametric Scalability Mechanisms: Drone coordination models demonstrated
the effectiveness of sublinear complexity functions fepisi(N) and fyin(N) in man-
aging state-space explosion. This enabled verification of systems through con-

trolled topological parameterization.

3. Security-by-Design Principles: The Selene analysis emphasized the impor-
tance of integrating security properties at the modeling stage. Key innovations
included:

e Cryptographic commitment tracking through SN — WBB mappings

e Robust anti-coercion spaces E(B) with combinatorial indistinguishability

guarantees
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STV: StraTegic Verifier

STV is a formal verification framework designed to rigorously assess agents’ strategic
capabilities in multi-agent systems, with a central objective of synthesizing memory-
less strategies under imperfect information conditions that provably satisfy specified
temporal goals. Its analytical scope comprises two orthogonal dimensions: (1) model
checking of functionality requirements, formalized as the capacity of legitimate users to
realize their intended objectives despite environmental uncertainties, and (2) verifica-
tion of security properties, defined through the formal infeasibility of adversarial entities
compromising system integrity. The framework explicitly addresses both cooperative
and adversarial agent interactions through a unified specification methodology.

The content of this chapter is based on the following papers: Kurpiewski et al.
(2019a, 2021]).

8.1 Functionalities

The STV model checker performs explicit-state model checking, representing global
states and transitions within the model explicitly in the verification process’s memory.
This representation is akin to a linked-list graph structure, where each state has an
associated list of outgoing transitions. To enhance verification efficiency at the expense
of increased memory usage, STV sorts not only forward transitions but also their reverse
counterparts. This approach allows for quick computation of a state’s pre-states by
iterating over its transition list.

We now provide a detailed overview of the functionalities implemented in STV.
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8.1.1 Implemented Algorithms

Approximate fixpoint verification. STV supports standard fixpoint verification
for ATL;, and approximate fixpoint verification for ATL;., employing an algorithm
detailed in Section [3.I] An optimized version of this algorithm, outlined in Section

utilizes a Disjoint-Union data structure to represent epistemic class sets.

Depth-first strategy synthesis with removal of dominated strategies. The tool
enables depth-first strategy synthesis for both ATLy, and ATL;.. Optimization occurs
through the removal of dominated strategies, as described in Section Additional

heuristics have been implemented to further enhance the tool’s verification capabilities.

Depth-bounded DFS strategy synthesis. STV supports strategy synthesis for
perfect recall semantic versions of ATL, namely ATLig and ATL;g. Users can initiate
this process by specifying the desired depth of the search tree, correlating to the length

of the agent’s action history under examination.

Partial-order reduction. The tool implements a fully automated reduction applicable
only with asynchronous semantics, as described in Section It requires a predefined
set of propositions for the reduction process and generates a reduced model in place of

the full model.

Bisimulation checking. The tool facilitates A-bisimilar checking between two models
for a specified coalition A. In addition to defining both models, users must provide the
bisimulation relation between corresponding states and the chosen coalition.

8.1.2 Model Specification Language

The STV model-checker enables model specification through a user-friendly text-based
input method. Models are defined as Asynchronous Multi-Agent Systems (S), where

agents are instantiated from a template. The specification for each agent encompasses:

1. Local Variables and Initial Values: Outlines the agent-specific variables and

their initial states.
2. Initial State: Specifies the starting state of the agent.

3. Transition System: Detailed as a list, it contains the transitions that an agent

can perform, classified as ’private’ or ’shared’:
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o Private Transitions: Unique to the agent, not involving other agents.

o Shared Transitions: Involve interactions with other agents.
4. Transition Specification: Describes each transition in terms of:

e Source State: The starting state of the transition.

Target State: The state achieved after the transition.

Action: The action that triggers the transition.

Guard Condition: A condition that must be met for the transition to occur.

Post Condition: The expected variable state changes post-transition.

The number following an agent’s name in brackets indicates the number of instances
to be created from the template. During file parsing, each ’alD’ in the agent specification
is replaced with a unique identifier, like "Trainl’ or "Train2’.

Model Specification Example: The example model includes two agent types:
Train and Controller, instantiated as Train|2| and Controller[l]. Each agent type has

1ts own transitions.
e Agent Train|2]:

— Initial State: wait
— Shared Transitions:

x al_aID: Transition from wait to tunnel, activated with aID_in=true.
* a2_alID: Transition from tunnel to away, activated with aID_in=false.

* a3: Private transition from away to wait.
e Agent Controller[1]:

— Initial State: green
— Shared Transitions:

* al_Trainl and al_Train2: Transition from green to red.

* a2_Trainl and a2_Train2: Transition from red to green.
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Agent Train|[2]:

init: wait

shared al alD: wait — tunnel [aID in=true]
shared a2 alD: tunnel — away [alD in=false|

ajd: away —> wait

Agent Controller [1]:

init: green

shared al_ Trainl: green —> red
shared al_ Train2: green —> red
shared a2 Trainl: red —> green

shared a2 Train2: red —> green

REDUCTION: [in_ Trainl,in Train2]
COALITION: [Controllerl]
FORMULA: <<Controllerl >>F(Trainl_in=True | Train2_in=True)

Figure 8.1: Train-Controller model specification in STV

Additional elements like REDUCTION and COALITION define inter-agent relations. The
FORMULA states a logic formula for validation, focusing on the state transitions of trains
managed by the controller.

The specification of the Train-Controller model in STV is illustrated in Figure

Other specifications has been shown throughout the thesis, e.g., in Figures [7.21

and [7.13]

8.1.3 Graphical Interface

The graphical interface of the STV tool is developed using the Electron framework,
resulting in a user-friendly desktop application. For optimal functionality, the user is
required to have Python installed on their computer, with version 3.7 or higher. The
interface is designed to facilitate various tasks related to model generation, visualization,
and verification. Examples of the interface in use are presented in the figures 77, 77,
7?7, and ?77.

Model Loading Options. The tool provides users with the flexibility to either import
a model description from a file or select from an array of predefined models. This feature

enhances the tool’s accessibility and ease of use.
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Figure 8.2: Graphical User Interface of the STV tool, local model view

Transition Graph Display. Upon selecting a model, it can be generated and visual-
ized within the interface as a transition graph. This graphical representation is key to

understanding the model’s structure and dynamics.

Graph Customization and Interaction. The transition graph is automatically
aligned for optimal viewing. However, users have the option to manually adjust the
placement of nodes on the screen to suit their viewing preferences. Additionally, the
interface includes zoom functionality to allow for both detailed examination and broader

overview of the model.

Display Options. The interface offers options to show or hide the descriptions of
transitions, which include user actions, and the descriptions of each state, encompassing

the state name and values of internal variables.

Asynchronous Model Features. In cases where the user generates an asynchronous
model, the tool displays not only the global model but also the local model templates.
This dual-view feature provides a comprehensive understanding of the system’s opera-
tions.

Model Reduction Visualization. For asynchronous models, the tool allows the
generation of a reduced model. To illustrate the relationship between the global and
reduced models, corresponding states are marked with the same color, enabling easy

comparison and analysis.
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Figure 8.3: Graphical User Interface of the STV tool, global model view

Verification Algorithms Utilization. The tool supports the application of various
verification algorithms. During the verification process, initial states and winning states
are distinctly colored to enhance clarity. Upon completion, the verification results are
displayed, with states reachable by the coalition’s winning strategy highlighted in an

additional color.

Bisimulation Checking Support. The tool’s interface adeptly supports bisimulation
checking by displaying two user-provided models side-by-side. Corresponding states in
these models are marked with the same color to facilitate analysis of the bisimulation

relation.

8.2 Implementation Details

The source code of STV has been structured in separate Python modules, which we

describe below.

8.2.1 Logics

The logics module contains implementation of classes for representation of ATL models.
The main class is ATLIrModel that represents the model with perfect information in

form of a transition graph. Transitions are represented using the Transition class.
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Figure 8.4: Graphical User Interface of the STV tool, verification result, strategy found

8.2.1.1 Transition

The class named Transition is designed to represent transitions in a model. This class
encapsulates key properties of a transition, including the next state, associated actions,

and time.

Properties and Validations. The Transition class comprises three main properties:

e next_state: An integer representing the identifier of the next state in the tran-

sition. It includes a validation check to ensure the value is non-negative.

e actions: A list of strings, each representing an action associated with the transi-
tion. This property is safeguarded by a validation that prohibits an empty list of

actions.

e time: An integer indicating the time associated with the transition, with a vali-
dation to ensure it is not negative.
Initialization and String Representation. The class constructor (__init__) ini-
tializes a Transition instance with the next state identifier, a list of actions, and an
optional time parameter (defaulting to 1). The class also includes two methods, to_str

and __str__, for generating a string representation of the transition. These methods

-
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Figure 8.5: Graphical User Interface of the STV tool, verification result, strategy not
found

provide a formatted output displaying the next state, actions, and time associated with

a transition.

8.2.1.2 ATLIrModel

The ‘ATLIrModel* class is implemented to create ATL models with perfect informa-
tion and imperfect recall. It encompasses several properties and methods essential for
modeling and verifying strategies in multi-agent systems.

Class Properties: The class defines several properties:

e number_of_agents: Indicates the total number of agents in the model, with a

validation to ensure it’s non-negative.

e transitions and reverse_transitions: Stores the forward and reverse transi-

tions of the model.

e agents_actions and pre_states: Holds actions for each agent and pre-states for

each state in the model.

e number_of_states and states: Represents the total number of states and the

list of states in the model.
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e strategy: Manages the strategic choices for each state.

Constructor and Initialization: The constructor accepts the number of agents
and an optional parameter for opponent reactiveness. It initializes the model’s states,
transitions, and agent actions.

Methods for Strategy Synthesis and Verification: The class includes various
methods for synthesizing and verifying strategies. These include methods for adding
actions and transitions, DFS-based synthesis algorithms, and methods for computing
the minimum and maximum fixpoint for one agent, many agents, or no agents.

Utility Methods: Additional methods like prepare_result_states, marked_winning_states,
and print_model provide utilities for manipulating and displaying model states.

In summary, the ‘ATLIrModel* class serves as a comprehensive framework for defin-
ing and analyzing ATL models with perfect information and imperfect recall, equipped

with functionalities for detailed strategy synthesis and verification.

8.2.1.3 ATLirModel

The ‘ATLirModel‘ class, inheriting from ‘ATLIrModel, is designed for creating ATL
models with imperfect information and imperfect recall. It includes additional prop-
erties and methods specific to handling epistemic relations and imperfect information
scenarios.

Class Properties:

e epistemic_class_membership: Tracks the epistemic class membership for each

agent in every state.

e imperfect_information: Represents the imperfect information available to each

agent.

e finish_model_called: A flag to indicate whether the model construction process

is complete.

Initialization: The constructor initializes the epistemic relations and sets up the
model. It includes methods like init_epistemic_relation and finish_model to man-
age epistemic classes and finalize the model.

Epistemic Class Management:
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e add_epistemic_class: Adds an epistemic class for a specific agent and updates

the epistemic class membership.

e epistemic_class_for_state_one_agent and epistemic_class_for_state_multiple_agents:

These methods compute the epistemic class for a given state and agent(s).

Strategy Synthesis and Verification: The class extends various methods for
computing winning strategies in scenarios with imperfect information. This includes
different versions of depth-first search (DFS) algorithms and basic formula computation
for one or multiple agents.

DFS Algorithms:

e dfs_alg _one_agent,dfs_counting_alg_one_agent, dfs_counting_bounded_alg_one_agent,
and others: These methods implement DFS-based strategy synthesis with differ-

ent constraints and optimizations for handling imperfect information.

In summary, the ‘ATLirModel‘ class provides a robust framework for modeling and
analyzing ATL scenarios with imperfect information and recall. It extends the func-
tionalities of the ‘ATLIrModel‘ with additional considerations for epistemic classes and
imperfect information, offering a wide range of methods for strategy synthesis and ver-

ification.

8.2.1.4 ATLirModelDisjoint

The ‘ATLirModelDisjoint‘ class extends the ‘ATLIrModel‘ to create ATL models with
imperfect information and imperfect recall, utilizing a disjoint-union structure. This
class enhances the handling of epistemic relations and state transitions within ATL
models.

Key Properties:

e epistemic_class_membership: Manages the membership of states in epistemic

classes for each agent.

e epistemic_class_disjoint: A list of disjoint-set data structures for managing

epistemic classes.

e imperfect_information: Stores imperfect information available to each agent.
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e can_go_there: A structure to determine the possible transitions for each state

and action.
e finish_model_called: Indicates if the model construction is completed.

Constructor and Initialization: The constructor initializes the epistemic rela-
tions using disjoint sets. It sets up the structures for managing imperfect information
and possible state transitions.

Epistemic Class Management:

e add_epistemic_class: Adds an epistemic class for an agent and updates the

disjoint-set structure.

e find_where_can_go: Determines the possible states that can be reached for each

action in an epistemic class.

Formula Computation: The class includes methods like minimum_formula_one_agent
and basic_formula_one_agent to compute winning strategies, utilizing the disjoint-set
structure for efficient management of state relations.
Utility Methods: Additional methods like is_reachable_by_agent, epistemic_class_for_sta
and epistemic_class_for_state_multiple_agents provide essential functionalities
for strategy computation and epistemic relation management.
In essence, the ‘ATLirModelDisjoint* class provides advanced functionalities for ATL
models with imperfect information and recall, leveraging disjoint-union structures for
efficient state and epistemic class management. It extends the ‘ATLIrModel* with ad-

ditional capabilities tailored to complex ATL modeling scenarios.

8.2.2 Models

8.2.2.1 SimpleModel

The ‘SimpleModel class serves as the main structure for model representation in model
checking scenarios. It encapsulates basic information and functionalities required for
various types of models, particularly those used in temporal logic verification.

Constructor and Basic Properties:

e The constructor initializes the model with a specified number of agents.
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e Key properties include the number of states, transitions, and agents, as well as
structures for representing the model’s graph, pre-images, epistemic classes, and

states.

Model Manipulation Methods:

e add_transition and add_epistemic_relation allow for the dynamic expansion

of the model’s graph and the establishment of epistemic relations.

e resize_to_state ensures that the internal structures can accommodate a speci-

fied number of states.

e epistemic_class_for_state and epistemic_class_for_state_and_coalition

provide mechanisms for querying epistemic classes.

Strategy and Transition Analysis:

e The class includes methods for analyzing possible strategies in individual states

and sets of states, as well as for specific coalitions.

e to_atl_perfect, to_atl_imperfect, and similar methods enable conversion of

the model to various formalisms like ATLIr, ATLir, and SLIr.

Subjective Semantics and Simulation:

e The to_subjective method adjusts the model for subjective semantics in ATLir,

adding an initial state for a specific coalition.

e simulate provides a mechanism for interactive exploration of the model’s behavior

based on agent decisions.

Overall, the ‘SimpleModel‘ class acts as a comprehensive framework for representing
and manipulating models in temporal logic verification, offering extensive functionali-
ties for epistemic relation handling, strategy analysis, and conversion to various logic

formalisms.
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8.2.2.2 GlobalModel

The ‘GlobalModel‘ class is designed to represent a global model, primarily used in the
context of model checking. This class integrates local models and manages the reduction
and representation of the global state space.

Constructor and Initial Setup:

e The constructor initializes the global model using local models, reductions, bounded
variables, persistent states, coalitions, goals, logic type, formula, epistemic visi-

bility, semantics, and initial conditions.

e It parses ATL and CTL formulas and determines the coalition based on the logic

type.

Core Functionalities:

e generate and generate_part methods build the global model based on the pro-

vided parameters and local models.

e The model generation process considers both synchronous and asynchronous se-

mantics.
o Epistemic relations are prepared using _prepare_epistemic_relation.

e Transition information is added to the model using _add_index_to_transitions

and _compute_shared_transitions.
State and Transition Management:

e The class manages states and transitions, including enabling transitions, comput-

ing successors, and adding new states and transitions to the model.

e It utilizes a partial order reduction algorithm (_iter_por) for efficient state space

exploration.
Utility Methods:

e Methods like _successor, _add_state, and _copy_props_to_state are used to

manage state transitions and properties.
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e The class also includes methods to compute enabled transitions and to check

conditions for synchronous transitions.
Properties:

e Properties include the formula, model, local models, states count, transitions

count, and model name.
e These properties provide access to essential aspects of the global model.

In summary, the ‘GlobalModel* class offers a comprehensive structure for repre-
senting and managing a global model in model checking, encapsulating local models,

handling state transitions, and integrating various semantics and epistemic relations.

8.3 Challenges and Lessons Learnt

Implementing the STV model-checker presented several significant challenges, each con-
tributing valuable lessons to the development process. The primary focus was on how to
effectively represent model structures in memory, balancing considerations of memory
usage against the time complexity of essential operations during model generation and
verification. This section highlights the key challenges encountered and the insights

gained from addressing them.

Optimizing Memory Representation and Access Complexity The foremost chal-
lenge lay in representing model structures in a way that optimized memory usage while
ensuring efficient access to necessary information. The main concern was the time com-
plexity involved in operations such as verifying the uniqueness of newly generated states
and retrieving lists of pre-states for a given state. This necessitated a careful design of
data structures and algorithms to manage memory efficiently without compromising on

the speed of access, crucial for large-scale model checking tasks.

Verification Process and State Management Another significant hurdle was re-
lated to the verification process itself, particularly in managing the dynamically grow-
ing set of winning and reachable states. This aspect of the tool required a robust
and scalable approach to track and update state information as the verification process

progressed, ensuring both accuracy and efficiency.
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8.3 Challenges and Lessons Learnt

Maintaining Code Structure During Expansion As the STV model-checker evolved,
incorporating new functionalities posed its own set of challenges. Maintaining a clean
and structured codebase while expanding the tool’s capabilities was crucial for long-
term maintainability and ease of further development. This necessitated a disciplined
approach to software design, emphagizing modularity and readability, to accommodate

the tool’s growth without compromising on code quality.

Lessons Learnt These challenges brought forth several lessons in software engineer-
ing, particularly in the realms of data structure optimization, algorithmic efficiency,
and software design principles. The experience underscored the importance of a well-
thought-out design strategy that accommodates future expansions and modifications,
balancing the trade-offs between memory usage, processing speed, and code maintain-

ability.
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Experimental Evaluation

This chapter is dedicated to the experimental evaluation of various verification and state-
space reduction methods discussed in the preceding chapters. The primary objective is
to assess the effectiveness, efficiency, and practicality of these methods when applied to
a range of models that have been detailed earlier in this paper. Through this empirical
analysis, we aim to provide a comprehensive understanding of how these theoretical
approaches perform for different scenarios and with varying model complexity.

The evaluation encompasses a series of experiments designed to rigorously test each
verification and state-space reduction technique. We apply these methods to a diverse
set of models, carefully chosen to represent a wide spectrum of possible use cases and
challenges in model checking. This approach ensures that our findings are robust and
generalize across various contexts, offering valuable insights into the strengths and lim-
itations of each method.

In addition to assessing the accuracy of each technique, a significant focus is placed
on evaluating performance metrics such as computational time and memory usage.
These metrics are crucial for understanding the scalability and practical viability of
the methods in handling complex, real-world models. By analyzing these performance
aspects, we provide concrete data that support decision-making processes regarding the
selection and application of verification and state-space reduction techniques in different
model checking scenarios.

Lastly, this chapter synthesizes the experimental results to draw meaningful conclu-
sions about the overall efficacy of the studied methods. We discuss the implications of

these findings for practitioners and researchers in the field of model checking, offering
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9. EXPERIMENTAL EVALUATION

recommendations based on empirical evidence. The insights gained from this experi-
mental evaluation are intended to guide future developments and applications in the
domain of verification and state-space reduction.

The content of this chapter is based on the following papers:[Jamroga and Kurpiewski
(2023); Jamroga et al. (2019a}, [2022a,bl); [Kurpiewski and Marmsoler| (2019); Kurpiewski
et al.| (2019b}, 2023).

9.1 Bridge Endplay

In this section, we delve into an in-depth analysis of the endplay scenarios in the bridge
card game, as introduced in Section Our objective is to apply a spectrum of veri-
fication methods to different versions of this model, thereby assessing the effectiveness
of these approaches in capturing the nuances and strategic complexities inherent in the
game.

To achieve a comprehensive understanding, we first outline the specific aspects and
variations of the bridge endplay model that will be subjected to verification. This
includes different game scenarios, strategies employed by the players, and the dynamic
nature of the game’s progress. Each model variant is designed to encapsulate key
elements of bridge endplay, as well as it’s variations.

Subsequently, we apply a range of verification methods to these models. The meth-
ods selected for this analysis represent a cross-section of the latest advancements in
model checking and state-space analysis. By applying diverse methods, we aim to
evaluate their relative strengths and limitations in the context of the intricate decision-
making processes in bridge endplay.

For each method applied, we present detailed results, including the effectiveness in
identifying winning strategies, the computational efficiency, and the scalability of the
approach. We compare these results across different model variants to draw insights
into which verification techniques are most suitable for analyzing specific aspects of
bridge endplay.

Finally, the insights garnered from this analysis are synthesized to provide recom-
mendations on the applicability of these verification methods in bridge endplay model-

ing. This section aims to not only enhance our understanding of the model but also to
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9.1 Bridge Endplay

(n,k) | #states | tgen Low.er approx. Upp.er approx. Match Exact
tverif | %true | tverif | %false (tg+tv)
(1,1) 11 0.0007 | 0.00007 | 100% | 0.00004 0% 100% 0.12
(2,2) 346 0.011 | 0.0008 | 100% | 0.0003 0% 100% | 2.42h*
(3,3) | 12953 0.73 0.07 85% 0.01 15% 100% | timeout
(4,4) | 617897 | 35.19 | 348.37 90% 0.72 10% 100% | timeout
(5,5)*| 2443467 | 132.00 | 8815.73 | 100% 4.216 0% 100% | timeout

Table 9.1: Experimental results: solving endplay in bridge by fixpoint approximation

contribute to the broader field of game theory modeling and analysis through empirical

findings.

9.1.1 Standard Scenario

We start with the standard version of the bridge game from Section[7.1.I] where the goal
is to win the most tricks. The formula we want to verify is ¢ = ((S)), Fwin, which means
that the South player has a strategy to eventually win the game. As the verification
method we use fixpoint approximations from Chapter 8] The results of the experiments

are shown in Table The columns present the following information:

e the parameters of the model (n, k),

the size of the state space (#states),

the generation time for models (tgen),

the verification time (tverif) and the percentage of instances for which the output

of approximate verification has been conclusive for the lower approximation try,

(%true) and the upper approximation try (%false);
e the percentage of cases where the bounds have matched (Match), and
e the total running time of the exact ATL;, model checking with MCMAS (tg+tv).
The times are given in seconds, except where indicated. We ran the experiments
for up to 48h per instance. The results in each row are averaged over 20 randomly

generated instances, except for (x) where only 1 hand-crafted instance was used. In

case of the approximate model checking for random (5, 5) models, the program was not
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(n, k)| #states | tgen Low.er approx. Upp.er approx. Match Exact
tverif | %true | tverif | %false (tg+tv)
(1,1) 19 0.001 | 0.0001 | 100% | 0.0001 0% 100% | 9.68h*
(2,2) 713 0.04 0.01 100% | 0.004 0% 100% | timeout
(3,3)] 52843 5.18 | 18.61 65% 0.58 15% 80% | timeout
(4,4) memout timeout

Table 9.2: Experimental results for absent-minded declarer by fixpoint approximation

(n, k)| #states | tgen LOW'eI‘ approx. Upp'er approx. Match Exact

tverif | %true | tverif | %false (tg+tv)
(1,1) 19 0.002 | <0.0001 0% <0.0001 0% 0% 14.93h*
(2,2) 735 0.05 0.001 0% 0.004 10% 10% | timeout
(3,3)| 60563 6.34 0.04 0% 0.58 35% 35% | timeout
(4,4) memout timeout

Table 9.3: Absent-minded declarer, approximation try,»

even able to complete model generation due to memout. For the exact model checking

of random (2,2) models, timeout was obtained in most instances.

9.1.2 Absent-Minded Declarer

We move to the absentminded version of the bridge game, as described in Section
The results of the experiments are shown in Table Again we used fixed-point
approximations as the verification method. Note that, for this class of models, the
bounds do not match as tightly as before. Still, the approximation was conclusive in an
overwhelming majority of instances. Moreover, it grossly outperformed the exact model
checking which was (barely) possible only in the trivial case of n = 1.

The models are not turn-based, not lockstep, and not of perfect recall. Since they
are not lockstep, approximations trre and trrs do not have to coincide. In Table
we present the experimental results obtained with trrs, which show that the improved

approximation trpg provides tighter lower bounds also from the practical point of view.
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9.1 Bridge Endplay

(n, k) | #states tgen Lowler approx. Upp.er approx. Match FExact
tverif | %true | tverif | %false (tg+tv)
(1,1) 11 <0.0001 | <0.0001 | 100% | <0.0001 0% 100% 0.12
(2,2) 346 <0.0001 | <0.0001 | 56% | <0.0001 | 44% 100% | 2.42h*
(3,3) 12953 0.06 <0.0001 | 62% | <0.0001 | 38% 100% | timeout
(4,4) | 617897 4.64 0.56 62% 0.26 38% 100% | timeout
(5,5)*| 2443467 34.00 3.0 100% 2.0 0% 100% | timeout
(5,5) | 15190971 | 124.00 8.5 50% 6.0 50% 100% | timeout
(6,6)*| 70094091 | 3779.00 667.0 100% 78.0 0% 100% | timeout

Table 9.4: Results of the optimized algorithm for the bridge model by fixpoint approxi-

mation

9.1.3 Optimized Algorithm

The experiments in Section were conducted using a straightforward, one can even
say naive, implementation of the fixpoint approximation algorithms. Already for that
implementation, the results looked very promising, scaling up to millions of states. In
this section, we show that one can develop and apply various optimization techniques,
both domain-independent and domain-specific, that complement the general approxi-
mation scheme. We have focused on optimizing the data structures and operations on
them. Most likely, other kinds of optimizations can be applied as well; we plan to study
the issue in the future.

The optimized algorithms were implemented in C++ which offered better control
of data management than Python. We ran the experiments in the same way and in
the same environment as before. The results of the experiments with the optimized
algorithms are shown in Table [0.4 When compared to Table one can see further
dramatic speedup and a lower memory usage. The algorithms were able to generate
and verify a model with over 70 million states in less than 75 minutes. Perhaps more
importantly, the verification of the handpicked (5,5)* model (which marked the limit
of our capability in Section ran almost 3000 times (!) faster than with the
straightforward implementation. This strongly suggests that the potential for further
improvement is still large.

Our optimized algorithms reached their limit with randomly generated (6, 6) models,
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Lower abstraction Upper abstraction
(n,k) | AL | #states : : Match
tgen | tverif | %true | tgen | tverif | %false
1328192 | 258 14 0% 330 1.0 0% 0%
2481220 323 2.8 0% 412 3.4 0% 0%
6223840 | 420 54 0% 500 76 | 0% 0%

9124109 | 490 | 825 | 50% | 612 925 | 25% | 5%
| 15190971 | 124 | 85| 50% | 124 | 6.0 | 50% | 100% |

QUi =~ | W (N | —

|

Table 9.5: Verification with abstraction: results for the bridge model may/must abstrac-

tion by fixpoint approximation

Lower abstraction Upper abstraction
(n,k) | AL | #states - - Match
tgen | tverif | %true | tgen | tverif | %false
6,6 | 1 | 272113 | 680 | <1| 0% |1203| <t | 0% | 0%
(6,6) | 2 408127 714 1 0% 989 1 0% 0%
(6,6)* | 3 1420924 739 2 0% 993 2 0% 0%
(6,6) | 4 6925594 874 11 | 100% | 1064 9 0% 100%
(6,6)* | 5 | 13977070 | 1126 25 | 100% | 1371 21 0% 100%
| (6,6)* | 6 | 70094091 | 3779 | 667 | 100% | 3779 | 78| 0% | 100% |

Table 9.6: Further results for abstractions of the bridge model may/must abstraction by

fixpoint approximation

facing memout during model generation. A possible way to overcome the limitation is

by state abstraction of the model.

9.1.4 Abstraction

We have conducted three series of experiments with abstractions of the bridge endplay
models. First, we re-approached the largest models that we managed to verify in the
previous sections. We looked at the balance between accuracy and performance, ob-
tained by different granularity levels of abstraction. The results are shown in Tables
and [0.6] Table presents the output of experiments for randomly generated models
(5,5), i.e., models of full play with each player holding initially 5 cards. We studied all
possible levels of abstraction from r = 1 (all ranks of cards removed) up. The results for

r =5 (full model, no abstraction) form the baseline; we repeat them after Section
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9.1 Bridge Endplay

Lower abstraction Upper abstraction
(n,k) | AL | #states - : Match
tgen | tverif | %true | tgen | tverif | %false
(13,1) | 6 11 <1 <1l| 65% <1 <1l| 15% 80%
(13,2) | 6 243 <1 <1 | 45% <1 <1| 20% 65%
(13,3) | 6 12504 <1 0.1 55% <1 <1 | 15% 70%
(13,4) | 6 545323 10 0.5 | 50% 12 0.45 | 30% 80%
(13,5) | 6 | 6406684 | 562 72| 20% 646 9.2 0% 20%

Table 9.7: Further results for abstractions of the bridge model may/must abstraction by

fixpoint approximation

Table presents an analogous study for the handpicked model (6,6), the same as in
Section 9.1.3

Finally, we model checked existence of winning strategies in k-endplay with the full
deck of cards (n = 13), for a fixed level of abstraction (r = 6) and different values of k.
The results are shown in Table This series of experiments is especially interesting,
as it best captures what happens in reality. Middle-level human players deal with the
complexity of the full deck of cards by discerning between ranks from A down to 10,
and abstracting away from the “low ranks” between 9 and 2.

In all the tables, the columns present the following information:

e the parameters of the model (n, k), i.e., the number of cards per suit in the deck
(n) and the initial number of cards per player (k);

e the level of the abstraction (AL=r);

e the size of the state space after abstraction (F#states);

e the generation time for the lower and the upper abstraction of the model (tgen),

e the time and the output of verification (tverif, %true, %false) for model checking

of the lower and the upper abstraction,
e the percentage of cases where the bounds have matched (Match).
The times are given in seconds. The experiments were run in exactly the same environ-
ment as before. We used the optimized version of our fixpoint algorithm, presented in

Section[3.2] The results in each row are averaged over 20 randomly generated instances,

except for (%) where only 1 hand-crafted instance was used.
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Conf. | DominoDFS | MCMAS | Approx. | Approx. opt.
(1,1) 0.0006 0.12 | 0.0008 | <0.0001
(2,2) 0.01 8712* 0.01 < 0.0001
(3,3) 0.8 timeout 0.8 0.06
(4,4) 160 timeout 384 5.5
(5,5)* 1373 timeout 8951 39
(5,5) memout timeout | memout 138
(6,6) merout timeout | memout 4524

Table 9.8: Results for Bridge by domination-based DFS

9.1.5 Domino DFS

For the next set of experiments we use Domino DFS algorithms from Section
and the model of the standard version of the bridge game endplay. Table collects
the experimental results for models of the Bridge scenario. The first column identifies
a subclass of the models. For each such subclass, we have run tests on 50 randomly
generated card deals, except for the configurations marked with (*) where we were
only able to run tests on a single handcrafted instance of the model due to timeout
or memout. The other columns present the average performance of model checking
(model generation + verification time): first for our new algorithm (DominoDFS), and
then for the reference tools. We provide a comparison to MCMAS and the fixed-point
approximations. The approximations are used in two variants: the basic one (Approx.)
from Section and the optimized one (Approx. opt.) from Section

9.1.6 Discussion of Results

Fixpoint Approximation

In the experiments, our approximations offered a dramatic speedup. The exact
model checking of ¢ was infeasible except for the simplest models (hundreds of states),
even with an optimized symbolic model checker like MCMAS. In contrast, our bounds
were verified for models up to millions of states. Moreover, our approximations obtained
an astonishing level of accuracy: the bounds matched in 100% of the analyzed instances,

thus producing fully conclusive output.

Abstraction
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9.2 Castles Benchmark

The first two series of experiments show, unsurprisingly, that stronger abstraction
saves much of the verification time, but also removes from the model information that
can be vital for the verification output. In particular, too strong abstraction removes
information needed to identify more sophisticated winning strategies. Of course, when
combining two approximation techniques, one should expect the gap between the bounds
to be significant. Still, the gap in our experiments was clearly due to abstraction, and
not because of the fixpoint approximation (this is evident from the baseline results).
On a more positive note, the results in Table demonstrate that, for some models,
conclusive model checking with abstraction can be done faster by an order of magnitude,
compared to model checking without abstraction. Note also that conclusive verification
for the (6,6)* model was possible without discerning half of the card ranks in the deck
(abstraction level r = 4).

The results in the last series are especially hopeful. With abstraction, we were able
to verify models which had been beyond our reach in their full form. The accuracy of
the approximation ranged between 20% and 80%. This means that combining approx-
imation on formulae and approximation on models allows for model checking of some

instances that are too complex for either of the approximation methods alone.

Domino DFS

The results show that DominoDFS significantly outperforms MCMAS. It also suc-
cessfully competes with the basic implementation of fixpoint approximation. We also
note that this approach can handle models that do not submit to the fixpoint approxi-
mation scheme. This allows us to suggest the following mete-procedure for verification
of enforceability in models with incomplete information: first try optimized fixed-point
approximations, if this fails then apply DominoDFS, finally try your luck with remaining
tools.

Somewhat surprisingly, none of the heuristics have performed notably better or

worse than the simple reduction, hence we omit their performance from the tables.

9.2 Castles Benchmark

In this section we focus on the Castles model from Section[T.9.11 We use this benchmark

to evaluate the performance of the dominance-based DFS strategy synthesis algorithm.
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Conf. | DominoDFS | MCMAS | SMC
(1,1,1) 0.3 65 63
(2,1,1) 1.5 12898 184
(3,1,1) 25 timeout | 6731
(2,2,1) 25 timeout 4923
(2,2,2) 160 timeout | timeout
(3,2,2) 2688 timeout | timeout
(3,3,2) timeout timeout | timeout

Table 9.9: Results for Castles benchmark by domination-based DFS

As the Castles model does not satisfy the necessary conditions for fixpoint approxima-

tions from Chapter 3], we do not evaluate this method here.

We verify the formula pcasties = (¢12)) F castle3Defeated, i.e., whether the coalition

of the workers from castles 1 and 2 can defeat the third castle.

9.2.1 Domino DFS

Table collects the experimental results for Castles. Each triple in the Configuration
column refers to the number of workers assigned to the corresponding castles. The
initial amount of health points for each castle is 3. Since the benchmark does not fulfil
the necessary condition for fixpoint approximation from Section [3.1] we only compare
the performance of the dominance-based synthesis to MCMAS and SMC. The times are

given in seconds, and the timeout is 4 hours.

9.2.2 Discussion of Results

The results show that Domino DFS algorithm outperformed both MCMAS and SMC.
It is also important to note that this method can be applied to scenarios for which the

fixpoint approximations approach does not end with conclusive results.

9.3 Drones Benchmark

In this section we focus on the Drone model from Section
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9.3 Drones Benchmark

9.3.1 One-Criterial Strategy Optimization

We evaluate the algorithm from Section on models of a team of drones equipped
with an initial number of energy points, inspecting a fixed, two-dimensional map. Each
action of a drone consumes an energy point. Once the energy level reaches zero, the
drone becomes useless. The limited precision of the drone’s telemetry is modeled by
making selected locations indistinguishable. The drone can attempt to fly in one of
the four directions (NESW) unless there is an obstacle. It can also wait, staying in
the current place. In some locations, the outcome of its actions can be influenced by
the wind that alters the direction of the movement. The states that contain those
locations are called mon-controlled. The action of waiting is thus active: a drone stays
in its current location, opposing the wind. It can also decide to drift with the wind,
executing the action Fly.

We consider two subclasses of the drone benchmark: one with a single drone, and
one with two drones inspecting the same map. The model is scalable w.r.t. the number
of initial energy points. The basic strategy to be optimized is always the same: drift
with the wind (if detected) or wait, being passively moved by the environment until
the battery runs out. The characteristics of the basic strategy is presented in Fig.
The boxed line shows the number of reachable states, i.e., the states that must be
taken into account when the strategy is executed (including the states reachable by
epistemic indistinguishability links). The diamond line indicates the number of reachable
uncontrollable states, i.e., reachable states where the wind is present.

The experimental results for the single-drone model scaled w.r.t. the energy points
of the drone are presented in Fig. [0.1] As it can be observed, the simple approach
allows for substantial reductions of the basic strategy, leading to 50%—75% smaller sets
of outcome states.

The final batch of experiments was designed to further inspect the efficiency of our
approach. To this end, we used the two-drone variant of the Drone benchmark, and ran-
domly transformed approximately 50% of locations by adding non-controllable actions
(i.e., the wind). The output of the experiments is presented in Table , with the
percentages showing the fraction of reachable states that are left after the optimization.

The results consistently display a high degree of reduction: the optimized strategies have
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Figure 9.1: Reduced Strategies (Single Drone) by domination-based optimization

roughly 100 times smaller sets of reachable states (as well as non-controllable reachable

states) regardless of the heuristics being used.

9.3.2 Multi-Criterial Strategy Optimization

The output of the experiments is presented in Table All running times are given
in seconds. The timeout was set to 90 seconds. In case of strategy optimization, this
was split into two parts: 30 seconds for the strategy generation, and 60 second for its
optimization.

The first columns present information about the model configuration, its size and

generation time. The next seven columns describe the output of our algorithms, i.e.,
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Figure 9.2: Basic Strategy (Single Drone) by domination-based optimization

Basic strat. | Simple Reduct. | Epistemic Heur. | Control Heur.
reach | nctr | %reach | %nctr | %reach | %nctr | %reach | %nctr
782 256 1 2 1 2 5 8
1022 | 350 4 6 1 2 1 2
1147 | 385 2 4 5 6 3 4
1257 | 430 10 13 9 13 5 9
1601 | 512 3 6 2 4
1853 | 625 4 4 4 4
2527 | 834 1 2 1 2

Table 9.10:
mization

Randomized Example (2 Drones / 5 Energy Pts) by domination-based opti-

the randomly generated strategy with perfect information and its optimized version.
The last part of the tables contains the reference results from the algorithms used for
comparison: lower and upper Approximation and Domino DFS method.

The table headers should be interpreted as follows:
e F#st: number of states in the model

e G.time: generation time for the model/strategy

Strategy Perfect Info Simplified Strategy Approximation Domino DFS

Map | #st | G. time | G. time | #st | #ep | G. time | #st | #ep | %ir | Time | Conclusive | Time True

5 330 0.078 0.043 38 13 36.003 | 13 1 | 60% | 0.036 0% 9.012 90%
10 | 10648 | 3.420 1.284 74 33 42.478 | 30 5 | 60% | 1.895 0% 90 | TIMEOUT

Table 9.11: Drone Model results by domination-based optimization, fixpoint approxima-
tion and domination-based DFS
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#str: number of states reachable in the strategy

#ep: number of states in which the strategy uniformity was broken

e %ir: percentage of cases in which optimized strategy was a uniform strategy

Time: time used by the Approximation/Domino DFS algorithm

Conclusive: percentage of cases in which the result of fixpoint approximation was

conclusive

e True: percentage of cases in which Domino DFS returned a winning strategy,

timeout was reached in other cases.

As the results show, our method performed very well, especially for models with
relatively small information sets. This is even more evident in comparison to the ref-
erence algorithms. The Domino DFS method ended mostly with timeout for larger
models, and the fixpoint approximations gave mostly inconclusive results. In contrast,
our optimized strategies obtained pretty good elimination of conflicts, and in many
cases produced ideal, i.e., fully uniform strategies.

The results also show clearly that our optimization algorithm works best in situations
when the size of the epistemic classes is relatively small. For the logarithmic size of the
epistemic classes, the optimized strategy was always a uniform strategy (!). As for
the setting with the linear size, the optimization-based algorithm was not as good, but
still gave a reduction of conflicts of about 40%. Even in that case, it produced ideal
strategies in 10 — 20% of instances. It is also worth pointing out that, for the Drone
benchmark, our optimization returned uniform strategy in about 60% cases.

Finally, we noted that our algorithm is an anytime algorithm, which means that op-
timized strategy will always be returned, irrelevant of the given timeout. It is especially

important when many tests must be executed in the short period of time.

9.3.3 Multi-Criterial Strategy Optimization for Coalitions

The output of our experimental evaluation for synthesis of coalitional strategies is pre-
sented in Table [9.12] For the experiments, the Drone benchmark was selected with
coalition of of two drone agents. As the results show, our algorithm obtained a high

level of optimization of the initial, perfect information, strategy. Most importantly, the
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Strategy Perfect Info Simplified Strategy

Map | #st | G. time | G. time | #st | #ep | G. time | #st | #ep | %ir
3 667 0.85 0.397 35 11 12.031 9 1 60%
5 31122 | 69.265 | 107.428 | 587 | 728 60.8 87 58 | 40%

Table 9.12: Drone model results for coalitions by domination-based optimization

procedure produced ideal strategies in 60 and 40% of the instances, respectively, thus

providing a conclusive answer to the model checking question in about half of the cases.

9.3.4 Discussion of Results

As the experiments show, the result of the formula depends mostly on the initial energy
of the drones. If given enough energy, drones can visit every place on the map, hence
detecting any pollution. On the other hand, even a drone with very small capacity of

the battery can detect something.

9.4 Machines and Robots

In this section we apply our verification methods to the factory model from Section

9.4.1 Formulae

We counsidered four different properties that are important for the safe functioning of

the presented factory scenario. Formulas representing these properties are as follows:
e o1 : (R)F(produce,)
e ¢y : (R)F(—stuck A produce,,)
e 3 : (R)F(energy > 0 A produce,,)
e oy : ((R"N)G(—produce,)
where:

e produce, denotes that each machine has produced at least n items, and
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En. | # Ch. | # Stor. | Pr. t. | It. 1. | # St. | Gen.
inf 0 0 0 1 3581 | 0.76
inf 0 0 1 1 4161 | 0.83
inf 0 0 0 2 13912 | 3.07
10 0 0 0 1 28667 | 6.23
10 1 0 0 1 48426 | 10.65
inf 0 1 0 1 4670 | 1.32

Table 9.13: Generation results for the machines and robots model

e stuck denotes that a machine is stuck, i.e., that its input requirements are met,

but its output isn’t empty.

The first three of the presented formulas describe the properly functioning of the
factory. ¢ means that when robots work together they can make sure that each machine
will produce the required number of items. As one can see this is a rather basic property,
but it’s a necessary condition for the properly functioning of the factory. Still this may
be not enough to describe an efficiently operating factory. That we try to achieve using
formula o, where robots not only need to make each machine produce the required
number of items, but they also need to make sure that each machine will produce a new
item when all required items are delivered. This way we know that a factory setting is
efficient, i.e., there is no redundant waiting time for machines. The third formula 3
describes configurations in which no robot will be left with zero energy after executing
its commands.

The last formula ¢4, unlike the others, describes a security property of the model.
Imagine a possible scenario: someone wants to disturb the work in the factory by
hijacking, or maybe just disabling some of the robots. The question is, how secure is
the factory against such an attack? That is what is the minimal subset of the robots

that the adversary must take control of, in order to disturb the factory production line?

9.4.2 Factory Configurations

Different variants of the model may result in different number of states. For example
adding storage areas to the factory layout changes the actual size of the model and may

have an impact on the verification times. In order to have a good understanding of
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conf. #states | IR t. | IR | iR t. | iR (appr.)

(1, 0) 3581 1.1 | true | 0.3 true

(3,0) 26039 24 | true | 1.1 true
(3, A: 5) | 72573 8.3 | true | 5.7 true

Table 9.14: Results for model checking ¢ by fixpoint approximation

how such changes may affect the experiments, we present some details regarding the
generation process of these different models in Table[9.13] Headers should be interpreted

as follows:

e En. - initial energy of the robots; inf means that robots don’t use energy

# Ch. - number of charging stations in the factory

# Stor. - number of storage areas in the factory

Pr. t. - production time for the machines

e It. l. - item limit for the machines, i.e. how many items can any machine produce

# St. - number of states in the generated model
e Gen. - generation time of the model in seconds

As the results show, the modification that drastically affects the size of the model is
adding energy to the robots. For example lets take a look on the first, simplest config-
uration: no energy limit, no charging stations and storage areas, no time requirements
for productions and production limited to one item per machine. Such a simple model
consist of 3581 different states. If we change this configuration by only specifying initial
energy for robots of 10 units, the number of states in the generated model goes up to
28667 (this corresponds to an increase in size by a factor of 8). If we also add one
charging station to the model, thus allowing robots to recharge their energy, we end up

with 48426 states, which is 13 times more than in the initial, simplest configuration.
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9.4.3 Basic Production

In this section we consider formula ¢y : (R)F(produce,,). The goal for the coalition of
robots is to reach a state, in which each machine has produced at least n items. We
will test this property in different configurations of the model. First, we begin with
a classic model based on a factory layout as presented in Fig. [7.9 The model consist
of two robots and two machines. Robots can move freely, apart from places marked
as an obstacle. Robots don’t consume energy and can carry at most one item - there
is no storage in the factory. Requirements for machines are simple: the first machine
doesn’t need anything to produce an item and the second machine needs one item
from the first machine. By manipulating the parameters of the model we can change:
items limit, machines requirements and production times for each machine. We can also
modify parameter n of the formula. As the experiments show, the formula always holds,
both under perfect and imperfect information, except when there is a conflict in the
parameters. A conflict occurs when, for example, machine requirements are constructed
in such a way, that at least one of the machines will be always blocked. Results are
shown in Table [9.14] For simplicity, machines are named A and B. The configuration
should be interpreted as follows: the first parameter defines the limit for the production,
and the second one defines production times for machines. For simplicity, if production
times for both machines are 0, we will write only 0 as the second parameter. If a
machine requires some time to produce an item, we will write machine : number, where
machine is the letter representing the machine and number is production time for this
machine. If some machines are omitted we assume that production time for them is by
default 0.

The results should be interpreted as follows:

conf. - configuration, as explained above

# states - number of states in the generated model

IR t. - perfect information verification time in seconds

IR - result under perfect information

iR t. -imperfect information verification time in seconds

e iR (appr.) - approximated result for the imperfect information
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conf. #states | IR t. | IR | iR t. | iR (appr.)
(1, 0) 3581 0.92 | true | 0.18 true
(3,0) 26039 | 0.002 | false | 0.002 false
(3, A: 5) 72573 | 0.005 | false | 0.005 false
(3, A: 5, st: 1) | 198762 | 10.5 | true | 8.7 true

Table 9.15: Results for model checking s by fixpoint approximation

Of course, in such a simple environment, results of the experiments are as expected.
Perhaps one can get more interesting scenarios by specifying finite charges for the robots.
In this version of the model, apart from the previous parameters, we can also modify the
number of charging stations, their positions and initial charge of the robots. Again, we
conducted some experiments, using previous configurations with additional parameters.
First we begun with a simpler scenario, i.e., a factory without charging stations. In
such an environment one can already suspect the result of the formula. The strategy
for robots seems to be simple: find shortest path to fulfill machine requirements. Of
course, there are some obstacles along the way, such as avoiding collisions.

While conducting experiments it is possible to find the minimal initial charge for the
robots in a given configuration, under which the formula is satisfied. There can be some
differences based on the considered type of information. Under imperfect information,
robots may require more energy than under perfect information. We can also manipulate

positions of the charging station to find optimal positioning.

9.4.4 No Stuck Time

As said before, proper functioning of the factory is sometimes not enough. Sometimes
we need to ensure that a considered configuration is not only stable, but also efficient.
After the previous section, we know under which configurations the system is stable, i.e.
robots can enforce production of n items from each machine. Now, we want to know
when the system is efficient, i.e. each machine can produce a new item immediately
after its requirements are fulfilled (when it receive all items needed for production from
the robots). In other words, we will call a configuration efficient, if a coalition of robots
has a strategy to ensure that each machine will produce the required number of items

and while doing so, no machine will be stuck. Our stuck property in the model is
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conf. #states | IR t. IR iR t. | iR (appr.)
(1, 0, en: 5, ch: 0) 2681 0.0002 | false | 0.0001 false
(1,0, en: 9, ch: 0) | 20439 0.6 true | 0.05 true
(1, 0, en: 5, ch: 1) 5660 | 0.0004 | false | 0.0003 false
(1,0, en: 6,ch: 1) | 16489 1.3 true 0.3 true

Table 9.16: Results for model checking ¢3 by fixpoint approximation

sticky - once a machine is stuck it is stuck forever. We took the configurations from the
previous section and run our model-checking algorithm again, this time with formula

2. Results are shown in Table

9.4.5 No Robot Left Behind

In order to talk about energy level we need a model with energy. When checking formula
3 we will only consider models with energy. Based on its initial level, robots may or
may not be able to fulfill their duties. When thinking about the property described by
formula 3, some questions arise: What is the minimal level of the initial energy required
for each robot? What is the optimal positioning of the charging stations and how many
are required? Does storage affect this property? How does imperfect information affect
this property? How do production times of the machines affect this property? We try
to answer these questions by conducting several experiments on different configurations.
First, lets describe basic requirements for our scenario. As previously, we consider a 6 X6
factory layout with two machines and two robots. We will consider two configurations
of the production times for the machines: [A:0, B:0] and [A:2, B:3]. This way, we can
see how production times will affect our results. As for the number of items we want
to produce, we choose 1 and 2. As shown before, the number of states grows fast,
when we add energy to the robots, so it is only sensible to limit the size of the model
by using low limits for production. When combined together, our requirements give
us four different configurations and we try to find optimal configurations for the rest
of the parameters: initial energy, charging stations and storage areas. The results are

summarized in Table 0.161
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#robots | normal | charging | storage
2 1 1 1
3 2 1 2

Table 9.17: Results for model checking ¢4 by fixpoint approximation

9.4.6 Security

There are various ways to describe security properties. In our factory scenario, the level
of security can be described by the minimal number of robots that an adversary needs
to take control of, in order to be able to disturb the work of the factory. For example,
lets say that we have a factory with 10 robots. Rendering 3 of them malfunctioning
won’t affect the system, but if the adversary takes control of the fourth robot, then the
rest of them won’t be able to ensure proper functioning of the factory anymore. In this
situation the minimal number of robots needed to disturb the production is 4 out of
10. Of course, the result may vary depending on the factory configuration, layout, and
even on the concrete robots that are hacked. Work of some of the robots may be more
important to ensure proper production, than the work of other robots. Table show
results of the experiments conducted on a smaller, 4x4 factory. First column (#robots)
contains number of robots in the tested configuration. Next columns shows minimum
number of robots that need to be hacked in order to disrupt the work of the factory
in the different variants of the model: without energy and storage, with energy and

charging stations, with storage areas.

9.4.7 Discussion of Results

In our research, we employed strategic model checking to ascertain the minimal initial
energy level required for robots to successfully achieve their designated goals. Further-
more, this approach was utilized to determine the minimum number of robots necessary
to maintain operational efficiency within a factory environment, thereby ensuring the
fulfillment of production objectives. Our findings offer valuable insights into the secu-
rity aspects of the production system, revealing the least number of robots that must

be compromised to disrupt production processes significantly.
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Strategy Perfect Info Simplified Strategy Approximation Domino DFS
#st | G. time | G. time | #st | #ep | G. time | #st | #ep | %ir | Time | Conclusive | Time True
10 0.014 0.031 10 5 42.033 7 0 100% | 0.018 50% 0.57 100%
100 0.176 0.546 92 61 60.210 83 0 100% | 0.519 20% 90 TIMEOUT
1000 9.401 22.001 | 882 | 629 61.865 | 780 0 100% | 3.136 0% 90 TIMEOUT
Table 9.18: Random Model results with logarithmic epistemic classes by domination-
based optimization, fixpoint approximation and domination-based DFS
Strategy Perfect Info Simplified Strategy Approximation Domino DFS
#st | G. time | G. time | #st | #ep | G. time | #st | #ep | %ir | Time | Conclusive | Time True
10 0.009 0.023 10 5 24.048 6 3 20% | 0.017 80% 1.14 100%
100 0.202 0.489 94 58 54.253 66 36 | 10% | 0.197 0% 90 TIMEOUT
1000 | 10.817 25.239 | 917 | 584 | 61.496 | 614 | 347 | 10% | 2.647 0% 90 TIMEOUT

Table 9.19: Random Model results with linear epistemic classes by domination-based
optimization, fixpoint approximation and domination-based DFS

During our experimental evaluations, we managed to verify strategic properties in
models incorporating up to four robots and two machines. Despite the apparent lim-
itations imposed by memory outages due to state space explosion, the models under
consideration contained hundreds of thousands of states. Although the scale of our
experiments, limited to a few robots and machines, might seem modest, the results
yielded interesting insights into the operational dynamics of the system and its inherent

capabilities.

9.5 Random Models

In this section we evaluate our algorithms on the random models from Section

9.5.1 Multi-Criterial Strategy Optimization

The output of the experiments is presented in Tables and All running times
are given in seconds. The timeout was set to 90 seconds. In case of strategy optimiza-
tion, this was split into two parts: 30 seconds for the strategy generation, and 60 second

for its optimization.
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The first columns present information about the model configuration, its size and
generation time. The next seven columns describe the output of our algorithms, i.e.,
the randomly generated strategy with perfect information and its optimized version.
The last part of the tables contains the reference results from the algorithms used for
comparison: lower and upper Approximation and Domino DFS method.

The table headers should be interpreted as follows:

#st: number of states in the model

G.time: generation time for the model/strategy

#str: number of states reachable in the strategy

#ep: number of states in which the strategy uniformity was broken

e %ir: percentage of cases in which optimized strategy was a uniform strategy

Time: time used by the Approximation/Domino DFS algorithm

Conclusive: percentage of cases in which the result of fixpoint approximation was

conclusive

e True: percentage of cases in which Domino DFS returned a winning strategy,

timeout was reached in other cases.

9.5.2 Discussion of Results

The results of our study indicate that our method exhibits superior performance, par-
ticularly in scenarios involving models with relatively small information sets. This
performance advantage becomes even more pronounced when contrasted with reference
algorithms. Notably, the Domino DFS method frequently resulted in timeouts for larger
models, while the fixpoint approximation methods predominantly yielded inconclusive
outcomes. In stark contrast, our optimized strategies demonstrated significant conflict
elimination efficiency, often generating ideal, i.e., fully uniform strategies.
Furthermore, the empirical evidence unequivocally suggests that our optimization
algorithm excels in contexts where epistemic class sizes are relatively modest. Re-

markably, for epistemic classes of logarithmic size, our optimized strategy consistently
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achieved a uniform outcome. Conversely, in scenarios characterized by linear-sized epis-
temic classes, although the optimization-based algorithm did not perform as optimally,
it still managed to achieve a conflict reduction rate of approximately 40%. Notably, in
these instances, it generated ideal strategies in 10-20% of the cases.

Crucially, our algorithm is designed as an anytime algorithm, guaranteeing the re-
turn of an optimized strategy regardless of the specified timeout. This feature is partic-
ularly advantageous for conducting a multitude of tests within a constrained timeframe,

underscoring the algorithm’s practical utility and efficiency.

9.6 Simple Voting

In this section we verify the Simple Voting model from Section [7.5] We conducted
two sets of experiments to evaluate the performance of the approximate verification
approach using local models from Section [3.3] The first set of experiments focused on
the standard Asynchronous Simple Voting model, while the second set examined an
extended version of this model that incorporated a revoting mechanism. In both cases,
we compared the verification time required for fixpoint approximation on our locally
approximated models against that of the standard fixpoint approximation applied to
the full global model, as implemented in the STV tool. The results, which are discussed
in detail below, demonstrate remarkable performance gains. It is important to note,
however, that the process of approximate verification necessitates a preliminary step:

the generation of the local approximating model itself.

9.6.1 Generating Approximated Models

The naive approach for local model synthesis would be to first construct the complete
global model and subsequently project it onto the states and transitions specific to
a given agent a. To circumvent the computational intractability of this method, we
propose a more refined procedure. This approach translates the existence of a transition
sequence between two global locations ! and !’ into a Computation Tree Logic (CTL)
verification problem, which is then resolved by a dedicated model checker.

In our experimental evaluation, we employed the UPPAAL model checker Behrmann
et al| (2004) as a sub-routine to generate an approximated local model. This model

was subsequently used as input for the STV model checker to verify strategic abilities.
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All invocations of UPPAAL were orchestrated by an auxiliary script. This script parses
the model specification (provided in the .xta format with event-labeled edges) and
constructs a corresponding model-query pair in a breadth-first search (BFS) manner,
commencing from the initial local state.

For each candidate triplet (s, a, s’), composed of a source local state s, an event label
a, and a target local state s’, the script performs a systematic transformation. In our
framework, every event available to the agent under study is associated with an auxiliary
Boolean variable. This variable evaluates to true exclusively when its corresponding
event was the last to occur at the current global state. For each source local state,
every outgoing edge bearing the specified event label is duplicated. The duplicate is
augmented with a guard condition reflecting the valuation of the source local state and
an update statement that aligns with the last-occurred event. Fragments of the model
outside the set of potential predecessors are truncated, while the remaining edges are
appended with an opposing update assignment. To enforce a progressive semantics,
all locations are designated as committed. The resulting model is then queried for the
reachability of the target local state’s counterpart, constrained by the condition that
the auxiliary variable for the last-occurred event matches the one specified in the triplet.

Following the generation of candidate transitions, the synthesized local states are
verified for livelocks. A livelock is defined as a cycle of global states and events in which
the local state of the agent under study remains unchanged, and no events from its
repertoire are involved. This verification is performed using the original global model
specification.

The direct application of UPPAAL for local model generation proved to be inefficient.
Specifically, when a query corresponding to a triplet (s, a, s’) has no valid counterpart
in the global model, the verifier is forced to explore the entire state space to determine
its non-existence. To mitigate this, we implemented several key optimizations. First,
we performed a semantic analysis of the homogeneous voter modules, revealing a crucial
symmetry: no voter interacts transitively with another, as their sole interaction is with
the coercer. This insight allowed us to conclude that the order of actions among differ-
ent voters does not influence the composition of their local models. Consequently, we
leveraged UPPAAL’s process priority mechanism by assigning the highest priority to the

voter under investigation. Furthermore, to expedite query termination, we appended
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4V Model generation Verification
Global Approx. Ap.pr?x. Global | Approx. | Result
Standard | Optimized

2 0.04 6.60 6.54 <0.01 <0.01 TRUE
3 0.10 6.62 6.60 0.29 <0.01 TRUE
4 1.22 6.93 6.91 30.15 <0.01 TRUE
5 35.80 8.71 8.70 2659 <0.01 TRUE
6 1206 36.95 29.42 timeout <0.01 TRUE
7 timeout 282.48 280.62 —_— <0.01 TRUE
8 timeout 5539 4046 —_— <0.01 TRUE
9 timeout —_— —_— —_—

Table 9.20: Results for Asynchronous Simple Voting, approximation by local models

4V Model generation Verification
Global Approx. Ap.prf)x. Global | Approx. | Result
Standard | Optimized

2 0.82 19.43 19.27 8.20 <0.01 TRUE
3 131.61 26.44 19.28 timeout <0.01 TRUE
4 timeout 524.93 19.25 —_— <0.01 TRUE
5 timeout 19.34 —_— <0.01 TRUE
6 timeout 19.40 —_— <0.01 TRUE
7 timeout 19.41 —_— <0.01 TRUE
8 timeout 19.43 —_— <0.01 TRUE
9 timeout 19.44 —_— <0.01 TRUE

Table 9.21: Results for Asynchronous Simple Voting with Revoting, approximation by
local models
an edge from the target local state to an auxiliary sink location, which contains a single

self-loop.

9.6.2 Results

The results of the experiments are summarized in Tables and[9.21] The first column
indicates the number of voters considered. In all scenarios, there were two candidates
and one coercer. The tables present the model generation times for the standard global
model and two approximated models: one without optimizations (standard) and one
with optimizations (optimized) in UPPAAL. Verification was performed using a fixpoint
algorithm, and the verified formula was ¢1 = (Voter;)F(vote; 1 A mgive;), meaning
that voter 1 has a strategy to eventually vote for candidate 1 without giving proof of
her vote to the coercer. The approximated model was generated for agent Voter;. All
times are reported in seconds, with a timeout set to two hours.

All experiments were conducted on a machine equipped with a 3.0 GHz 8-core AMD
Ryzen 7 5700X3D CPU and 64 GB of RAM. The model generation and verification times
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were measured using the time command in a Linux environment to ensure precise and

consistent timing measurements.

9.6.3 Discussion of Results

As the experimental results demonstrate, the model generation times for a small number
of voters are lower for the global model compared to its approximate counterparts.
This trend, however, reverses as the voter population scales. The optimized version
of the approximate model consistently outperforms the standard version in terms of
generation speed. Nevertheless, its time complexity still exhibits exponential growth
in the scenario without revoting. In stark contrast, when revoting is incorporated, the
optimized approach demonstrates linear time complexity, enabling the generation of a
model for 50 voters in under one minute.

A significant disparity is also observed in verification times: the global model’s
verification time increases exponentially, while that of the approximate model remains
constant. This constant verification time is a direct consequence of the invariant size of
the approximated model, as the local model of each voter is independent of the total
number of voters in the system.

Notably, the optimization yields a more substantial reduction in model generation
time for the revoting scenario. In the absence of revoting, the exponential time complex-
ity is primarily attributable to the detection of potential livelocks. When no witnessing
livelock cycle is present, the model checker is compelled to generate the entire fragment
of predecessor states for the source local state before reaching a conclusion.

It is worth noting that both the standard and optimized versions present an opportu-
nity for further efficiency gains through the parallel computation of reachable successors
from the already discovered states of the local model. Such a parallelization strategy
would facilitate more efficient generation of the approximated model, particularly for

systems with a larger number of voters.

9.7 SELENE

In this section we present the experimental results for the SELENE case study introduced

in Section [7.6
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®; = ((Coercer)) F (finished A ( /\ —wvote, 1 — Keoercer( \/ —votey, 1))
vEA vEA

®y = ((Coercer)) F (finished A ( /\ —vote, 1 — \/ K Coercer(—votey 1))
vEA vEA

o3 = ((Coercer) F (finished A ( \/ —wvote, 1 — Keoercer( \/ —|voteU71))
vEA vEA

&y = ((Coercer)) F (finished A ( \/ —vote, 1 — \/ K Coercer(—votey 1))
vEA vEA

Figure 9.3: Formulae for Selene model checking

Let us consider a coercer attempting to force a group of voters A C Agt to vote for
his preferred candidate. We can assume w.l.0.g. that the number of the candidate is 1.
The formulae in Figure [9.3] express different “flavors” of the coercer’s coercive ability,

with the following reading:

e &) expresses that the coercer can enforce a state where the elections are over and,
if no one in A followed his orders, then the coercer knows that at least one of

them disobeyed (but does not necessarily know who);

e According to ®o, if no one in A followed his orders, the coercer will know who for

at least one of them;

e O3 says that if some of the voters did not vote as ordered, then the coercer will

know about it;

e ®, says that if some of the voters did not vote as ordered, then the coercer will

identify at least one of them.

Conceptually, the formulae capture the extent to which the coercer can identify the
disobedience of the coerced voters, and hence knows when to execute his threats. Note
that, when A = {v}, i.e., the coerced group consists of a single voter, then all four

formulae are equivalent.

9.7.1 Results

We collect the results of the evaluation for each of the specified formulae in tables

presented in Figures to We show performance results for the approximation
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. Lower approx. | Upper approx. | Approx. Exact
configuration | #states | tgen - -

tverif | result | tverif | result | result | (tg+tv) ‘ result
(2,1,1,1,1) 427 <1 <1 False <1 True ? <1 True
(2,1,1,4,4) 16777 1 <1 False <1 True ? 249 True
(2,1,2,4,4) 22365 1 <1 True <1 True True timeout
(2,2,1,4,4) | 331441 19 False 16 True ? timeout
(2,2,2,4,4) | 596577 | 36 2 True 31 True True timeout
(3,2,1,1,1) | 281968 | 40 <1 False True ? timeout
(4,1,1,1,1) | 146001 2 <1 False 2 True ? timeout
(4,2,1,1,1) memout timeout

Table 9.22: Experimental results for formula ®; by fixpoint approximation
. Lower approx. | Upper approx. | Approx. Exact
configuration | #states | tgen - -

tverif | result | tverif | result | result | (tg+tv) ‘ result
(2,1,1,1,1) | 427 | <1 | <1 [ False | <1 | True ? <1 | True
(2,1,1,4,4) | 16777 | 1 | <1 | False | 1 | True ? 249 | True
(2,1,2,4,4) 22365 1 <1 True 1 True True timeout
(2,2,1,4,4) | 331441 | 19 1 | False | 17 | True ? timeout
(2,2,2,4,4) | 596577 | 36 1 True 31 True True timeout
(3,2,1,1,1) | 281968 | 40 | <1 | False True ? timeout
(4,1,1,1,1) | 146001 2 <1 False True ? timeout
(4,2,1,1,1) memout timeout

Y ) ) )

Table 9.23: Experimental results for formula ®5 by fixpoint approximation

algorithms, both for the lower and the upper bound, and compare them to the exact

verification done with MCMAS. Each row in a table corresponds to a single run of an

experiment over the selected model. The columns contain the following information:

e the parameters of the model (configuration), consisting of the numbers of voters

and available candidates, the maximal numbers of voters that the coercer can

try to coerce and the clock steps that the system waits for incoming votes and

for notifications from the voters about coercion attempts.

(272727474

E.g., configuration

) describes the model with 2 voters, 2 candidates, the coercer coercing

up to 2 voters, and the maximal time units for the system to wait for votes and
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. Lower approx. | Upper approx. | Approx. Exact
configuration | #states | tgen - -
tverif | result | tverif | result | result | (tg+tv) ‘ result
(2,1,1,1,1) 427 <1 <1 False <1 True ? <1 True
(2,1,1,4,4) 16777 1 <1 False <1 True ? 250 True
(2,1,2,4,4) 22365 1 <1 True 1 True True timeout
(2,2,1,4,4) | 331441 | 19 1 False 16 True ? timeout
(2,2,2,4,4) | 596577 | 36 2 True 30 True True timeout
(3,2,1,1,1) | 281968 | 40 1 False True ? timeout
(4,1,1,1,1) | 146001 2 <1 False True ? timeout
(4,2,1,1,1) memout timeout
Table 9.24: Experimental results for formula ®3 by fixpoint approximation
. Lower approx. | Upper approx. | Approx. Exact
configuration | #states | tgen - -
tverif | result | tverif | result | result | (tg+tv) ‘ result
(2,1,1,1,1) 427 <1 <1 False <1 True ? <1 True
(2,1,1,4,4) 16777 1 <1 False 1 True ? 257 True
(2,1,2,4,4) 22365 1 <1 True <1 True True timeout
(2,2,1,4,4) | 331441 | 19 1 False 4 False False timeout
(2,2,2,4,4) | 596577 | 36 1 False 7 False False timeout
(3,2,1,1,1) | 281968 | 40 <1 False 1 False False timeout
(4,1,1,1,1) | 146001 2 <1 False 3 True ? timeout
(4,2,1,1,1) memout timeout

Table 9.25: Experimental results for formula ®, by fixpoint approximation

coercion notifications being both set to 4;

e The size of the state space (#states) and the time that the algorithm spent on

generating the data structures for the model (tgen);

e The running time and output of the verification algorithm (tver, result) for model

checking the lower approximation ¢rz(¢), and similarly for the upper approxima-

tion try(p);

e The result of the approximation (Approz. result), with “?” in case of inconclusive

output;
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configuration | #states | tgen | result | #vote | #rvote | pvote = @T:O‘;t: x 100%
(2,2,1,4,4) 331441 14 False 200 50 25%
(2,2,2,1,1) 9651 <1 | False 144 36 25%
(2,2,2,4,4) 596577 24 False 360 90 25%
(2,3,1,2,2) 289423 10 False 378 168 44%
(2,3,2,1,1) 64829 1 False 276 256 44%
(2,3,2,2,2) 661501 22 False 864 384 44%
(2,3,2,2,2) 281968 15 False 672 84 12%
(2,3,2,2,2) 765232 41 False | 1824 228 12%
(4,1,1,1,1) 146001 2 False 240 0 0%

Figure 9.4: Experimental results for formula @giSt“’ with percentage coverage

e The total running time (tg+tv) and the result (result) of the exact ATL;, model
checking with MCMAS.

The running times are given in seconds. Timeout indicates that the process did not
terminate in 2 hours. Memout indicates that the process is terminated by the system
due to allocating too much memory.

The exact ATL; model checking is performed with MCMAS 1.3.0. To perform
the approximate verification, we used the explicit representations of models from Sec-
tion and an implementation of the fixpoint algorithms from Chapter [3|in a stand-
alone tool written in C++. The models used in both approaches were isomorphic. The
tests were conducted on a Intel Core i7-6700 CPU with dynamic clock speed of 2.60 —
3.50 GHz, 32 GB RAM, running 64bit Ubuntu 16.04 Linux.

9.7.2 Counting Coercion-Friendly Configurations

The validity of a property is a strong result: if a formula is true in the model, then the
coercer has a strategy to achieve his goal under all possible circumstances. The system
is therefore completely insecure against the considered type of attack. If, however, the
formula turns out false, it does not mean that the system is always able to defend itself.
In such case we only know that there is no uniform strategy that allows the coercer to
break the system’s defenses, given no information about the initial state of affairs (e.g.,
a partially uncovered choice function). We thus attempt to quantitatively estimate

the extent to which our model is safe from the attacks expressed by ®5. To this end
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(I);listA/ E<<OO€TC€T>> F (finished A (( \/ —vote, 1 A /\ diStA/('U/)) — \/ KCoercer(—!VOtev,l))
vEA v’ € Agents\ A vEA

Figure 9.5: A formula for quantitative analysis

we inspect in detail all the possible distributions D4/ of votes of voters outside of the
coerced group A and check under which of these the coercer can precisely point to a
disobedient voter. Formally, distys € Dy iff distys is a function from Agents\ A to Props
such that for each v € Agents\ A there exists 1 <14 < k such that dista(v) = vote, .

To perform quantitative analysis we utilize the formula (sz‘stA/ presented in Fig-
ure [9.5] Note that the formula depends on distqr € Dy and A C Agents. Intuitively,
it expresses the ability of the coercer to enforce that if some of the agents in A did
not vote for candidate 1 and the remaining voters voted according to distss, then the
coercer can identify a voter in A that did not vote for 1.

The process of quantitative analysis is performed as follows. For a given model
configuration, we fix an arbitrary coalition A. Then, for each distribution dist4 € D as
the formula @giSt“" is verified. Our approach is based on state-labelling, hence we can
inspect all the states reached just after publishing votes. In Fig. by #wvote we
denote the aggregate number of such states that are consistent with any distqy € Dy

ist
A" As we can

and #rvote collects the count of how many of these states satisfy @g
observe, there are cases where the coercer can gain advantage in nearly half of considered
distributions.

It should be emphasized that approximate algorithms are used for model checking
@gm“‘/. Thus, the pvote shows only the percentage of confirmed cases where a successful
coercion strategy exists. The actual counts may be larger, since the approximations

provide only guaranteed lower bound estimation.

9.7.3 Discussion of Results

As confirmed by the experiments, the question posed by formula ®5 is the most re-
strictive. Namely, in ®» we ask whether the coercer has a general strategy to find out
exactly which voter voted against his demands, assuming that there was a disobedient

one. The answer to this question is true only in special cases of a single candidate. On

206



9.8 Social Explainable AI (SAI)

the other hand, the results of verification of ®; reveal that the system is sometimes
not able to fully defend a coerced group and the coercer can detect that at least one of
the members did not follow the demands. To illustrate this on a simple example, in a
model of two voters and two ballots the coercer has a trivial strategy: request a vote
for candidate 1 from both the voters. Moreover, in this case the coercer has even more
knowledge, as he knows which one of the voters deceived (they both did).

Exact model checking with MCMAS seems infeasible in most of the cases, except
for the small models up to hundreds of states. The approximations, in turn, offer a
dramatic speedup, enabling verification of models up to hundreds of thousands of states.
Although the approximate method is faster, the results can be inconclusive; namely, we
observe cases where the truth value of trz(¢) differs from the value of ¢ry(¢). It should
be noted that in the approximate approach the graphs are represented explicitely in
memory, unlike in the case of BDD-based symbolic methods. Still, memory is cheaper

and easier to buy than time.

9.8 Social Explainable AI (SAI)

The scalable class of models is discussed in Section During our model checking
experiments, we employed two system specification variants: one allowing for an imper-
sonation attack, and the other permitting a man-in-the-middle attack. We conducted

verifications for the following formulas:
o o1 = (I)G(shared, = (Aiepr,, maual; < k))
o 2 = (I)G(sharedy, = (Vep,, maual; < k))

Formula ¢, assesses whether the Intruder has a strategy to ensure that all honest
agents fail to achieve a quality higher than k. Conversely, @2 examines the feasibility

of this outcome for at least one agent.

9.8.1 Results

We detail the verification results in Figures and 0.7 The column #Ag denotes
the scalability factor, representing the number of agents within the system. Columns

#st and #tr enumerate the total number of global states and transitions, respectively,

207
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#Ag st Ftr Gen Verif ¢ Verif @9
2 886 2007 <0.1 | <0.1/False | <0.1/True
3 79806 273548 28 151/False 202/ True
4 6538103 | 29471247 | 1284 | 5061/False | 5102/True
5 93581930 | 623680431 | 7845 | 25828 /False | 25916/ True
6 timeout

Figure 9.6: Verification results for the Impersonator attack by fixpoint approximation

#Ag F£st #Htr Gen | Verif ¢ Verif ¢
3 23966 67666 12 21/False 33/ True
4 4798302 | 20257664 | 875 | 3810/False | 3882/True
5 71529973 | 503249452 | 5688 | 19074 /False | 20103/ True
6 timeout

Figure 9.7: Verification results for Man in the Middle attack by fixpoint approximation

in the derived system model. The column Gen indicates the time required for model
generation. The verification times and outcomes for formulas ¢; and @9 are displayed
under Verif ¢; and Verif s, respectively. All time measurements are expressed in

seconds. A timeout threshold was established at 8 hours.

9.8.2 Discussion of Results

We successfully verified models of SAI for systems comprising up to 5 agents. The
verification outcomes were conclusive across all instances; the model checker invariably
returned either True or False. This achievement implies that we effectively conducted
model checking for systems with nearly a billion transitions, a notable accomplishment
given the NP-hard nature of the verification problem. In every evaluated case, the
formula 9 was consistently validated as true. This outcome indicates that both imper-
sonation and man-in-the-middle attacks can indeed interfere with the learning process,
thereby hindering certain agents from acquiring high-quality PAIVs. Conversely, ¢1
was universally determined to be false. Therefore, it is clear that an intruder cannot

compromise all PAIVs, even when deploying the most effective attack strategies.
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9.9 Challenges and Lessons Learnt

9.9 Challenges and Lessons Learnt

Modeling Complex Systems The formal verification of real-world systems revealed

three fundamental challenges:

1. Abstraction-Completeness Trade-off: Effective modeling requires balancing
abstraction with semantic fidelity. The bridge card game analysis demonstrated
how over-abstraction (e.g., omitting trick resolution dynamics) could compromise
verification of strategic reasoning under partial observability, while excessive detail
in drone coordination models led to state-space explosion in systems with N > 10

agents.

2. Temporal-Epistemic Complexity: The SAI framework highlighted the ex-
ponential growth of epistemic equivalence classes. This necessitated optimized

group-theoretic verification algorithms to maintain computational tractability.

3. Security-Centric Modeling: Coercion-resistant voting protocols like Selene re-
quired novel formalizations of strategic-epistemic properties. The implementation
of K,(voted; V —voted;) specifications demanded sophisticated state-space parti-

tioning to prevent trivial satisfaction through passive proposition signaling.

Verification Methodology Insights Our multi-agent system analyses yielded key

methodological advancements:

1. Structured Abstraction Frameworks: The bridge endplay model established

best practices for state-space reduction through:
e Hierarchical state representation with (hands, tricks, board, clock) tuples
e Contextual goal structures separating verification objectives from environ-

mental dynamics

2. Parametric Scalability Mechanisms: Drone coordination models demonstrated
the effectiveness of sublinear complexity functions fepisi(N) and fywin (V) in man-
aging state-space explosion. This enabled verification of systems through con-

trolled topological parameterization.
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3. Security-by-Design Principles: The Selene analysis emphasized the impor-
tance of integrating security properties at the modeling stage. Key innovations
included:

e Cryptographic commitment tracking through SN — WBB mappings

e Robust anti-coercion spaces E(B) with combinatorial indistinguishability

guarantees
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Conclusions

Modal logics for Multi-Agent Systems (MAS), along with their associated verification
problems, have been a subject of extensive study for decades. These logics are inherently
marked by high computational complexity, a trait that manifests both in theoretical
analysis and practical application. Despite these challenges, it is essential to engage in
the verification of complex, real-life scenarios to drive meaningful advancements in the
field.

In this thesis, we have delved into the intricate problem of verifying strategic abil-
ities within the context of imperfect information. We have made significant strides
by proposing, developing, and evaluating a suite of model-checking algorithms, often
optimizing them for enhanced performance and efficiency. In parallel, we have con-
ducted thorough studies on various e-voting protocols and complex real-life scenarios.
Our efforts in modeling these scenarios, defining critical properties, and applying our
developed algorithms for verification have been instrumental in pushing the boundaries
of what is achievable in this domain.

The inherent challenges of this endeavor, notably the high computational demands
and the prevalent issue of state-space explosion, are formidable. Yet, our research
demonstrates that these obstacles can be surmounted in several instances. We have
shown that with innovative algorithmic strategies and a deep understanding of the
specificities of each scenario, effective verification of strategic properties in MAS under
conditions of imperfect information is not only possible but also achievable in practice.

Moreover, our work contributes to bridging the gap between theoretical constructs

and their practical applications. By applying our findings to real-world scenarios, par-
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ticularly in the realm of e-voting, we have underscored the relevance and applicability
of modal logics in MAS. This not only validates the theoretical framework but also
showcases its utility in addressing complex, real-world problems.

In conclusion, while the journey towards fully efficient and comprehensive verifi-
cation in MAS is ongoing, the contributions of this thesis represent significant steps
forward. The methodologies and insights presented in this work lay a foundation for
future research, opening avenues for further exploration and refinement in verification
of Multi-Agent Systems.

The course of this research has elucidated several critical insights into the complex-

ities of model checking under conditions of imperfect information and recall:

1. Complexity Origins: The challenge of model checking in scenarios of imperfect
information and recall is not solely attributed to the presence of epistemic classes
but is also significantly compounded by the state-space explosion phenomenon.

This complexity necessitates innovative approaches to verification.

2. Epistemic Relation Handling: Vigilance in managing epistemic relations is
imperative during the verification phase to prevent overlooking subtle agent in-

teractions, which could lead to the development of conflicting strategies.

3. Algorithm Design Focus: When designing model checking algorithms, there is
an inherent trade-off between optimizing time complexity and space complexity.
A strategic approach is essential, as optimizing for both concurrently is typically

unfeasible.

4. Abstractions and Heuristics: The application of abstractions and heuristics
can significantly streamline the verification process. However, their selection must
be meticulously executed to maintain the accuracy and reliability of verification

outcomes.

5. Model Design Importance: The precision in model design is paramount, rival-
ing the significance of the verification algorithm itself. Tools that feature graphical
interfaces for model representation, such as transition graphs, can substantially

enhance model accuracy and verification validity.
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6. Challenges with ATL Formulas: Despite the initial intuitive appeal of ATL
formulas, their implementation presents notable challenges. It is deceptively easy
to devise a formula that appears valid but fails to accurately capture the intended

dynamics or behaviors.

As the main takeaway message I propose the following summary. The essence of
tackling a verification problem lies in a methodical approach. Initially, it is crucial to
identify the pertinent agents, their actions, their knowledge, and, most critically, their
interactions with each other and the environment. This identification process lays the
groundwork for designing a model that encapsulates only the relevant aspects of the
scenario at hand. Following this, the next step involves the meticulous formulation
of the intended properties, which are then captured using ATL formulas. Subsequently,
selecting an appropriate model checking algorithm and applying it to the designed model
is imperative. Should the outcomes diverge from expectations, it signals a potential flaw
in either the model or the formula. In instances where the model’s complexity hinders
verification, employing partial order reduction methods can offer a solution. If these
methods prove insufficient, resorting to model abstraction may provide the necessary

simplification for effective verification.
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